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Terms and Typographic Conventions

Italics:

Initial Caps Bold:

Courier:

"<enter>"

Terms/Abbreviations
GSW Business Tunnel

Windows

Port Forwarding

SSH Tunnel

Used to emphasize certain words, especially new terms or phrases when they
are introduced.

Words that appear in initial caps boldface represent menu options, buttons,
icons or any object that you may click.

This font represents anything you must type. Courier is used for examples.

This represents the enter key.

GSW software that provides secure connectivity over an insecure network.

Refers to Microsoft Windows Desktop and Server Operating Systems
through Server 2016.

This action redirects insecure traffic through the secure tunnel.

Port Forwarding is to assign all traffic originally directed to a port to be
redirected to a different port. Software ports are numbered connections that a
computer uses to sort types of network traffic.

Encapsulating data using the SSH protocol before sending it to the SSH
server.
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Features at a Glance

Georgia SoftWorks Business Tunnel — SSH Strength

e Set and Forget
e Gain Security Conformance by using Strong SSH Security
e Elliptic curve cryptography support is built-in

e Secure Access for Browsing, Email, RDP etc. from remote locations including hotels, airports,
hospitals, coffee shops, fast food restaurants etc.

e Support for all Windows operating systems from Windows XP through Windows 2012 Server
e Easy to understand and use Tunnel Manager

e (Create/Edit/Delete Tunnels and Channels

e View Tunnel Activity and status information

e View Channel Activity and status information

e View User Activity and status information

e Anonymous Browsing

e FEasyto Install and Use

e Administrator Friendly

e Transparently encrypt another applications data stream

e Strong Authentication, Encryption and Integrity Checking
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Overview
“Set It and Forget It”

Thank you for purchasing the industrial grade Georgia SoftWorks Business Tunnel for Windows.
Business Tunnel - Business Sense

Provide secure access and reliable connectivity for traveling employees, branch offices, remote developers and
work at home colleagues (and much more) to services at work and away using SSH tunneling. The GSW
Business Tunnel offers a business sense approach to SSH Tunneling delivering commercial reliability,
configuration and management. Harness the power of SSH Tunneling without the past complexities and
frustrations associated with port forwarding or the expense and training for VPN’s.

The GSW Business Tunnel provides a graphical user interface for configuration, activation, management and
monitoring of SSH tunnels and their associated channels. Each SSH tunnel may have multiple channels
configured. A tunnel is the secure connection between the GSW Business Tunnel software and a SSH Server.
You then create one or more channels within the tunnel that can be associated with various protocols such as
HTTP, POP, SMTP, RDP, etc. This will facilitate a secure channel to perform various activities such as
browsing the internet or a company intranet, or checking email etc. where it is otherwise difficult, expensive or
not possible.

Persistent Connection — Set It and Forget It

With the GSW Business Tunnel you create a secure persistent connection (tunnel) between the computer
initiating the tunnel and a computer running a SSH Server. The GSW Business Tunnel runs as a service that
provides a level of robustness and features not available in stand-alone applications. The administrator of the
tunnel can set it up (configure the tunnel) and forget about it. It just runs. Although typical networks may
momentarily drop connections, the GSW Business Tunnel will automatically reestablish the tunnel, completely
transparent to the user. You can “Set it and Forget it”.

The Best Security with built in Elliptic Curve Cryptography

Quickly gain security conformance with the GSW Business Tunnel by using strong SSH Security when
browsing the internet, intranets, sending/receiving email, using remote desktop and many other services.

NSA endorsed and NIST recommended elliptic curve cryptography support is built-in providing some of the
strongest authentication and encryption available.

Configure your firewall to block all incoming connections, but still allow secured access to company services
from remote employees without reconfiguring or weakening your firewall. The Business Tunnel is configured
from the company to ensure access only from approved locations.

Enhance security by providing connectivity to only the services required instead of opening up access to all
services as is often done. Secure typically nonsecure protocols by encapsulation within the GSW Business
Tunnel.
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Additionally, the Business Tunnel can secure customer TCP connections for all kinds of legacy applications and
bring them to compliance with security requirements.

Business Tunnel — the Sensible Solution

The GSW Business Tunnel Management Tool offers an innovative approach in creating, operating, organizing
and monitoring secure tunnels bringing them into use by mainstream business. There are no lengthy or
complicated command lines that must be entered over and over again, as can often be the case.

The GSW Business Tunnel is lightweight, has a small footprint and is a minimally invasive solution.

You will be amazed how your current understanding of port forwarding can easily be utilized with the GSW
Business Tunnel for Windows.
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Installation

Run the SSHTunnel . exe program.

If you have User Account Control enabled you may get a prompt that says “Do you want to allow the
following program to make changes to this computer?” Click Yes.

-

' User Account Control ==
@ Do you want to allow the following program to make

changes to this computer?

ﬁ Program name:  Georgia SoftWorks Business Tunnel
Verified publisher: Georgia SoftWorks
File crigin: Downloaded from the Internet

(v) Show details Ve [[__MNo |

Change when these notifications appear

Figure 1: User Account Control

You will see a GSW Business Tunnel progress meter.

)
Setup

Georgia Soffworks Business Tunnel Setup iz
preparing the InstallS hield[R ] wizard which will guide

waoll through the rest of the zetup procezs. Please

wait,
100 25
b W

Figure 2: Installation Progress Meter
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The Welcome screen of the setup program is displayed and you are reminded and urged to exit all Windows
programs before continuing. You are also reminded that you must have administrative privileges to install this
program. Click Next.

oo ===

Welcome to the Georgia Softworks Business
Tunnel Setup Wizard

The ingtaller will guide pou through the stepz required to inztall Georgia SoftwWorks Buzineszz Tunnel
0K WOLF CornpLter,

WARMNIMNG: This computer program iz protected by copyright law and international reaties.
IIhauthorized duplication or distibution of thiz program, or any portion of it, may result in severe civi
or criminal penalties, and will be prozecuted to the maximum extent pozsible under the law.

Cancel

Figure 3: GSW Business Tunnel Setup Welcome Dialog

A screen is displayed indicating the directory where the Georgia SoftWorks Business Tunnel will be installed.
The defaultis C: \Program Files (x86)\Georgia SoftWorks\Georgia SoftWorks Business Tunnel
on 64-bit machines. On 32-bit machines the default is C: \Program Files\Georgia SoftWorks\Georgia
SoftWorks Business Tunnel

You may change the installation directory at this time. Nove: If you install on a drive other than the system drive and have
NTEFES on the installation drive, then you must make sure that the systens has full permissions to get to the installation directory and
subdirectories. Click Next.
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If you would like to use a different Program Folder Name, then enter it here. Then Click Next.

15! Georgia SoftWorks Busines =)

Select Installation Folder

The inztaller will install Georgia Softworks Business Tunnel to the following folder.

Toingtall i thiz folder, click "Mest”. To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Filez [#36]%Georgia Soffworks\Georgia Softworks Busine Browse. .. |

Dizk. Cost.. |

Install Georgia SoftWors Business Tunnel for yourseff, or for anyone wha uses this computer:

" Evempone
i Just me

Cancel < Back

Figure 4: GSW Business Tunnel Choose Destination Location
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The Installation Confirmation screen is displayed. The GSW Tunnel is ready to be installed on your computer.
Click NEXT .

i

Confirm Installation

The inzstaller iz ready to install Geargia Softwork s Buzinesz Tunnel on your computer.

Click "Mext" to gtart the installation.

Figure 5: GSW Business Tunnel Installation Confirmation
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The Installation Complete screen is displayed. The GSW Tunnel service has been installed and is automatically
started. Click CLOSE

14 Georgia SoftWorks Business Tunn:

Installation Complete

Georgia Softwforks Buziness Tunnel has been successfully installed.

Click "Cloge" o exit.

Cancel < Back

Figure 6: GSW Business Tunnel Installation Setup Succeeded

Please view the readme.txt file as it may contain late breaking information about the GSW Business Tunnel that
has not yet made it into the User Manual. Release notes are contained in the readme.txt

= | B e |

%v| ..« Start Menu » Programs » Georgia SoftWorks Business Tunnel - | +3 | | Search Georgia SoftWorks Business Tu... O |
a4
Organize = Include in library = Share with + Burn MNew folder =~ 0l @
MName Date modified Type Size
[#ll Business Tunnel Management Tool 7/30/2013 5:51 PM Shortcut 2KB
Eﬂ Registration 7/30/2013 5:51 PM Shortcut 2KB

Figure 7: GSW Business Tunnel Program Group

Installation is complete. The next step is to register your software.
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Registration

Note: Do not use Windows Terminal Services/Remote Desktop to petform registration.

Software Registration

To run the Georgia SoftWorks Business Tunnel for Windows you must first register the software!. This entails
just a few steps that involve obtaining the Product ID and providing this identification to Georgia SoftWorks
so a Serial Number can be generated. - NOTE: Read System Signature chapter at the end of manual.

How to Register the Software
To run the registration program -

1. Select the S7art button on the taskbar, select A/ Programs, then Georgia SoftWorks Business Tunnel and then
Registration.

The registration screen is displayed. The Registration software automatically fills in the Product Information
fields as shown in Figure 8.

A G5W Registration Tool Ver. 1.27.00.0007 - moses

Custamer information Product information
Marne: Mame: | GSw_SSHT 1]

Camnpany: | version: [1.323 Zone: | pTazM2v3
Street Address |
Froduct 1D
Street Address2:
reet Address2: | | 3CF4AFBF 740D D1 AD4ET702298A933A6861 4980693742
City: |

Country: Please enteryour serial number in the window below
and click on the 'Register' button
Fhone:
Fax

Purchased Frarm: Expiration date: | Mot set

State: Zip: Registration information
|
|
|
|

Application software: | Free updates until: | Mot set

FParameter: |
Savetnﬂle...| Print... | Huw ey... Close | Register

Figure 8: Registration: Initial Screen

! You can obtain a temporaty serial number for trial access in certain situations.
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Please complete the Customer Information including the Purchased From field in the Registration Screen. Enter the
name of the software that will be your primary application to use with GSW Business Tunnel in the Application
software field.

8 GSW Registration Tool Ver. 1.27.00.0007 - moses

Customer infarmation Product information

Mame: |Captain5ecure Mame: | @S SSHT 0
Company: |ACME Battleships Yersion: |[1.23 Zone: | pTazh2y'3

Street Addresst |ATLANTIC DCEAN

FProduct ID:

Street Address2:
| | ACFAAFRFTA0DDT1AD4ET 702298493 3AG8A1 4980693742

City: |Par1 Secure

State: | GA Zip: | 30534 Registration infarmation

Cauntry: | USA Flease enteryour serial number in the window belaw
and click an the 'Register' buttan

Phone:; |ma_255.1n1 ]

Fax |mra.255.mzu

Furchased From: | Georgia SofWorks Expiration date: | Mot set

Application software: | Hot Line Snﬂware| Free updates until: | Mot set

Parameter: |
Savetnﬂle...| Print... | Hu ey Close | Register

Figure 9: Registration: Customer Information Entry

1. The registration information must be provided to Georgia SoftWorks to obtain the Serial Number. Several
methods are available for your convenience. Use the Save to file button to save the registration information
to a text file.

a. Save the information to a file and attach it to a Support Ticket. - Preferred and fastest method.
OR
b. Print the information and Fax it to Georgia SoftWorks

Please print (using the Print button on the registration screen) this information and fax to
Georgia SoftWorks: +1 706.265.1020

c. Callusat+1706.265.1018

10


http://www.georgiasoftworks.com/support_ost/index.php
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You may close the registration program at this time. Once Georgia SoftWorks receives the information, we can
generate a Serial Number on demand. We will reply back via the ticket system, email or fax.

2. When the Serial Number is provided, run the Registration Program again and enter the Serial Number. The
easiest method to get the Serial Number is to highlight the returned Serial Number and copy (ctrl-c).
Then position the mouse in the Serial Number field in the Registration Information box and paste
(ctrl-w).

8 GSW Registration Tool Ver. 1.27.00.0007 - moses

Customer infarmation Product information

Mame: |Captain5ecure Mame: | @S SSHT 0
Company: |ACME Battleships Yersion: |[1.23 Zone: | pTazh2y'3

Street Addresst |ATLANTIC DCEAN

FProduct ID:

Street Address2:
| | ACFAAFRFTA0DDT1AD4ET 702298493 3AG8A1 4980693742

i

ty: | Port Secure

State: | GA Zip: | 30534 Registration infarmation

Cauntry: | USA Flease enteryour serial number in the window belaw
and click an the 'Register' buttan

Phone:; |ma_255.1n1 ]

Fasx |?DB_255,1|320 D25EEAF2AZ0BYFEROSYASEEODBBE4A46A92632CEDDS
Purchased Fram: | Georgia SofWorks Expiration date: | Mot set
Application software: | Hot Line Software Free updates until: | Mot set
Parameter: |

Savetnﬂle...| Print... |HwKey... Close | Register

Figure 10: Registration: Serial Number Entered

3. Click Register.

GSW Registration Tool E'

L] E Registration successhul
L

Figure 11: Registration Successful

4. Click OK.

11
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8 GSW Registration Tool Ver. 1.27.00.0007 - moses

Customer infarmation Product information

Mame: |Captain5ecure Mame: | @S SSHT 0
Company: |ACME Battleships Yersion: |[1.23 Zone: | pTazh2y'3

Street Addresst |ATLANTIC DCEAN

FProduct ID:

Street Address2:
| | ACFAAFRFTA0DDT1AD4ET 702298493 3AG8A1 4980693742

City: |Par1 Secure

State: | GA Zip: | 30534 Registration infarmation

Cauntry: | LISA Flease enteryour serial number in the window below
and click an the 'Register' buttan

Phone:; |ma_255.1n1 ]

Fax |?DB_255,1|32[| D25EEAF2AB0BYFEBORSASEEODBE4A46BAYZE32CEDDSE
Purchased Fram: | Georgia SofWorks Expiration date: | Mot set
Application software: | Hot Line Software Free updates until: |Wednesda\;, June 18, 2014

Pararneter: |U

Savetnﬂle...| Print... |HwKey... Close

Figure 12: Registration: Complete
Now the software is registered.

You may now run the Georgia SoftWorks Business Tunnel for Windows. Note that you will be able to obtain
Free Updates until the date specified.

12
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Tunnel Management Tool Configuration Overview

“Set It and Forget It”

Below is the GSW Business Tunnel Management Tool screen.

Notice that the Tunnel Management Tool has a pane on the left that allows you to select Configuration or
Activity. The contents of the pane on the right are context sensitive and change based on the Configuration or
Activity item selected.

Selecting Configuration = Tunnels displays the tools to list, create, edit and delete tunnels and their
associated channels. The Local Ports in use by the tunnels can be viewed by:

Configuration = Local Ports Usage

Activity monitoring can be done by selecting the Tunnel, Channel or User under Activity.

Configuration of
Tunnels and Channels

-7 Channels
"". Users

Configuration and

Activity Pane.

B Configuratio % . Tunnels Dlsplays Local Ports in
. Tunnels Use by Tunnels

% Local Ports U:
y AC‘NT;a © s‘______sage Start/Stop Tunnel Service

Enabled | Name [ Host [ Login
Yes Browse Company Intranet from Laptop ~ 98.19.78.167 salesman1
Activity Monitoring
Contents change to
P Edt .. Delete ... reflect the selection
in the Configuration
and Activity pane.
Channel list for selected tunnel
Ensbled | Name [tpe [locapot |
Yes Browse Company Intranet Channel L 10080 80
Activate Button — Activates all
enabled Tunnels.
Channel Actions: Edi | |
J
—

Figure 13: GSW Business Tunnel Management Tool Screen Sections

13
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Configuration Pane

When Configuration is selected in the pane on the left, the right pane shows a configuration summary of the
GSW Business Tunnel. Quickly see the number of tunnels and channels configured and the number that are
active. The GSW Business Tunnel Software Version is also displayed.

r — N
|&i Georgia SoftWorks Business Tunnel Management Tool l =
B . Configuration
% Tunnels
7% Local Ports Usage
B4 Activity
Configuration Summary

oy = | Software Version: [1.23.0018
:ts‘:erssv urnine Summary View of the number of
software version Tunnels Configured and Enabled

Number of Tunnels configured: |17_I

Number of enabled Tunnels: |1_
I Number of Channels configured:  [13~

Number of enabled Channels: |12_I

Summary View of the number of
Channels Configured and Enabled

Figure 14: GSW Business Tunnel Configuration Summary

14
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Workflow to Create a Working Business Tunnel
The workflow to create a tunnel consist of three steps

e Configuring the tunnel
e Configuring one or more channels for the tunnel

e Activating the tunnel
Configuring the Tunnel

The tunnel configuration dialog is where you define and configure each tunnel. Each tunnel must
connect to a SSH Server. This can be the Georgia SoftWorks SSH Server or any other quality SSH Server.
Specifying the location and authentication information so a tunnel can connect to the SSH Server is a
main aspect of the tunnel configuration.

Additional information such as the compression level, the protocol, the encryption algorithms and if a
proxy is used is configured in the tunnel settings.

The tunnels also have an Enabled/Disabled setting. This allows tunnels to be configured in advance and
enabled only when needed.

Configuring Channels for the Tunnel

Each tunnel must have at least one channel to operate. However, you may configure many channels for a
single tunnel.

A channel specifies the type of port forwarding, the local address/port and remote address/port to use to
access a specified service on a host. Services such as POP, SMTP, RDP and HTTP are specified in the
channel configuration. The tunnel’s channel configuration also has an Enabled/Disabled setting. This
allows channels to be configured in advance and enabled only when needed.

Activating the Tunnel
Any time a Tunnel or Channel is created or modified, the Business Tunnel must be activated before any
configuration changes can be used to establish the tunnel. When the Business Tunnel is activated, all

enabled tunnels and any associated enabled channels start running and can be used.

Activating the Tunnel restarts the GSW Business Tunnel Service. Please note that this will stop and
restart any tunnels and associated channels currently in operation.

At this point you are ready to use the GSW Business Tunnel to gain SSH secured access to a service.

Additional configuration may have to be performed to browsers, email programs, etc. to utilize the tunnel.
Please see the link to examples on page 56.

15



FEBRUARY 10, 2017

Gsw INDUSTRIAL BUSINESS TUNNEL
BUSINESS
SC— TUNNEL

Exceeding the number of licensed tunnels

If you have enabled more tunnels than your license allows and you click Activate or Stop and Start the
Business Tunnel service you will get an error message indicating that some of your tunnels were not started
because of your licensing limits.

For example, when four tunnels are enabled and the license is for three, the message in Figure 15 is displayed
when the Activate button is clicked or the service is restarted.

GSW Business Tunnel @

|"‘..7.."'| The following tunnel:
= Public Browsing WiFi - Elliptic

was not started because of your licensing limit of 3 tunnels.

Figure 15: Tunnels activated exceeds tunnels licensed

The corrective action is to either enable only the number of tunnels your license allows or to purchase an
upgrade for the Business Tunnel to a license that allows a larger number of simultaneous enabled tunnels.

Please note that you can configure as many tunnels as needed. This way you can preconfigure all the various
tunnels you may need and simply disable / enable the ones needed at the specific time.
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Tunnel Pane Overview

When Configuration = Tunnels is selected in the pane on the left, the top half of the Tunnels pane
on the right displays a summarized list of configured tunnels. The bottom half displays the list of channels
associated with the selected tunnel. All columns are sortable by clicking on the column title in the standard

0=

Activate

Windows fashion.
r
Georgia SoftWorks Business Tunnel Management Tool N . H Name or IP Addr |
{8 Georg = _I / Displays the Enabled/Disabled T |
BT Configuration % Tunnels Status of the Tunnel
|- Tunnels User Name/ Login ID ‘
| % Local Ports Usage Tunnellist The Name of the Tunnel
@5 Activity
Enabled /| Name [ Host ” [ Login ” I -
Yes Surf Intemet when in Public WiFi GSWSSHServer  BilGators
Yes Distribution Center Washington DC Homal Server A JDEAN
Yes Access Web Site Blocked by Proxy from Home Network 98.19.78.167 Emp071
B Yes Browse Company HQ Intranet 2 from Laptop 98.19.78.160 Emp072
List of No Browse Compary HQ Intranet from Laptop 1 98.19.7.160 ‘administrator £
Configured No From Work Bypass Company Firewall to Get to Browse from Home Netw... 98.19.77.154  dev_ron
No Distribution Center Washington DC Hormal Server B JDEAN
Tunnels No Distribution Center Salt Lake Center, UT 192.168.1.21 david
No Manufacturing Tokyo - Japan 221.186.100.201  Admin
No Manufacturing Bejjing - China 220.180.99.125 Admin
No Development Delhi - India 219.178.121.25 Admin2
No Sales West Coast Los Angeles - CA 91.41.121.34 DBAdmin
\ No §ala %ﬁgoasi NY - NY Bigﬂgp\g? o Admin -
Displays the Enabled/Disabled Tunnel Actions: New .. J Edt .. Delete ...
Status of the Channel
/'—‘h""e' Yor sclected ‘“'7’/ The Name of the Channel ‘
Enabled | Name [tpe [locapot | [
Yes Hommal Server A - Outlook Email In POP3 R 80 10080
Yes Homal Server A - Outlook Email out SMTP L 10125 125
List of
Channels
Configured for
Selected Forwarding Type :
Tunnel Local, Remote or Dynamic Local port and remote port
Activate Button — Activates all
Channel Actions: New ... Ed
\ 4 —— enabled Tunnels.
Close

Figure 16: Tunnel and Channel list

A Tunnel is created by clicking on the ‘New...” button. Tunnels can be created, edited or deleted.

One or more channels can be added to a tunnel. Channels can be created, edited or deleted.

To add channels to a tunnel

Activate Button

Select a tunnel in the Tunnel list

Click ‘New...’ in the “Channel list for selected tunnel frame”

After you create, edit, or delete a tunnel/channel, click Activate to restart the Tunnel Service. The Tunnel
Service must be restarted for your configuration changes to take effect.

Close Button

This will close the GSW Business Tunnel Management Tool. All activated tunnels will continue to run.
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Create a Tunnel
Click ‘New...” in the Tunnel list frame. The Tunnel Settings configuration dialog opens.

18 oS T s o s = |

Configuration " Tunnels

i r Tunnel list
Activity

Tunnels Enabled | Name [ Host | Login [

Channels Yes Browse Company Intranet from Laptop ~ 98.19.78.167 salesman1
Click New to Create a New
Tunnel Configuration

Tunnel Actions: New ... Edt ... Delete ...
~Channel list for selected tunnel
| Enabled | Name [tpe [locapot | remotepon |
Browse Company Intranet Channel L 10080 80
Channel Actions: Edi .. Delete

Qose | Cancel Activate

Figure 17: Create a New Tunnel
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Configuration - Tunnel Settings

The tunnel settings are grouped into four sections.
e Enable/Disable this tunnel
e SSH Host Info
e Authentication

o More Details

Tunnel Settings

Enable this tunnel: [

—55H Host info

Mame:

Host:

Hast fingerprint 2:

Host fingerprint 3:

I

[

Host fingerprint 1: [
I

I

Port: |

—Authentication

Login: |
Use publickey: [

Password: |

Re-enter Password: ] |

lenath: o |
—More details -
Compression level: 5 -
Protocl:  [ssH2only  ~|
Allow Pve: [
Use proxy:

Figure 18: Tunnel Settings

Please note that the OK button will not become active if there is incorrect or missing configuration data.
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Enable this Tunnel

The Enable This Tunnel section enables/disables the tunnel.
Tunnels may be configured in advance and not enabled until needed.
A new or modified tunnel configuration will not be used unless it is enabled and activated.
Enabled means the checkbox is checked in the tunnel configuration.
Activated means the Business Tunnel Service is restarted. This can be accomplished several ways.

e Clicking the Activate button on the Tunnel/Channel Pane Summary Screen (page 17)

e Stopping and re-starting the Business Tunnel Service on the Activity Monitoring screen (page 52)
Where
Enable this Tunnelis a checkbox is a toggle that enables/disables the Tunnel.

Required: Yes

Default: Enabled

-
Tunnel Settings

| Enable this tunnel: [V |

SSH Host info
Name: |

Host: [

Host fingerprint 1: |

Host fingerprint 2: |
Host fingerprint 3: |

Port: 22

Authentication
wgn: [
Use publickey: [
password: |
Re-enter Password: I—
[rportprateter... | I

More details

Compression level: 6 v
Protocol: SSH2 only ¥

Allow IPv6: [~

Useproxy: [

Figure 19: Enable this Tunnel
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Please note that enabled tunnels will not connect until Activated (see page 17 ).
SSH Host info

The SSH Host info configuration section of the GSW Business Tunnel allows you to configure information
required to locate and verify the host to where the tunnel will establish a connection.

r ™
Tunnel Settings g

:

~ Authentication

Use publickey: [

Password: | |

Re-enter Password: |

~More details

Compression level: IG -

Alow IPve: [T
Enaryplion algorithm:  4ps.755 =]
Useproscy: [ Figure: pro; |

Figure 20: SSH Host Info

The SSH Host info section allows configuration of:

e Name
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e Host
e Host Fingerprint 1:
e Host Fingerprint 2:
e Port:

Where

Name is a name that you give to the tunnel. It is recommended to name the tunnel something that associates it
with its purpose. For example, the name ‘Browse company intranet from Laptop’ may be a good reminder that
you would use this tunnel when you are away from work but you need to browse the company intranet. This
name is used in the Activity panes.

Required: Yes

Default: N/A

Hostis the IP address or DNS name of the SSH Server whetre the tunnel will connect.
Required: Yes
Default: N/A

Host Fingerprint 1, Fingerprint 2 and Fingerprint 3 are unique SSH Server fingerprints that can be used to
verify the server’s fingerprint.

Host Fingerprint 1, Fingerprint 2 and Fingerprint3 are unique SSH Server fingerprints that can be used to
protect you against a network attack known as spoofing: secretly redirecting your connection to a different
computet, so that you send your password to the wrong machine. Using this technique, an attacker would be
able to learn the password that guards your login account, and could then log in as if they were you and use the
account for their own purposes. To prevent this attack, each server has one, two or three unique identifying
codes, called host fingerprints. These fingerprints are created in a way that prevents one server from forging
another server's fingerprint. So if you specify fingerprint(s), then connect to a server and it sends you a different
fingerprint from the one you were expecting the GSW Tunnel will fail the connection. On Unix systems you
can get the host fingerprints by running the commands:

ssh-keygen -1 -f /etc/ssh/ssh host rsa key
ssh-keygen -1 -f /etc/ssh/ssh host dsa key

The output will look like this example:

ubuntu@ip-10-73-31-151:~$ ssh-keygen -1 -f /etc/ssh/ssh host rsa key

2048 e9:dd:b6:7c:8a:da:41:b4:5e:7d:9a:e7:bc:bd:a2:ac  root@ip-10-73-31-151
(RSA)

ubuntu@ip-10-73-31-151:~$ ssh-keygen -1 -f /etc/ssh/ssh host dsa key
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1024 e6:86:ed:b2:7f:a5:dd:37:14:fe:eb:70:43:ea:dc:00 root@ip-10-73-31-151
(DSA)

e9:dd:b6:7c:8a:da:41:b4:5e:7d:%a:e7:bc:bd:a2:ac and
e6:86:ed:b2:7f:a5:dd:37:14:fe:eb:70:43:ea:dc:00 are the host fingerprints to
be pasted into Host Fingerprint 1 and Fingerprint 2 fields.

Required: No

Default: N/A

Portis the SSH port of the SSH Server.
Required: Yes

Default: 22
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Authentication
The Authentication configuration section of the GSW Business Tunnel allows you to configure information
required to authenticate access to the SSH Host described above.

sy O e

Enable this tunnel: [~

—SSH Host info

g

—Authentication

Login: ]
Use publickey: [~

Password: ]

Re-enter Password: “

Import private key ... I~ Private key imported:

Figure 21: Authentication Tunnel Configuration

The Authentication section allows configuration of:
. Logln
e Use public key
e Password

e Import Private key
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Where

Loginis a Login Id or user name that is required to connect to the SSH Server.
Required: Yes
Default: N/A

Use public key allows you to specify public key authentication for SSH Server instead of username/password
authentication. Check this box to use public key authentication.

Required: N/A
Default: N/A
Password/Re-enter Password allows you to specify the Password associated with the Login Id.

When creating or editing a tunnel, if the Password and Re-enter password do not match, the OK button at the
bottom of the page will not be enabled or you will get the text warning “mismatch’ as shown below.

Password: | =9

Re-enter Password: | *xE mismatch

Figure 22: Password mismatches warning
Required: Only when user name/password authentication is configured
Default: N/A
Import Private Key allows you to import a Private Key file.
Required: Only if public key authentication is selected
Default: N/A
Private Key Imported will be checked if the Private Key file is successfully imported. This is a read-only field.

Private Key Type, Private Key and Key Fingerprint will display the values based on the imported private
key. These are read-only fields.
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More details
The More details configuration section of the GSW Business Tunnel allows you to configure
information associated with compression, protocol, encryption and proxy settings for the tunnel.

fs e L

Enable this tunnel: [~

r~S5H Host info

Host fingerprint 1:
Host fingerprint 2:
Host fingerprint 3:

Port:

r~Authentication

Login: |

Use publickey: [

Password: I

Re-enter Password: l |

ﬁ
l
—More details
Compression level: m
Protocol: Im
AlowIPve: [~
Useproxy: |

The More details section allows configuration of:
e Compression level
e Protocol
e Allow IPv6 addresses
e Use Proxy

e Advanced configuration section options are available by the More... button
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Where

Compression is level of compression that is requested. No compression and levels 1 through 9 are available.
Level 1 is the least amount of compression (fastest) and level 9 is the most amount of compression (slowest).
Level 6 is the default.

Required: N /A
Default: 6

Allow IPv6 1s a checkbox that specifies to allow IPv6 addressing in addition to IPv4. The default for IPv0 is
disabled.

Required: No
Default: Disabled

Protocol 1s the protocol to use. Options available are Negotiate, SSH1 or SSH2. SSH2 is recommended and
also the default. Other values are provided for backward compatibly with less secure SSH1 solutions.

Required: Yes
Default: SSH2

Use Proxy specifies if the Tunnel is to use a Proxy when connecting to the host. If checked, the ‘Configure
Proxy...” button is enabled. Use Proxy is disabled by default.

Required: Yes
Default: Disabled (do not use proxy)
Configure Proxy

When the GSW Business Tunnel is unable to establish a direct connection to the SSH Server, the proxy option
may be used. For example, if the Business Tunnel does not have access to the internet, but a proxy machine
does then you can use the proxy.

When the Configure Proxy button is clicked, the following proxy configuration screen is displayed.
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[ Proxy Settings ﬁ1

Prancy type: Sodss b

Host: |
Port: | 15011

Lowgary |

Password: |

Re-enter Password: |

o
Figure 23: More details - Proxy Settings

The Tunnel Proxy Settings section allows configuration of:

e Proxy Type
e Host

e DPort

° Logm

e Password
Where
Proxy Type is the proxy type.

This is used to specify the appropriate protocol based on the type of remote proxy. Socks 4, Socks 4a, Socks 5
and WEBStandard are available. Use the type as required by the proxy you are using,

Required: N /A
Default: Socks5
HostIP address or DNS name of the proxy.
This specifies the hostname of the proxy to use.
Required: Yes

Default: N/A
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Port is the port number to use to access the proxy.

The Port number specifies the port to use when connecting to a proxy. The value for web proxies is 80, and
often 8000 or 8080. When Socks (4 and 5) is used 1080 is common.

Required: Yes

Default: 15011
Loginis a Login Id or user name that is required for authentication on the proxy.
This is the user name used on the proxy server for authentication.

Required: Yes

Default: N/A

Password/Re-enter Password allows you to specify the password associated with the Login Id.

This is the password used on the proxy server for authentication.

Required: No
Default: N/A

More... allows configuration of advanced features. In most cases these values should never be changed.
However in special cases fine tuning is available to knowledgeable administrators.

More distais
Compression lewvel: & -
Probocol: S5HZ only -
Ao IPvE: [

Use proscy: [

Figure 24: More details — More. .. Advanced configuration options

SSH — 2 algotithms preferences

specifies the preferences for Ciphers, Host Key Algorithms, Key Exchange Algorithms, MACs and Channel
window size.
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However in special cases fine tuning is available to knowledgeable administrators.

—55H-2 algorithms preferences
Ciphers:

Host Key Algarithms: Change ... |
Key Exchange Algorithms: Change ... |

MACs: Change ... |

Channel window size in bytes: Please enter a value between 54,000 and 100,000,000

Figure 25: Advanced SSH-2 algorithms preferences
Please note that when configuration changes are made the OK button becomes active.

The configuration changes are not saved until you click OK which returns you to the Tunnel Settings screen
and you click OK on the Tunnel Settings screen.
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Ciphers are symmetric key encryption algorithms used by the SSH Transport Protocol to encrypt SSH traffic.
The GSW Business Tunnel allows specification of the ciphers to use and the order preference when negotiating
with the SSH Server..

SSH-2 algorithms preferences -
Cphers: | [ehange . ] <‘—\

Host Key Algorithms: | Change ...
Key Exchange Algorithms: | Change ...

MACs: | Change ...

Channel window size in bytes: 10485760 Please enter a value between 64,000 and 100,000,000

Cancel

Figure 26: Change Ciphers used to negotiate with the SSH server

Click on the Change... button and a dialog opens that shows the Available ciphers on the left and the Selected
ciphers on the right. The Selected ciphers are the ones the Business Tunnel will presented to the SSH server. If
the SSH server does not offer any of the specified ciphers then the Business Tunnel will not allow a connection
to that SSH server. The Cipher dialog is shown:

~
Select Preferred Encryption Nguﬁthm M

Available ciphers: Selected dphers:

3des-chc
aes128-cbc
aes128-ctr F=
aes192-chc

aes192-cir

aes256-che

aes256-cir

blowfish-cbc

chacha20-poly 1305 @openssh. com
rijndael 128-chc

rijndael 192-chc

rijndael256-che =
rijndael-cbc@lysator.liu.se

e o

Figure 27: Choose Available Ciphers

Lll
DownlI

BENENE

Select ciphers from the Available ciphers list on the left. You can select one cipher at a time and move it to the
list of Selected ciphers on the right by clicking on the Greater Than “>” sign button. You can select all the
available ciphers by clicking on the double Greater Than “>>” sign button. You can remove selected ciphers
one at a time or all selected ciphers in the same manner by clicking on the Less Than “<” or double Less Than
“<<” sign buttons.

The screen below shows all the available ciphers as selected.
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Select Preferred Encryption Algorithms ﬂ

Available ciphers: Selected ciphers:

3des-che

aes123-che

i aes128-cir

aes192-che

aes192-cir

aes256-che

aes256-cir

blowfish-cbc

chacha20-poly 1305@openssh.com
rijndael 128-cbc

riindael 192-chc Dowin
< rijndael 256-chc

riindael-cbc@lysator liu.se

RN
i

Cancel oK

Figure 28: All Available Ciphers have been chosen.

The order of the selected ciphers set the preference that the Business Tunnel will use when negotiating with the
SSH Server. The first in the list is the first preference, the second the next and so on. The details of the
selection process are governed by the SSH Transport Layer specification RFC 4253. Discriminating users
should consult REC 4253 for the details.

The order preference of ciphers can be changed by selecting the cipher and using the Up or Down button. In
the example below the aes256-ctr cipher is selected. Use the Up button to move it higher on the
preference list. Make it your first preference by moving it up to the top of the list. Each time you click Up it
moves the selected cipher up one.

Select Preferred Encryption Algorithms =)

ripndael cho Bhysator . se

Figure 29: Set Cipher otder preference.
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)

Select Preferred Encryption Algorithms =)

Avalable ciphers:

ijrdae 126-che

rijdael 192-che Dowm

<< rijredael 2 56-che
rijndaelchoiysator..se

LB L L

Figure 30: Selected Ciphers
Be sure to click the OK button when you are done choosing the ciphers.

You will be returned to the SSH-2 algorithms preferences dialog. The selected ciphers are displayed as shown
below. If no Ciphers are shown then the default of all available ciphers is in effect.

—55H-2 algorithms preferences =
Ciphers: |aesZEG—ctr,Sdes-cbc,aeleB-d:c,aes128—ch',ae5132-d::qae5132—c

Host Key Algorithms: | ssh-rsa Change ... |
Key Exchange Algorithms: | Change ... |

MACs: |hmac—sha 1,hmac-sha1-26 hmac-sha2-512 Change ... |

Channel window size in bytes: | 10485760 Flease enter a value between 64,000 and 100,000,000

Figure 31: Selected Ciphers are displayed.
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Host Key Algorithms are used to authenticate the server to the client. The Business Tunnel will propose
algorithms when negotiating with the SSH Server. The GSW Business Tunnel allows specification of the
allowed Host Key Algorithms and the order preference.

SSH-2 algorithms preferences
Ciphers:

Host Key Algorithms:

Key Exchange Algorithms:

MACs:

Channel window size in bytes: Please enter a value between 64,000 and 100,000,000

Figure 32: Change Host Key Algorithms used to negotiate with the SSH server

Click on the Change... button and a dialog opens that shows the Available host key algorithms on the left and
the Selected host key algorithms on the right. The Selected Host key algorithms are the ones that the SSH
Server may use with the GSW Business Tunnel. If the SSH server does not offer any of the specified Host key
algorithms then the Business Tunnel will not allow a connection to that SSH server. The Host Key Algorithm
dialog is shown:

Select Preferred Host Key Algorithms

Available host key algorithms: Selected host key algorithms:

ecdsa-sha-nistp256
ecdsa-shaZ-nistp384
ecdsa-sha2-nistps21 >
ssh-dss
ssh+sa

b Lk

Figure 33: Available host key algorithm dialog,
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Select Host Key Algorithms from the Available host key algorithm list on the left. You can select one algorithm
at a time and move it to the list of Selected host key algorithms on the right by clicking on the Greater Than
“>” sign button. You can select all the available host key algorithms by clicking on the double Greater Than
“>>” sign button. You can remove selected host key algorithms one at a time or all selected host key
algorithms in the same manner by clicking on the Less Than “<” or double Less Than “<<” sign buttons.

Select Preferred Host Key Algoriﬂ'mu-“* g

Available host key algorithms: Selected host key algorithms:

ecdsa-sha2-nistp256
ecdsa-sha2-nistp384
ecdsa-sha2-nistp521
ssh-dss
ssh+sa

<<

<

Figure 34: All Host key algorithms selected.

The order of the selected Host key algorithms set the preference that the Business Tunnel will use when
negotiating with the SSH Server. The first in the list is the first preference, the second the next and so on. The
details of the selection process are governed by the SSH Transport Layer specification RFC 4253.
Discriminating users should consult REC 4253 for the details.

The order preference of Host key algorithms can be changed by selecting the Host key algorithm and using the
Up or Down button. In the example below the ecdsa-sha-nistp521selected to move to the top. Use
the Up button to move it higher on the preference list. Make it your first preference by moving it up to the top
of the list. Each time you click Up it moves the selected host key algorithm up one.

You can reorder by choosing items in the selected host key algorithm list and using the Up
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Select Preferred Host Key Algorithms -]

Available host key algorithms: Selected host key algorithms:
ecdsa-sha2-nistp256
ecdsa-sha2-nistp384
e ecdsa -sha2-nis _ 521
ssh-dss
ssh-rsa
Up
Down
<<
<
Cancel I OK

Figure 35: Select dsa-sha-nistp521 and use up button to move.

Select Preferred Host Key Algorithms —%)

Available host key algorithms: Selected host key algorithms:

ecdsa-sha2-istp521

ecdsa-sha2-nistp256
ecdsa-sha2-nistp384
ssh-dss
sshsa

W
o

. ¥2

[_]p

<<

Figure 36: Move ecdsa-sha-nist521 to top of selected host key algorithms.
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Be sure to click the OK button when you are done choosing the Host Key Algorithms.

You will be returned to the SSH-2 algorithms preferences dialog. The selected Host Key Algorithms are
displayed as shown below. If 70 Host Key Algorithms are shown then the default of all available Host Key
Algorithms is in effect.

Moeopions N
—SSH-2 algorithms preferences

Ciphers: | M

Host Key Algorithms: | ecdsa-sha2-nistp521,ecdsa-sha2-nistp384,ecdsa-sha2-nistp256, s:

Key Exchange Algorithms:

MACs:

Channel window size in bytes: Please enter a value between 64,000 and 100,000,000

Figure 37 Selected Host Key Algorithm is displayed.
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Key Exchange Algorithms are used to establish the shared secret needed to create the encryption key used by
ciphers.  The Business Tunnel will propose algorithms when negotiating with the SSH Server. The GSW
Business Tunnel allows specification of the allowed Host Key Exchange algorithms and the order preference.

SSH-2 algorithms preferences
Ciphers:

Host Key Algorithms:

Key Exchange Algorithms:

MACs:

Channel window size in bytes: 10485760 Please enter a value between 64,000 and 100,000,000

Figure 38: Change Key Exchange Algotithms used to negotiate with the SSH server

Click on the Change... button and a dialog opens that shows the Available host key exchange algorithms on
the left and the Selected key exchange algorithms on the right. The Selected key exchange algorithms are the
ones that the SSH Server may use with the GSW Business Tunnel. If the SSH server does not offer any of the
specified key exchange algorithms then the Business Tunnel will not allow a connection to that SSH server. The
Key Exchange Algorithm dialog is shown:

et e b

Available key exchange algorithms: Selected key exchange algorithms:

curve25519-sha256 @libssh.org
diffie-hellman-group14-shal
diffie-hellman-group1-sha1 >
diffie-hellman-group-exchange-shal
diffie-hellman-group-exchange-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521 —

Up

Figure 39: Available host key exchange algorithm dialog,
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Select Key Exchange Algorithms from the Available key exchange algorithm list on the left. You can select one
algorithm at a time and move it to the list of Selected key exchange algorithms on the right by clicking on the
Greater Than “>” sign button. You can select all the available key exchange algorithms by clicking on the
double Greater Than “>>” sign button. You can remove selected key algorithms one at a time or all selected
key algorithms in the same manner by clicking on the Less Than “<” or double Less Than “<<” sign buttons.

Available key exchange algorithms: Selected key exchange algorithms:

curve25519-sha256 @libssh.org
diffie-hellman-group 14-shal
diffie-hellman-group 1-sha1
diffie-hellman-group-exchange-sha1
diffie-hellman-group-exchange-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

Down

<<

Cancel OK

Figure 40: All Host key exchange algotithms selected.

The order of the Selected key exchange algorithms set the preference that the Business Tunnel will use when
negotiating with the SSH Server. The first in the list is the first preference, the second the next and so on. The
details of the selection process are governed by the SSH Transport Layer specification RFC 4253.
Discriminating users should consult REFC 4253 for the details.

The order preference of Key exchange algorithms can be changed by selecting the Key exchange algorithm and
using the Up or Down button. In the example below the key exchange algorithm curve25519-
sha256@1libssh.orgis moved to the bottom.

First select the algorithm to move.
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Select Preferred Key Exchange Algorithms E

Availzble key exchange algorithms: Selected key exchange algorithms:

curve25519-sha?56@libssh.arg
diffie-hellman-group14-shal

= diffie-hellman-group1-shal
diffie-hellman-group-exchange-shal
diffie-hellman-group-exchange-sha2s6
ecdh-shaZ-nistp256
ecdh-shaZ-nistp334
ecdh-shaZ-nistp521

Dawn

_w |
(=1

<

LB L

Cancel | Ok I

Figure 41: Move selected key exchange algotithm to bottom.

Use the down button to move it lower on the preference list.

Select Prefemred Key Exchems AEat e =

Available key exchange algorithms: Selected key exchange algorithms: I\
|dfﬁe-helmani oi 14-shal
curve25519-sha256 @libssh.org
= diffie-hellman-group 1-sha1
— diffie-hellman-group-exchange-sha1
diffie-helman-group-exchange-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp334
— 1 |ecdh-sha2-istp521 U ]
p
<<
<
I

Figure 42: Move selected key exchange algorithm down one.
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Click down again to move it further down the list.

Select Preferred Key Exchange Algorithms E f

Available key exchange algorithms: Selected key exchange algorithms:

diffie-hellman-group 14-sha1
diffie-hellman-group1-shal
diffie-hellman-group-exchange-shal
diffie-helman-group-exchange-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

Figure 43: Move selected key exchange algotithm down again.

Select Preferred Key Exchange Algorithms E f

Available key exchange algorithms: Selected key exchange algorithms: N

diffie-hellman-group 14-sha1
diffie-hellman-group 1-shal

s diffie-hellman-group-exchange-shal
— diffie-hellman-group-exchange-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384

ecdh-sha2-nistp521
curve25519-sha256@libssh.org Up

Down

. ¥2

<<

Figure 44: Keep clicking down to move it to the bottom of the list.
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Be sure to click the OK button when you are done choosing the Key Exchange Algorithms.

You will be returned to the SSH-2 algorithms preferences dialog. The selected Key Exchange Algorithms are
displayed as shown below.

—SSH-2 algorithms preferences
Ciphers: |

Host Key Algorithms: | K

Key Exchange Algorithms: l?\'ﬁe-!‘tel]mmqoup 14-sha1, diffie-hellman-group1-sha 1,diffie-helr

MACs: | Change ... l

Channel window size in bytes: | 10485760 Please enter a value between 64,000 and 100,000,000

Figure 45 Selected Key Exchange Algorithms are displayed. .

If no Host Key Algorithms are shown then the default of all available Host Key Algorithms is in effect.
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MACs (Message Authentication Codes) is used for protecting data integrity by including it in each packet. It is
computed from a shared secret, packet sequence number and the contents of the packet.

—55H-2 algorithms preferences
Ciphers:

Host Key Algorithms:

kKey Exchange Algorithms:

MACs: Change ... |

Channel window size in bytes: Please enter a value between 64,000 and 100,000,000

Figure 46: Change Message Authentication Codes used to negotiate with the SSH server

Click on the Change. .. button and a dialog opens that shows the Available MACs on the left and the Selected
MAC s on the right. The Selected MACs are the ones that the SSH Server may use with the GSW Business
Tunnel. If the SSH server does not offer any of the specified MACs then the Business Tunnel will not allow a
connection to that SSH server. The MACs dialog is shown:

Available MACs: Selected MACs:
hmac-shal
hmac-sha1-96
hmac-sha2-256 >>
hmac-sha2-512 ===

I_!p

Down

Figure 47: Available MACs dialog.
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Select MACs from the Available MACs algorithm list on the left. You can select one MAC at a time and move
it to the list of Selected MACs on the right by clicking on the Greater Than “>” sign button. You can select all
the available MACs by clicking on the double Greater Than “>>”" sign button. You can remove selected MACs
one at a time or all selected MACs in the same manner by clicking on the Less Than “<”” or double Less Than
“<<” sign buttons.

In this example insist that hmac—-sha2-512 is used. So just click on the one from the available MACs.

srowes O e

Available MACs: Selected MACs:

hmac-shal

hmac-sha1-96
hmac-sha2-256 ==
hmac-sha2-512

|_[:|

Down

Figure 48: All MAC:s are selected.

Click on the single Greater Than “>"" sign to move it to the Selected MACs on the right side of the dialog.
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The only selected MACs is hmac-sha2-512. If the server does not offer hmac-sha2-512 then a
connection is not allowed.

e ==

Available MACs: Selected MACs:
hmac-shal
hmac-sha1-96

hmac-sha2-256 > |

Figure 49: A single MAC are selected.

The order of the selected MACs set the preference that the Business Tunnel will use when negotiating with the
SSH Server. If more than one MAC is in the Selected MAC:s list the first in the list is the first preference, the
second, the next and so on. The details of the selection process are governed by the SSH Transport Layer
specification RFC 4253. Discriminating users should consult REC 4253 for the details.

Be sure to click the OK button when you are done choosing the MACs.

You will be returned to the SSH-2 algorithms preferences dialog. The selected Host Key Algorithms are
displayed as shown below.
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~S§SH-2 algorithms preferences
Ciphers:

Host Key Algorithms:

Key Exchange Algorithms:

MACs:

Channel window size in bytes:

Figure 50 Selected Message Access Code(s) are displayed. .

If 7o MACs are shown then the default of all available All Available MAC:s is in effect.

Channel window size in bytes is used to specify the number of bytes in the SSH windows that allowed to be
transmitted before an acknowledgment is expected.

~S§SH-2 algorithms preferences
Ciphers:

Host Key Algorithms:
Key Exchange Algorithms: /\/
Y

MACs:

Channel window size in bytes: Please enter a value between 64,000 and 100,000,000

| ]

Figure 51 Channel window size in bytes.
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Add to the Tunnel List
When done configuring the tunnel, click OK to add it to the Tunnel List.

Note: The tunnel is not activated until you click Activate on the Tunnel Management Tool.
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Configuration - Channel Settings

r 5
Channel Settings &J

Mame: |

Forwarding type: Local -

Local address: | 127.0.0.1
Localport: | 10080
Remote address: | 127.0.0.1

Remote port: | a0

Cancel | |

Figure 52: Channel Configuration
Channel configuration consists of:
e Enable/Disable this Channel
e Name
e Local Address
e Local Port
e Remote Address
e Remote port
Where
Enaple this Channel is a checkbox is enables/disabled the channel.
Required: Yes

Default: Enabled

Please note that enabled channels are not available for use until the associated tunnel is Activated (see page 17 ).

Name is a name that you give to this Channel. It is recommended to name the channel something that
associates it with its purpose within the tunnel. For example, the name ‘Get Email from Server from Work’ may
be a good reminder

Required: Yes

Default: N/A

48



QO Gsw INDUSTRIAL BUSINESS TUNNEL
a BUSINESS

—c— TUNNEL FEBRUARY 10, 2017

Forwarding Type is the

Local Port Forwarding — makes a port on a computer accessible to the SSH Server (the host that
you are connecting) available on your local machine running the tunnel.

Remwote Port Forwarding — makes a port on a computer accessible to the computer running the
Business Tunnel available on the remote server.

Dynamic Port Forwarding — opens a SOCKS 4/5 proxy on your local computer and forwards all
the data to the SSH Server

Required: Yes
Default: Local
Local Address value is dependent on the type of forwarding selected

Local Forwarding:
Same as Dynamic Forwarding

Dynamic Forwarding:
This is the address where the client software will be configured to connect to. You can specify
127.0.0.1 if you do not want to share your channel with other computers. You can specify
0.0.0.0 if you want to share your channel with all client computers on all of your IP addresses.
Or you can specify one of your IP addresses for other computers to use.

Remote Forwarding:
This is the address where client software would originally attempt to connect to if tunnel was

not used. The forwarded connection will be going to this address through the channel you are
about to create.

Required: Yes

Default: 127.0.0.1

Local Port value is dependent on the type of forwarding selected

Local Forwarding:
This is the port where client software will be configured to connect to. You will put a port
number that is currently not used on the computer running the GSW Tunnel. A good rule of

thumb is to add 10,000 to the port number you intend to forward. For example, if you forward
telnet (port 23) put 10023 here.

Dynamic Forwarding:
This is the port where client software will be configured to connect to. You will put a port
number that is currently not used on the computer running the GSW Tunnel.
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Remote Forwarding:
This is the port number where client software would originally attempt to connect to if tunnel

was not used. The forwarded connection will be going to this address through the channel you
are about to create.

Required: Yes
Default: 10080
Remote Address is the

Local Forwarding:
This is the address where the client software would originally connect to if tunnel was not used

Dynamic Forwarding:
Not Used

Remote Forwarding:
This is the address where the client software will be configured to connect to on the remote
end of the tunnel. You can specify 127.0.0.1 if you do not want to share your channel with
other computers. You can specify 0.0.0.0 if you want to share your channel with all client
computers on all of your IP addresses. Or you can specify one of your IP addresses for other
computers
to use.

Required: Yes (only for Local and Remote Forwarding)

Default: 127.0.0.1

Remote Port is the

Local Forwarding:
This is the port number where the client software would originally attempt to connect to if
tunnel was not used. The forwarded connection will be going to this address through the
channel you are about to create.

Dynamic Forwarding:
Not Used

Remote Forwarding:
This is the port where the client software will be configured to connect to. You will put a port
number that is currently not used on the computer running the SSH server. A good rule of
thumb is to add 10,000 to the port number you intend to forward. For example, if you forward

telnet (port 23) put 10023 here.
Required: Yes (only for Local and Remote Forwarding)

Default: 80
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Local Ports Usage

The Local Port Usage provides a quick view of the local ports configured.

Due to the number of ports available on a system it is convenient to quickly identify what ports you have
configured and which tunnel and channel they are associated.

| Georgia SoftWorks Business Tunnel Management Toal [il_léj

B+ Configuration " Local Ports Usage
Tunnels

Local Ports Usa

Local Ports in Use by Channels
tivity
Tunnels Local Port ‘ Local Address ‘ Tunnel Name ‘ Charingl Name: |
Channels 10081 127001 Public WiFi Browsing Public Wifi Browsing

10083 127001 Access Web Site Blocked by Proxy from Hom...  Access Web Page using Thomas - georgiasoft...

Users

OK | Cancel

Figure 53: Local Port Usage
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Activity Monitoring

The GSW Tunnel setvice can be stopped and started here. Stop service will stop all tunnels/channels.
Start service will start all enabled tunnels/channels.

|11l Georgia SoftWorks Business Tunnel Management Tool =

7% Configuration 7 Activity
. Tunnels

» Channels
. Users

Service state control —————————————————

Cument service state

Service unning

Start service Stop service

OK I Cancel Activate

Figure 54: Activity Monitoring

Stopping the tunnel service clears the Activity counts for the tunnel and channel screens.
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Tunnel Activity
Tunnel activity displays activity associated with the selected tunnel.

| Georgia SoftWorks Business Tunnel Management Tool

B Configuration
“% Tunnels
% Local Ports Usage

% Channels
L Users

Tunnel is configured to connect to this Host

% Tunnele Tunnel Name ‘
(~ Tunnel activity
7 [ Host Name [ state [ Server Identficatic
/ Public WiF Browsing ec2-54-234-49-254 comput...  Connected to server SSH-2.0-0penSS|
Access Web Site Blocked by Proxy from Home Network 98.19.78.167 Disconnected from server
Browse Company HQ Intranet 2 from Laptop 98.19.78.160 Disconnected from server
Distribution Center Washington DC Homal Server A Disconnected from server
Surf Intemet when in Public WiFi GSWSSHServer Disconnected from server

| State of Tunnel, Connecting, Connected, etc. 7

n |

Displays information
based on the Tunnel
Selected

Cryptographic details: ISSHZ 5SH-2.0-0penSSH_5.9p 1 Debian-5ubuntu1 aes256-cbc aes256-cbc sshsa

Host fingerprint: Ieiddbﬁ:?:::ﬂa:da:ﬂ bd:5e:7d:9ae7bchbdaZac

Last connected on: |§mAug 04 14:19:00 2013

ful connect couint: |3

Last disconnected on: ISt.n Aug 04 14:18:55 2013

Last connect ermor: I&mec: Protocol emor.

Error couint: |2

o |

Activals I

Figure 55: Activity Monitoring -

Tunnels

-
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Channel Activity

Channel activity displays all channel activity.

"
| Georgia SoftWorks Business Tunnel Management Tool

= Configuration - Channels
Tunnels
L
t?cal Ports Usage  Channel activity
Activity
Tunnels Tunne! Name | Channel Name | Type [ Adtivated | Bytes Downloaded | Bytes Uploaded
Channels Access Web Site Blocked by Proxy from Home Metwork  Access Web Page using Thomas - georgiascoft...  Local Yes 107802 56179
Users Browse Company HQ Intranet 3 from Branch All Employers Channel to Comparty 3 Remate Yes 1128 2460637
Browse Company HQ Intranet from Laptop1 Laptop Channel to Comparny Remate Yes 1287 5797
Browse Company HQ Intranet 2 from Laptop Laptop Channel to Compary 2 Remate Yes 1823 1545
Public WiFi Browsing Public Wifi Browsing Dynamic  Yes 234543 34622
4 1 »
Last started on ITua Sep 03 15:29:49 2013
Last stopped on I
Last start emor: I
’TI Cancel Activate

Figure 56: Activity Monitoring - Channels
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User Activity
User activity displays activity associated with Users. Note that Users are computers.
-
M Georgia SoftWorks Business Tunnel Management Tool —
Configuration . Users
Tunnels
= Local Ports Usage .
. r~ User activity
Activity
Tunnels Tunnel Name | Channel Name | User's Host State es Downloaded es Uploaded Ci o~
Channels Public WiFi Browsing Public Wifi Browsing 127001 Connected 2558 1594 1]
Users Public WiFi Browsing Public Wifi Browsing 127.00.1 Connected 5283 209 1Y
Public WiFi Browsing Public Wifi Browsing 127001 Connected 992 2539 7
Public WiFi Browsing Public Wifi Browsing 127001 Connected 2787 3592 7
Public WiFi Browsing Public Wifi Browsing 127001 Connected 1616 3626 1]
Public WiFi Browsing Public Wifi Browsing 127001 Connected 208 1741 1]
Public WiFi Browsing Public Wifi Browsing 127.00.1 Connected 109914 5614 7
Public WiFi Browsing Public Wifi Browsing 127001 Connected 2325 1398 1]
Public WiFi Browsing Public Wifi Browsing 127001 Connected 4521 1458 7
Public WiFi Browsing Public Wifi Browsing 127001 Connected 27169 867 7
Public WiFi Browsing Public Wifi Browsing 127001 Sending 1210 4849 1]
Public WiFi Browsing Public Wifi Browsing 127.00.1 Connected 6593 1562 1]
Public WiFi Browsing Public Wifi Browsing 127001 Connected 5396 728 7
Public WiFi Browsing Public Wifi Browsing 127001 Connected 355 544 1
Public WiFi Browsing Public Wifi Browsing 127001 Receiving 10322 2831 18
Public WiFi Browsing Public Wifi Browsing 127001 Connected 3591 1250 1]
Public WiFi Browsing Public Wifi Browsing 127.00.1 Connected 120570 2538 1]
Public WiFi Browsing Public Wifi Browsing 127001 Connected 22345 1702 1]
Public WiFi Browsing Public Wifi Browsing 127001 Connected Lyal:y 1714 7
Public WiFi Browsing Public Wifi Browsing 127001 Connected 12245 1027 7
Public WiFi Browsing Public Wifi Browsing 127001 Connected 583 1184 7
Public WiFi Browsing Public Wifi Browsing 127.00.1 Connected T 1076 3
Public WiFi Browsing Public Wifi Browsing 127001 Sending 12633 2227 2
Public WiFi Browsing Public Wifi Browsing 127001 Sending 348 249 1]
Public WiFi Browsing Public Wifi Browsing 127001 Sending 34z 1328 2
Public WiFi Browsing Public Wifi Browsing 127001 Sending 209 752 2
Public WiFi Browsing Public Wifi Browsing 127.00.1 Receiving 1] 0 2
Public WiFi Browsing Public Wifi Browsing 127001 Sending 210 755 2
Public WiFi Browsing Public Wifi Browsing 127001 Receiving i} 0 [
Public WiFi Browsing Public Wifi Browsing 127001 Receiving ] o 1T
Public WiFi Browsing Public Wifi Browsing 127001 Receiving i} 0 3~
4| 1 | *
[ nclude dynamic channel
OK I Cancel Ativate

Figure 57: Activity Monitoring - User
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Example Configurations

For those not yet familiar with SSH Tunneling, Georgia SoftWorks has put together a set of “cook book”
examples that may be helpful in configuration of your tunnel and channels.

A pdf document with all of the examples can be viewed here:

http:/ /www.georgiasoftworks.com/docs/tunnel/Example guide businesstunnel.pdf
On each example page there is an example 1D, a description and a document number.
Example ID is a unique number that identifies a specific example.

The Description gives a brief description of the “Use Case” for the Business Tunnel.

The document number is a letter (D, L. or R) followed by a number. The D, L. or R signifies if this example
uses Dynamic, Local or Remote Port forwarding. The number is the enumerated value signifying the example
number of that type. That is Example D01 is Dynamic port forwarding example 01. D02 is Dynamic port
forwarding example 02.

View All Examples in a single PDF

Forwarding Type/Example Number (ex: DO1) Dynamic Example 01
D - Dynamic
L - Local
R - Remote
Example ID Description Service
1 BT_0001_09282013 | DO1 | Browse internet securely by tunneling through a generic SSH server on Amazon cloud HTTP
2 BT_0002_11152013 | DO2 | Securely connect to your home computer from work & use it to browse the internet HTTP
3 BT_0013_11152013 | DO3 | Securely Connect to your home computer from anywhere to Browse the Internet HTTP
4 BT_0003_11152013 | 1,O1 | Make a telnet connection secure using the GSW Business Tunnel HTTP
5 BT_0004_11152013 | 1.O2 | Securely Access Blocked Website from Headquarters (Blocked by Proxy Filter) HTTP
6 BT_0005_11152013 | LO3 | Securely access blocked Website via Home due to company proxy filter HTTP
7 BT_0006_11152013 | 1,04 | Securely Access Email (Send/Receive) from anywhere POP/SMTP
8 BT_0007_11152013 | 1.O5 | Securely Remote Desktop to Work from Anywhere RDP
9 BT_0008_11152013 | RO1 | Securely browse the company intranet from home, even though company does not HTTP
allow incoming connections
10 | BT_0009_11152013 | RO2 | Browse the company IntrAnet from Sales Branch — Single Employee HTTP
11 | BT_0010_11152013 | RO3 | Browse the company IntrAnet from Sales Branch — Multiple Employees HTTP
12 | BT_0009_11152013 | RO4 | Browse the Company IntrAnet from Home HTTP
13 | BT_0012_11152013 | RO5 | Browse the company IntrAnet from Sales Branch using address 0.0.0.0 HTTP
Tunnel Notes
Example ID Description
1 NT_0001_09282013 | NO1 | Open Windows Firewall to allow access to a SSH SSH Server
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System Requirements

The GSW Business Tunnel must be installed on a computer running the Windows operating system including
Windows Server 2012, Windows Server 2008 R2, Windows Server 2008, Windows Server 2003
Windows 8, Windows 7, Windows XP
Both x86 and x64 systems

The GSW Business Tunnel is a client side tool and has low CPU and RAM requirements so it can easily run on
workstation class computer. We do not make any direct CPU requests to reserve memory from the non-paged
pool. It is suggested to use 2GB RAM and CPU running at 1.5 GHz or more.

The GSW Business Tunnel must have access and authentication credentials to a SSH Server. The SSH Server
must have local and remote port forwarding capabilities. There is no operating system requirement for the SSH
Server; however the GSW SSH Server is an excellent choice when using a Windows Operating System.

Concurrent Tunnels License

The GSW Business Tunnel is licensed to have a maximum number of Tunnels activated at a single time. You
may have as many configured as you need. This suits most users as you may have many configurations ready
but only need to activate a subset of the total at any one time.

GSW Business Tunnels are sold in packages with the ability to have up to
3 concurtrent tunnels active
5 concutrrent tunnels active
10 concurrent tunnels active
25 concutrrent tunnels active
50 concurtrent tunnels active
100 concurrent tunnels active
on a single computer (laptop, VM, server etc.)

If the number of tunnels activated is greater than the number purchased, a log entry is generated and only the
number of tunnels licensed will be activated.
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System Signature - IMPORTANT PLEASE READ
NOTE: This section only applies to Software Registration

The registration software obtains a system signature that is unique to your system. This signature is an added
security measure to inhibit unauthorized personnel from obtaining working copies of the GSW Business
Tunnel.

The signature is comprised of hardware and software identifiers existing on your system which make the target
system unique. These identifiers are hashed into a Product ID so a Serial Number can be generated from this
Product id.

If major hardware components of your system are removed replaced or modified your Serial Number may
discontinue to work and you may need a new Serial Number to obtain access to the GSW Business Tunnel.
Please contact Georgia SoftWorks Technical Support if needed.
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Technical Support

In order to keep Technical Support Free, please help minimize the cost.

e Gather all relevant system and environment information.

e  Write your question down. This not only helps us but also helps you articulate the question better.
If the question is not an emergency, please use the GSW Support Ticket System.

http://www.georgiasoftworks.com/support_ost/index.php

We try to respond within 24 hours.

Otherwise Call +1 706.265.1018 EST, M-F 9:00 a.m. to 5:00 p.m. and have your Product ID ready
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