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@ GSW Business Tunnel

-

= Example Guide

These examples are to help guide you through the configuration of your GSW Business Tunnel for many
different scenarios.

The GSW Business Tunnel can do local, dynamic or remote port forwarding. The examples are categorized
by their type of port forwarding. Local port forwarding examples begin with L and then are numbered
sequentially. Remote and Dynamic examples follow the same pattern.
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Business Tunnel Example DO1

Generic SSH Server

SECURE
GSW BUSINESS TUNNEL

4

Wifi connection Wired

GSW Business Tunnel

CASE: Securely Browse the Internet by Tunneling through a Generic SSH Server on fi o
Amazon Cloud Laptop- Browser Configuration

You can securely browse the Internet using the GSW Business Tunnel by using a

IE -> TOOLS -> Internet Options -> Connections ->
generic SSH Server on the Amazon Cloud. LAN settings

[NvLocal Aren Network AN ceta =)
Automatic confiuraton 1. Enable Proxy Server
- i i Automatic configurati i | settings. T th
Laptop- GSW Business Tunnel Settings use ofmenl setings, diable automatc confguraton,
Tunnel Settings [ SSH HOSt and aummancauydenectsem:ngs
[ Use automatic configuration script
EbeiEin @ Authentication Settings
Em 2. Click on Advanced
N LR 1. Set Address of SSH Server R
Host [ecz 5% 23449250 compute 1 Host. This is provided when P e o AN (Thesesetings wil not a0 Opens Proxy Settings.
Host fingerprint 1: |
e you et up your Amazon
port [ Cloud. [)Bypass proxy server for local addresses
Authentication . .
o o 2.Set Authentication
e © Requirements. This is the !
— | oo 1D el e priveie ey 3. Configure Proxy Address
provided when you set up (Ererme =5 .
the Amazon Cloud. and Port Number
I Import private key ... | 7 Servers The ch | fi ti
Keytpe: [whmem | Keylgt: [m% U - port e channel configuration
Key frgerprint: [ 7344 Sre BebeSa d Sara0 22 5136 20325 e . for the local address and
B o local port is used in the
Secure: : . .
Conpressionevel:  [6 2 browser configuration.
FTP: H
woo | P - i These must match. (See
Allow IPv6: r

Sogks: 127.0.0.1 ;10001

1 excent |
Cancel _UK ceptions .
[==] / Do notuse proxy server for addresses begrning with: Your browser is now
— e configured to use the
= Tunnel.
Laptop- GSW Business Channel Settings Use semicolons ()t separate entres. In some instances it applies
to new browsers opened.
Epehie T ool 1. Select Dynamic Forwarding.
Name: [ AWSCD 2. Use the loopback address
Forwardng type:  [oynamc  L=T 3. Choose an available port for
Local address: 127.0.0.1
- thellacallports Note: Each browser has a way to enable a proxy server for
oaaport: [10000
Remote address: the LAN.
Remoteport: [0 This example shows Microsoft Internet Explorer 10 (IE 10).

Enrpionogoritm: a5z 7] /D/ ’ arrow)
% the same proxy server for al protocols
Useproxy: [~ h < X
L 4. Click OK, OK, Apply

BT_0001_11152013
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Example D02

Securely connect to your home computer from work and use it to browse the internet

Work Computer

Lion7
192.168.1.161

GSW Business Tunnel

SECURE 98.18.77.166
GSW BUSINESS TUNNEL  Tunnel Port 22

CASE: Securely create a tunnel through a firewall to a SSH Server and Browse the
Internet

Your company firewall blocks all internet browsing. You have received permission to access certain
web sites for work, but company policy will not allow the firewall to be opened up to HTTP traffic.
The company firewall is open to SSH traffic. You can create a secure tunnel to a SSH server located
at home (or anywhere else that you have access) and browse the internet.

Internet Home Computer

THOMAS
192.168.1.124
GSW SSH Server

Router IP

NOTE: Your router will need to
be configured to port forward
to the SSH Server

NetGear N300 Router — Port Forwarding Configuration

#[ | ServiceName |External Start Port|External End Port| Internal Start Port Internal End Port|Internal IP address
O |1

D |2 GSWSsH 22 22 22 22 192168.1.124

Lion7 — GSW Business Tunnel Configuration

Tonnel Settng -
Enabl o ] SSH Host and Authentication
S— Settings
Name:  [From viork Bypass Comparry Frowal to Get o
tost:  [90.18.77.165 1. Set Address of SSH Server
Mostfgepent: [ . .
o i Host. In this case, the router is
[ — forwarding to the SSH Server
Authentcation Host, so we use the router IP
| [ - — Address
[rr—

Password:

—— 2. Set Authentication
e _ Requirements. In this case,
Authentication consisted of:
Logon name and a password.
Ve detats
Comgresson level: & hd
prowoc:  [sszoy =]

Mon s [
e P
Useproer: [

Cancel 3

Thomas — GSW SSH Server Configuration
Make sure local port forwarding is enabled on the SSH Server. With the GSW SSH
Server, the setting is in the registry, as shown below.

X64 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

X86 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters

4. Georgia SoftWorks
s Georgia SoftWarks $5H Shield
o Georgia Softorks S5H Tunnel
4| GSW.SSHD
+ | Parameters

ab] {Defaul) REG_SZ fualue nat set)
oo/ bAES25A0Nky REG_DWORD 000000001 (1)
‘-’-'o']hEnahIeanaIPthnnmarding REG_DWORD Dxﬂﬂﬂﬂﬂﬂﬂl(l)l
‘-’-'o']hEnahIeRemntePnrtFnrward\‘.‘ REG_DWYORD 000000001 (1)
2 hEnahIsWNNT A RFA MfinRM N+ANNAANAN (7Y

Lion7 — Channel Configuration

Channel Settings =) 1. Select Dynamic
= forwarding type.

i

Name: [ My Home Network

Forwarding type: Dynamic A
Local address: 127.0.0.1

Local port: 10080
Remotz address:
port number to assign

Remoteport:  [5
for local port. We
el | selected 10080.

2. Set the loopback
address (127.0.0.1) as
the local address.

3. Choose available

Note: Make sure that the local address and local port are the same ones used
in the browser proxy configurations for SOCKS address and Port (see right)

Lion7 — Browser Configuration

1. Enable Proxy Server 2. Configure SOCKS
IE -> TOOLS -> Internet Options ->
X Address and Port
Connections -> Advanced
Proxy Settings [=x=
Local Area Network (LAN) Settings =) N
| Servers
Automatic configuration | & Proxy sdcress touse Port I
Automatic configuration may override manual settings. To ensure the A T
Use of manual setiings, cisable automatic configuration. (12
[¥] Automatically detect settings | Secure:
[] use autematic configuration script ETP: : |

s 7001 o
l‘

Uz the same proxy server for ol protacols

Proxy server
7L< & proxy server For your LAN (These settings will not apply to )
dial-up or VPN Brecn
B | Do potuse prawy server for adkbesses begiming withs

[T Bypass proxy server for local addresses

‘ Use semcokns () 1o separst antres.
' —
‘ o [ concm

Note: Each browser has a way to enable a proxy server for the LAN.
This example shows Microsoft Internet Explorer 10 (IE 10).

Lion7 — Browser Usage
Open Browser and enter the URL to start browsing. e (d @ Q

5 AT, SN 270

e

BT_0002_11152013
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Example D03

Securely Connect to Your Home Computer From Anywhere Browse the Internet

Anywhere

Lion7
192.168.1.161

GSW Business Tunnel

Internet

SECURE 98.18.77.166
GSW BUSINESS TUNNEL  Tunnel Port 22

Home Computer
THOMAS
192.168.1.124
GSW SSH Server

Port 10080

Router IP

NOTE: Your router will need to
be configured to port forward
to the SSH Server

CASE: Connect to your Home Computer from Anywhere and Browse the Internet
You are traveling and want to browse the internet, but you want to make sure your connection is
secure. Using the GSW Business Tunnel, you can securely connect from your laptop to your home
computer with an SSH Tunnel and then securely browse the internet.

**Note: This example is the same configuration as D02.

NetG7/ar N300 Router — Port Forwarding Configuration

#[ | Service Name |External Start Port [External End Part Internal Start Port Internal End Port Internal IP address
O |1
2 a3 SSH 22 22 22 22 192.168.1.124

Lion7 — GSW Business Tunnel Configuration

Toneel Seing? )
Eskinimd P SSH Host and Authentication
- Settings
Name:  [From Viork Bypess Compeny Frewal to Get o

Host:  [93.18.77.186

1. Set Address of SSH Server

Hast fingerprnt 1: . .
f— Host. In this case, the router is
Pt T forwarding to the SSH Server
Authenteaton Host, so we use the router IP
w [ Address
Use publckey: [~

Password:

2. Set Authentication
Requirements. In this case,
Authentication consisted of:
Logon name and a password.

Re-enter Passwerd:

[zt | @
Il — | C—

More detads.

Compressonlevel:  [6 -
Protocck  [SSH2 anly 7]

Mon s [
e P
| Useproer: [

Cancel 3

Thomas — GSW SSH Server Configuration

Make sure local port forwarding is enabled on the SSH Server. With the GSW SSH
Server, the setting is in the registry, as shown below.

x64 system:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

x86 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters

“ GE“?'BS_”“:";L:S T 5] (Default) REG_SZ twalue nat sef)
: corgia Softiiarks ie
Qo EEG DAVORD
Georgia SoftWiarks 55H Tunnel
: G:\D'JE';SHB orks unne 4 bEnableLocalPortForwarding  REG_DWORD 0x00000001 (1)
: P;rameters T EERab =T e ater T armvardie REGiDWORD bl
. 23] hEnahlWirnl nn RF5 MiMRM MeNANNNAND Y

Lion7 — Channel Configuration

Channel Settings = 1. Select Dynamic

Lion7 — Browser Configuration

1. Enable Proxy Server
|E -> TOOLS -> Internet Options ->

Connections -> Advanced

2. Configure SOCKS
Address and Port

Prosy Settings ==
Local Area Network (LAN) Settings ] b
| servers
Automatic configuration I

Automatic configuration may override manual settings. To ensure the *2

B T Prowysdbesiouse Port ‘l

Use of manual settings, disable automatic configuration. L !

[] Automatically detect settings | =

[Juse automatic configuration sript ad : |
Sodar 122001 e

e the zame proxy server for al pratocdls

Name:

| My Home Network

forwarding type.

2. Set the loopback

Forwarding type: Dynamic hd address (127.0.0.1) as
Localaddress:  [12700.1 the local address.
Local port: ’mgggi
Remoteaddress: | 3. Choose available
Remotepart: o port number to assign

for local port. We
selected 10080.

Note: Make sure that the local address and local port are the same ones used
in the browser proxy configurations for SOCKS address and Port (see right)

Proxy server ‘

[7)1se 3 proaxy server for your LAN (These settings nil notapply ta ¢
‘dial-up or VPN, i H

(| Bypass proxy server for local addresses

Exceptiors
< Dot use proxy server for adbesses e
= ing

i Use semicakons (] 1o sepsrate entries.

| o ) [ ||

Note: Each browser has a way to enable a proxy server for the LAN.
This example shows Microsoft Internet Explorer 10 (IE 10).

Lion7 — Browser Usage

Open Browser and enter the URL to start browsing. Q e @ \@ g
bR o~

g
T

BT_0003_02042014
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Example LO1

Make a Telnet Connection Secure using the GSW Business Tunnel

College Lab Client Computer

|, 192168.1.161

= GSW Telnet Client

SECURE
GSW BUSINESS TUNNEL

Channel Port 10023

GSW Business Tunnel

College Lab Server
192.168.1.121

GSW SSH Server
GSW Telnet Server

Tunnel Port 22

Channel Port 23

Case:

A local technical college wants to demonstrate how you can secure telnet with an
SSH Tunnel. In the technical lab they set up a telnet connection and use a network
monitoring tool to observe the data. Then as shown in this example they set up the
GSW Business Tunnel and then create the Telnet connection. Now when they
monitor the line the data is encrypted

College Lab Server — GSW SSH Server Configuration

Make sure local port forwarding is enabled on the SSH Server. With the GSW SSH
Server, the setting is in the registry, as shown below.

X64 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

Lab Client Computer — GSW Business Tunnel Configuration

=]

Tunnel Settings

SSH Host and
Authentication Settings

1. Set Address of SSH Server
Host.

Enabie this tonel:]

SSH Hostinfo
Name:

Secure Teinet thru Tunnel
192.168.1.21

Host:

Host fingerprint 1

Host fingerprint 2:

port: [22

2. Set Authentication
Requirements. In this case,
Authentication consisted of:
i Logon name and a password.

Authentication
Login:

Gavid

Use publickey: T~

Passward:

Re-enter Password:

[t o] [T

Mare details

C—
e
Allow IPV: r
C=a—
T Sonfre oy o |

Compression level:

Protocol:

Encryption algorithm:

Use proxy:

X86 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters

- Georgia SoftWorks 8] (Defaul) REG 7 fvalue not set)
Geargia SoftWorks S5H Shield = " .

G Softarks SSH Tunnel pr——
£orgla softivarks unne 24 bEnableLocalPortForwarding  REG_DWORD 000000001 (1)

4 || GIW SSHD Mkt
T BEnableRematePart ormardl. REG_DWURD TXO000000L ()

Parameters

Sl hEnah WA Ao RFG MbiRN MANANANAN £y

Lab Client Computer — Telnet Client Shortcut

Using the local address and port configured in the channel
configuration, modify the Telnet Client Shortcut
@gs_clInt.exe -h127.0.0.1 -P10023 -udavid -phidden -d.

Lab Client Computer — Channel Configuration
1. Select Local forwarding type.

Channel Settings o2
= : — 2. Set the loopback address
Fsimamns (127.0.0.1) as the local address.
Name:  [Secure Telnet thru Tunnel Channel 3. Choose available port number
Fld‘j :w ’memliv to assign for local port. We
T | — selected 10023.
Remote address:  [177001 4. For the remote address, use
Remoteport: [33 the loopback address 127.0.0.1
pr— 5. For the remote port, use Port
23, the common Telnet Server

port.

BT_0004_11152013
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Business Tunnel Example LO2

Securely Access Blocked Website from Headquarters via Computer on Company Intranet

craigslist www.craigslist.com

Head Quarters
m HQ7 Server
B 192.168.1.161

Guest Relations
Laptop (GRLT)
192.168.1.121

GSW SSH Server

Tunnel Port 22

Channel Port 80

Channel Port 10082

GSW Business Tunnel
NOTE: In this example,
www.craigslist.com is the blocked
website we want to access

Case: HQ7 - Channel Configuration

Access to www.craigslist.com is blocked by the company proxy filter in

1. Select Local forwarding

Headquarters. However, the company has some older office furniture for sale on Channel Settings =5 type.
craigslist. The facilities managen Yvants to view thg ad. He‘ kr.'nows that the training Erbie e @ 2. Set the loopback
laptop on tZe company |:tranet in the guest relations building has access to the one: [ S address (127.0.0.1) as the
internet and is running the GSW SSH Server. ’ e
g N e | e
3. Choose available port
The HQ7 (running the GSW Business Tunnel) creates a tunnel to the Guest lrclfes | number to assign for local
Relations Laptop (GRLT) which is running the GSW SSH Server and has access to Local port:  [10082 port. We selected 10082.
www.craigslist.com Remote address:  www.craigslist.com 4. Fill in the host address
Remote port: |80 of the blocked website as
the remote address.
. 5. Use 80 for the Remote

HQ7 — GSW Business Tunnel Configuration Port

relative addresses

Tunnel Settings =) SSH Host and
e b " Authentication Settings . .
ERiRioEE (o GRLT — GSW SSH Server Configuration
S5 Hostinfo 1. Set Address of SSH o .
Make sure local port forwarding is enabled on the SSH Server. With the GSW SSH
Mame:  [BuestRelations Lap Top Server Host. L .
Server, the setting is in the registry, as shown below.
Host: [12188.121
Host fngerprint 1: | 2. Set Authentication X64 system:
Host fingerprint 2t | Requirements. In this HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters
Pt [ case, Authentication
consisted of: Logon x86 system:
Authentication name and a password. HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters
: [daid \
togn | david 4-p Georgia SoftWorks a8 (Defaul) REG 57 fwaluie not set)
Use publckey: | N | Geargia SnftWarks 55H Shield =
Geargia SftWarks S5H Tunrel d‘w
pasworts [P \ b G;?EBSHB ores sof funne 24 bEnableLocalPortForwarding  REG_DWORD 000000001 (1)
- T Pt T DEnaDleRemateR artfonmardh. LG | T
e e | SR Akl an RFA THART nanAnAnan fm
I
[ e
\ HQ7 - Browser Configuration
—— 1. Open browser and enter URL http://127.0.0.1:10082
Compression level: |6 - (from the channel configuration)
Protocsl_[sstiz erly 2. Browse www.craigslist.com
Allow IPvé: [
Enayptondguitm:  [aEszse = g e ] g g
Use proxy: r N, N A A
Cancel _DK . . . .
o | *Note: This example works as long as the links and objects on the website have

BT_0005_11152013
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Example LO3

Securely Access Blocked Website via Home Computer due to Company Proxy Filter

" craigslist www.craigslist.com
- Home

Thomas (Home Computer)

192.168.1.124

GSW SSH Server

Head Quarters

m HQ7 Server
192.168.1.161

Channel Port 10083

Firewall block . Netgear N300 Tunnel Port 22

incoming Router IP:
connections 98.18.77.166

GSW Business Tunnel

NOTE: In this example,
www.craigslist.com is the blocked
website we want to access

CASE: Access Blocked Web Site from home (due to company proxy filter) NetGear N300 Router — Port Forwarding Configuration
Access to www.craigslist.com is blocked by the company proxy filter at Head
Quarters. However, the facilities manager needs to access craigslist to find old Your router will need to be configured to port forward to the SSH Server
desks for sale in the area. His computer (Thomas) at home is running the GSW SSH
Server. Service Name External Start Port |External End Port Internal Start Port Internal End Port |Internal IP address
The developer can create a Tunnel to his home computer and then browse [
www.craigslist.com from HQ7. GSW SSH e = = e 1821681124
HQ7 - GSW Business Tunnel Configuration Thomas — GSW SSH Server Configuration
fome e = ssH _H°5t and Authentication Make sure local port forwarding is enabled on the SSH Server. With the GSW SSH
Enabie the tnel: Settings Server, the setting is in the registry, as shown below.
sHostinfo 1. Set Address of SSH Server X64 system:
Name: [ Access Web Site Blodked by Proxy from Home ! Host. In this case, the router is HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters
Hasmnw';:‘; ‘QE"E'” — forwarded to the SSH Server ‘
ot e Host, so we use the router IP x86 system: .
Address HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters
Pt [22
MroeTe 4- | Georgia SoftWorks
R | 2. set Authentication e Giorgia ks SH S ::T(Default) REG_SZ fralue not set)
veenteiy | Reswiremenis, i s ess, 18 GeorgaSofthorks SH Turnel £ BAES256Cly REG_DW/ORD TAN0000L (1)
raent: = | Authentication consisted of: A S SSHD {1t bEnableLocalPortForwarding REG DWYORD 100000001 )
Reenter Password:  [5em Logon name and a password. Lo p'arametm '-'-"ﬂbEnahIeRemutePortFovward\.” REG_DWVORD 00000001 (1)
= : 28 hFshlWNN] e R MAARN AnANANR (T
 — |
[
More details
Compression level: 6 ~ . .
o ] j HQ7 - Browser Configuration
A 1. Open browser and enter URL
Enevelon g s 255 S| http://127.0.0.1:10083
S | (from the channel configuration)
Concel and browse www.craigslist.com
esee0
HQ7 - Channel Conflguratlon 1. Select Local forwarding type.
Channel Settings &= ) setthe loopback address
e T (127.0.0.1) as the local address. *Note: This example works as long as the links and objects on the website have relative
Neme:  [Access Yieb Page using Thomas - georgasofow 3. Choose available port number addresses
F“’::::;:‘_ L::‘D _ =l to assign for local port. We
ocatport: [omEE———— | selected 10083.
Remote address: [zt 4. Fill in the host address of the
Remoteport: [ blocked website as the remote
cancel address.
5. Use 80 for the remote port

BT_0006_11152013
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Example LO4

Securely Access Email from Anywhere

Anywhere
m Lion7

192.168.1.161
Port 80
Outlook

D) o

Wifi connection Wired
Channel Port 10082

Internet

GSW Business Tunnel
Pop — Channel Port 10110
SMTP — Channel Port 10025

Email Server
Pop Server — mail.georgiasoftworks.com
SMTP Server —209.217.248.179

Home
Thomas
192.168.1.124
GSW SSH Server

Channel Port 110

Netgear N300
Router IP:

98.18.77.166

Channel Port 25

CASE: Securely check/send email from anywhere that has internet access

Create a secure GSW Business Tunnel to a secure SSH Server and check/send email.
In this example you could be at a public Wi-Fi location, a hospital, airport, library,
coffee shop or at a corporate business partners site. You can use your Business
Tunnel to ensure a secure connection to a safe location to check/send email.

This example requires 2 channels to be used with one Tunnel.

Lion7 — GSW Business Tunnel Configuration

o e ==

SSH Host and Authentication Settings

1. Set Address of SSH Server Host. In
this case, the router is forwarded to
the SSH Server Host, so we use the
== | router IP Address

- 2. Set Authentication Requirements.
[ In this case, Authentication consisted
— of: Logon name and a password.

NetGear N300 Router - Port Forwarding Configuration

Your router may need to be configured to port forward to the computer at your
home, Thomas.

#|  service Name  [External Start Port|External End Port| Internal Start Port Internal End Port|Internal IP address

GSW SSH 22 22 22 22 192.168.1.124

Thomas — GSW SSH Server Configuration

Make sure local port forwarding is enabled on the SSH Server. With the GSW SSH
Server, the setting is in the registry, as shown below.

X64 system:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

Xx86 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters
4. | Georgia SoftWorks
| Georgia SoftWorks SSH Shield
| Georgia SoftWorks SSH Tunnel
4., GSW_SSHD
Pararneters

28] (Default) REG_SZ {alug not st
BEC DWORD 1
% bEnableLacalPortForwarding  REG_DWORD 000000001 (1)

S RErakl=UONT An REG THAORN nLANARANNN (M

Lion7 — POP Channel Configuration )
1. Select forwarding type to

Channel Settings [ local.
2. Set the loopback address
(127.0.0.1) as the local
address.
3. Choose available port

r local port. We
chose 10110.
| 4. The Remote-addressisthe |
address of the mail server.
5. The remote port 110.

Enabie this channeli [

Name:  [POP
Forwarding type: Local -
Local address:  [127.00.1,
Local port: !ﬁ‘i‘f
Remote address: [ mai.georgiasoftworks.com

Remote port: [ 110

Lion7 — SMTP Channel Configuration 1. Select forwarding type to

Channel Settings ) local.
2. Use the loopback address as

the local address.

3. choose available local port.
We chose 10025.

4. Set the remote address of
the mail server. We entered
the IP address this time.

5. Set the remote port to 25.

Enable s hannel: W

Name: [ sMTP
Forwarding type: Local A
localaddress:  [12700.1%
loalport:  [Go02s <
Remote sddress: [ 209.217.248.178
Remoteport:  [25

Microsoft Outlook Example (on Lion7):

User Information Test Account Settings
Your Name: Danid Sexton After filing out the information on this screen, we
recommend you test your account by dicking the button
E-mail Address: david@georgiasafoerks. com below. (Requires network connection)
Server Information
Test Account Settings ...
Account Type: PoP3
il | Test Account Settings by cicking the Next button
[ Teomg maiserver [ 127.0.0.1 <— Settings by diding
Qutgoing mail server (SMTP): (127001 <_ Internet E-mail Settings @

- jon Information

Change Account =)

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

General | Outgoing Server | Connection | Advanced |

—
User Name: davidegeorgiaseftuerks.com

||| Server Port Numbers
Password: —

Incoming server (POP3> I | | Use Defaults
|| This server requires an encrypted connection (S5L)
Qutgoing server (SMTF):, 10025

Remember password

[T Reauire logon using Secure Password Authentication (SPA)

4 se the following type of engrypted connection: | None [=]
|| | Server Imeouts
short  ~ Long 1minute
Delivery

[V]Leave a copy of messages on the server
[C]Remove from server after | 14 days

[]Remove from server when deleted from Deleted Ttems'

Incoming <——
Outgoing

BT_0007_11152013
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Example LO5

Securely Remote Desktop to Work from Anywhere

Anywhere
Lion7

m 192.168.1.161
2. RDP

Channel Port 13389

GSW Business Tunnel

Internet Work

Thomas
192.168.1.124
GSW SSH Server

Channel Port 3389

Tunnel Port 22

Netgear N300
Router IP:

98.18.77.166

CASE: Securely Remote Desktop to Work From Anywhere
You are a traveling and want to Remote Desktop to your work computer. You can do
this from anywhere using the GSW Business Tunnel.

Lion7 — GSW Business Tunnel Configuration
Tunnel Settings =

Encbie this el [

SSH Host and Authentication
Settings
S5H Host info-
Neme:  [RDPtoThomas
Host: 98.18.77.166

Host fingerprint 1: |

1. Set Address of SSH Server
Host. In this case, the router

Host frgerprint 2: [ is forwarded to the SSH

L Server Host, so we use the

Authentiston router IP Address
togn:  [davd [l
Use pubichey: [~ 2. Set Authentication
I | Requirements. In this case,
Re-enter Password:  [smssasss Authentication consisted of:
7] Logon name and a
[om—] password.

Mare details

Compressionlevel:  [6 -
Protocol:  [SsH2 only -

Allow IPve: [
Enarypton algorthm: [ags 256 -
Useproxy: [~ h

NetGear N300 Router - Port Forwarding Configuration
Your router will need to be configured to port forward to the SSH Server
# Service Name External Start Port| External End Port Internal Start Port Internal End Port |Internal IP address

of |1

GSW SSH 22 22 22 22 192.168.1.124

Thomas — GSW SSH Server Configuration
Make sure local port forwarding is enabled on the SSH Server. With the GSW SSH
Server, the setting is in the registry, as shown below.

x64 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

x86 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters

4. Georgia SoftWorks ) Defauit . ot ot s
; georg'a§°2$°r:5 ::: ih'e‘dl bAESISEONE REG DWORD 0x00000001 (1
3 eorgia SoftWarks SH Tunne SEC D
21k oSW SsHD bEnableLocalParttorwarding  REG_DWORD UxUUUUUUUl(l)I

Parameters | g
Ul FRaklNNT An RFA MAAOIRM NANAAANAMA 0

Lion7 — RDP Channel Configuration

Channel Settings S|

Enable this channels

1. Select Local forwarding type.
2. Set the loopback address
Neme: - [RDP Charme! (127.0.0.1) as the local address.
Forwardng type:  [loal 7] - -
localaddress:  [127.0.01 B
laport B9 €

3. Choose available port number to
i assign for local port. We selected

Remote address:  [152168.1124 13389.
Remote port: |33 4. Fill in the remote address
= || 5.The remote port is the RDP Port
number (3389)

Lion7 — Remote Desktop Configuration From Lion7, Open Remote
Desktop (run mstsc from Start

% Remote Desktop Connection c|d=h S | Orb)

| Remote Desktop
(>4 Connection

Enter the address as shown using
the loopback address and the
local port number from the

|| Computer, |127.001:13383 - channel configuration

User name:  None specis
You will be asked for credentials when you connect Click Connect — enter your
credentials to log on

(=) Shaw Qptions Conect Help

*Note* By using the GSW Business Tunnel, you can securely RDP without having to create
certificates

BT_0008_11152013
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Example RO1

Securely Browse the Company Intranet From Home, Even Though Company Does Not Allow Incoming Connections

Lion7

Port 80

Headquarters

m 192.168.1.161
28 Web Ser

ver

_Company

Intranet

GSW Business Tunnel

Firewall blocks
incoming
connections

Internet

Home

Thomas (Home Computer)
192.168.1.124

GSW SSH Server

Channel Port 10082

Tunnel Port 22
Netgear N300

Router IP:
98.18.77.166

CASE: Browse Company Intranet from Home

Your company does not allow incoming connections. You can set up the GSW
Business Tunnel from work so that you can browse the company intranet from
home. The Web Server is on the same computer as the Business Tunnel.

Lion7 — GSW Business Tunnel Configuration

NetGear N300 Router — Port Forwarding Configuration

Your router may need to be configured to port forward to the home computer,
Thomas.

# Service Name External $tart Port |External End Port Internal Start Port Internal End Port|Internal IP address

GSW SSH 22 22 22 22 192.168.1.124

Thomas — GSW SSH Server Configuration

Make sure remote port forwarding is enabled on the SSH Server. With the GSW
SSH Server, the setting is in the registry, as shown below.

X64 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

x86 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters

4|, Georgia SoftWarks
Georgia SoftWorks SSH Shield #jbaEszseonly
Georgia SoftWorks SSH Tunnel
4| GSW SSHD
| Parameters

ab] (Default) REG_SZ.
REG_DWORD
REG _DUWORD

twalue not set)
00000001 (1)
B0000001 (1
00000001 (1)

TETT TR T

fis|bEnableRerotePortFarnardi., REG_DWORD

Tunnel Settings - &) SSH Host and Authentication
Enbi B tinndly O Settings
sstostnfo 1. Set Address of SSH Server
Name:  [Browse Company AQ Intanct Fam Laptop 5 i
L a— Host. In this case, the router is
Fostngerprt s [ forwarded to the SSH Server
st ngerprint Host, so we use the router IP
ort =
P[22 Address
Authentication
Logn: [aamnsvatr L.
° o 2. Set Authentication
Use publickey: [ . .
B — Requirements. In this case,
Reenterpssore; [ Authentication consisted of:
- Logon name and a password.
I |
[
More details
Compression level: 6 -
Protocol:  [ssH2 only hd
Alow IPve: [
Encryption algorithm: (AES-256 -
Useproxy: [
Cance
Lion7 — Channel Configuration
Channel Settings =3al] 1. Select Remote forwarding type.
bt e, 2. Set the loopback address
(127.0.0.1) as the local address
Neme: [Laptop Channel to Company ) )
e e since the web server is on the same
B B computer as the Business Tunnel.
e ([ 3. Choose port number 80 for the
Remotesddess: [ROL local port.
Remoteport:  [mgEz 4. Fill in the remote address as the
e loopback address (127.0.0.1)

5. Choose available port number to
assign for remote port. We
selected 10082.

Thomas — Browser Configuration
Open browser and enter URL: http://127.0.0.1:10082
(from the channel configuration)and browse the company intranet

ese9Q
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Example R02

Browse the Company Intranet from Sales Branch — Single User

HHHH Synology Disk Station
‘ Web Server:

\wwz.ls&l.lfﬂ

Headquarters Com

HQ7 Server
192.168.1.161
Port 80

Firewall blocks
incoming
connections
GSW Business Tunnel

Sales Branch

Internet Thomas

192.168.1.124
GSW SSH Server

Channel Port 10084

Netge;r N300 Tunnel Port 22
Router IP:

98.18.77.166

CASE: Browse Company Intranet from Sales Branch

Your company Headquarters (HQ) does not allow incoming connections. You can set
up a tunnel from HQ so an employee can browse the company intranet from a new
sales branch on the server (Thomas). The GSW Business Tunnel is on HQ7, a
different computer than the web server(Synology Disk Station).

HQ7 — GSW Business Tunnel Configuration

Tunnel Settings &%) sSH Host and Authentication

Enable T Tl [ Settings

S5H Hostinfo

1. Set Address of SSH Server
Host. In this case, the router is
forwarded to the SSH Server
Host, so we use the router IP
Address

Neme:  [Eronse Company HQ Intranet 2 from Laptop
Host:  [95,18.77.166
dostfngerprne s [
Hostngerprnez: [
Pt [22
Authentication
Logn:  [administrator
Usepubickeys [~
password: |
Resnter Passnords  [wemmees
[y

2. Set Authentication
Requirements. In this case,
Authentication consisted of:
Logon name and a password.

More detals

Compressonlevel:  [6 -
protocol:  [ssH2only

AlowiPve: [
Encypton dgortm:  [ags 25 =
useproxy: I~

HQ?7 - Channel Configuration 1. Select Remote forwarding

Channel Settings =] type.

2. Set the address of the web
server (192.168.1.157) as the
local address.

3. Choose port number to
assign for local port. We
selected 80.

Enable this channel:} ¥

Name:  [Laptop Channel to Company 2

Forwarding type: Remote -
Local address: 192.168.1.157
locpart: [
Re te addr H 127.0.0.1 o e
ot adtes 4. Fill in the remote address
R te t '7 .
sneipart o with the loopback address

Cancel and available port number.
We chose 10084.

NetGear N300 Router — Port Forwarding Configuration

Your router may need to be configured to port forward to the computer at the sales
branch, Thomas.

# Service Name External Start Port|External End Port Internal Start Port Internal End Port|Internal IP address
) |1
GSW SSH 22 22 22 22 192.168.1.124

Thomas — GSW SSH Server Configuration

Make sure remote port forwarding is enabled on the SSH Server. With the GSW
SSH Server, the setting is in the registry, as shown below.

x64 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

x86 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters

! Gmég‘a SD&;'V:&V k3 S5H Shield A Defauly rees P
. Georgia SoftWorks ' £ LAESIFEONlY REG_DW/ORD 000000001 (1)
Geargia SoftWorks SSH Tunnel L Lokl oo lD st ] REGLUOED 2

Fl G5 SSHD
il Parameters

% bEnableRematePortFarwardi.. REG_DWORD: 40000001 (1) I
TAThFrah MRl Aan RFE T ﬁﬁ'\ %

Thomas — Browser Configuration

1. Open browser and enter URL http://127.0.0.1:10084/
(from the channel configuration) and browse the company intranet

eze90
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Example RO3

Browse the Company Intranet from Sales Branch — Multiple Users

Headquarters
HQ7 Server

m 192.168.1.161
| Port 80

- Web Server:
> 192.168.1.157

Firewall block:
incoming
connections

GSW Business Tunnel

Synology Disk Station

Internet

Sales Branch
Thomas
192.168.1.124
GSW SSH Server

Channel Port 10084

Tunnel Port 22

Netgear N300
Router IP:

98.18.77.166

Branch Employee
Laptops

192.168.1.149,150,151

CASE: Browse Company Intranet from Sales Branch 2

Your company Headquarters does not allow incoming connections. You can set up a
tunnel from work (HQ7) so multiple employees can browse the company intranet
from a new sales branch. The GSW Business Tunnel is on HQ7, a different computer
than the web server(Synology Disk Station).

HQ7 — GSW Business Tunnel Configuration

W=ESTED i SSH Host and Authentication
Erablebia a0 Settings

SSH Host info.
N o a—
Hostfingerprint 1= [— .
Hostfrgerprit e [ is forwarded to the SSH
O — Server Host, so we use the
Authentiation router IP Address
Logn: [admmsoator
Use public key: r

1. Set Address of SSH Server
Host. In this case, the router

2. Set Authentication
Requirements. In this case,
Authentication consisted of:

Passward:

Re-enter Password:

[t o| E

e | Logon name and a
| password.
Mare details
Compression level: 6 -

Protocol:  [SSHzonly -

AlowPvs: [
Enyptondgoritm:  [agsase <)
Useproxy: [

NetGear N300 Router — Port Forwarding Configuration

Your router may need to be configured to port forward to the computer at the sales
branch, Thomas.

# Service Name External Start Port|External End Port Internal Start Port Internal End Port|Internal IP address
) |1

GSW SSH 22 22 22 22 192.168.1.124

Thomas — GSW SSH Server Configuration

Make sure remote port forwarding is enabled on the SSH Server. With the GSW
SSH Server, the setting is in the registry, as shown below.

Xx64 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

Xx86 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters

3B] (Default) REG_SZ (walue not seth

24 bAES2SE0Ny REG_DWYORD 000000001 (1)

I A {[=F r o EEG [yimp o L

%4 bEnableRemotePortFarwardi.. REG_DWORD: nxnnnnnnma)l
i SERALAS L

A hFnahlWON an RES DismRn [T

4| Geargia SoftWarks
i . Georgia SoftWarks SSH Shield
{1 ). Georgia SoftWarks SSH Tunnel
. 4. GSW_SSHD

k| Paremeters

1. Select Remote forwarding
type.
| 2. Setthe address of the web
server (192.168.1.157) as the
local address.
3. Choose port number 80 for
the local port.
4. Fill in the remote address with
192.168.1.124, the address of

HQ7 - Channel Configuration

Channel Settings

Enable this channell [

Name: [ AlEmployers Channel to Company 3

Forwardngbpe:  [Remoe =]
localaddhess:  [92.168.1.157
R I —

Remote address: [ 192.168.L.124
the SSH Server.

Remoteport:  [1oosa X
5. Choose available port number

_ et | for the remote port. We chose
10084.

Thomas — GSW SSH Server Configuration

; = From Thomas or other computers on the sales branch
network, open browser and enter the URL
http://192.168.1.124:10084/

(from the channel configuration)

eseeQ
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Example RO4

Browse the Company Intranet from Home

Port 80

Headquarters

m Lion7
2 192.168.1.161

~Company

Intranet
PN

~ Web Server

GSW Business Tunnel

Firewall blocks
incoming
connections

Internet

Home
Pioneer
192.168.1.124
GSW SSH Server

Channel Port 10082 o

Netge;r N300 Tunnel Port 22
Router IP:
98.18.77.166

CASE: Browse Company Intranet from Home
Your company Headquarters does not allow incoming connections. You can set up
tunnel from work (HQ) so you can browse the company intranet from home. The
GSW SSH Server and Web Server are on the same computer.

Lion7 — GSW Business Tunnel Configuration

NetGear N300 Router — Port Forwarding Configuration

Your router will need to be configured to port forward to the SSH Server

# Service Name External Start Port |[External End Port| Internal Start Port

) |1

Internal End Port|Internal IP address

GSW SSH 22 22 22 22 192 1681.124

Lion7 — GSW SSH Server Configuration

Make sure remote port forwarding is enabled on the SSH Server. With the GSW
SSH Server, the setting is in the registry, as shown below.

x64 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

x86 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters

4. Georgia Softworks 5] (Default) REG_SZ
: Geargia Saftiarks SH Shield S bAESIS60n) REG_DWORD
Georgia SoftWorks S5H Tunnel Y REG DVWYORD 000000001 (1

. G5 SSHD bEnableLocalPortForwarding
i 72| bEnableRermotePortFonwardi.. REG_DWORD 000000001 (1)
ft Parameters

Galue not set)
0x00000001 (1)

Enable this chamnel

Name:

Remote address:

Remote port:

Forwarding type:  [Remote -

Local address:

Local port:

v

[ 1r Bigs Home to Company Intranet (Atianta)

[7o0r
T —
[127000
[0z

| [ ]

Tunnel Settings. [
B SSH Host and Authentication
SSH Host info Settings
Name:  [Tunnel to Salesman Home (Mr. Big)
. 1. Set Address of SSH
Hostfngerprintt: [ N
Hosthngerprntzs [ Server Host. In this
N case, the router is
P forwarded to the SSH
Logn:  [admrematr Server Host, so we
ExrdEs use the router IP
Passwords Address
Re-enter Password:
[issgicatsr.ul| T 2. Set Authentication
0 . .
‘ Requirements. In this
case, Authentication
More details: 1 .
Compression level: 13 ~ ConSIStEd Of' LOgon
Protocol: 55H2 only bt name and a
Ao Pve: [ password.
Enayptondgoritm:  [es s ]
Useproxy: [
Concd
Lion7 — Channel Configuration
1. Select Remote forwardin
Channel Settings = J

type.

2. Set the loopback address
(127.0.0.1) as the local
address.

3. Choose 80 for the local
port.

4. Set loopback address as
the remote address.

5. Choose available port for
the remote port (10082).

Pioneer — Browser Configuration

1. Open browser and enter URL
http://127.0.0.1.10082/ and browse the company
intranet

eso9
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GSW
| Business Tunnel Example RO5

Browse the Company Intranet from Sales Branch using address 0.0.0.0

Synology Disk Station
Web Server:

W

Headquarters 192.168.1.157 Sales Branch
Lion7 y Thomas

7] 192.168.1.161 192.168.1.124

QA Port 80 Internet GSW SSH Server

Channel Port 10080

Firewall blocks Tunnel Port 22

incoming
connections

Netgear N300
Router IP:

98.18.77.166

GSW Business Tunnel

CASE: Browse Company Intranet from Sales Branch NetGear N300 Router — Port Forwarding Configuration
Your company Headquarters does not allow incoming connections. You can set up a
tunnel from work Headquarters so multiple employees can b'rowse the Gl 1 Your router may need to be configured to port forward to the computer at the sales
intranet from a new sales branch. The GSW Business Tunnel is on a different e, ThemEs.
computer than the web server.
# Service Name External Start Port|External End Port Internal Start Port Internal End Port|Internal IP address
) |1
. . . . GSW SSH 22 22 22 22 192.168.1.124
Lion7 — GSW Business Tunnel Configuration
“Tunne Settings =
Enable this tunel:i [ . .
’ g SSH Host and Authentication B A
sttt . Thomas — GSW SSH Server Configuration
e [E——————— Settings
O Ry - —
Hostfngerprnt s [ 1. Set Address of SSH Server Make sure remote port forwarding is enabled on the SSH Server. With the GSW
i Host. In this case, the router SSH Server, the setting is in the registry, as shown below.
L — A
is forwarded to the SSH X64 system:
Aubentezten Server Host, so we use the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Georgia SoftWorks\GSW_SSHD\Parameters

Logn:  [david

sepitichers router IP Address
X86 system:

HKEY_LOCAL_MACHINE\SOFTWARE\Georgia SoftWorks\GSW_SSHD\Parameters

Password:

2. Set Authentication

Re-enter Password:

[ | [ Requirements. In this case, 446 Georgia SoftWarks 5] (Default) REG_SZ (value nat set)
[ Co— AihErieEicn canssiad ot >+l Georgia SoftWorks SSH Shield 4 bAESIS60nly REG_DWORD 100000001 (1
Georgia SoftWorks SSH Tunnel -

Logon name and a

More details password. ‘ GSW_SSHD ‘.’.'-ﬂbEnableRemutePurtFumuardl‘.‘ REG_DWORD 0=00000001 (1)
compressonleves |5 ] 1ol Parameters : e ey ™
Protacd: S5y =]
slow e
Encryption digorithm: ;S,HH—L‘
i Thomas — GSW SSH Server Configuration
concel
From the Sales Branch Laptops, or any other
computer on the network, open browser and enter
the URL http://192.168.1.124:10080/
Lion7 — Channel Configuration 1. Select Remote forwarding
type.
Channe) et el 2. Set the loopback address B0
Mame: [RPF3GSWChamnel (127.0.0.1) as the local address. e WYV
Fowardngtype:  [Remote  ~| 3. Enter port 80 for the local port
Local address:  [127.0.0.1 number.
e - E— 4. Fill in the remote address with
Remote address:  [0.0.00 0.0.0.0 which allows all
Remoteport [mosa computers on the network at the
Enabled: v branch office to tunnel to
Headquarters.
o= | 5. Choose available port for the
remote port (10080)

BT_0013_11152013
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*Notes

How to Configure Windows Firewall to Allow Access to an SSH Server

CASE: Open a Closed Port

Your home computer is running an SSH Server on port 22. You find port 22 closed to
incoming connections. You need to open port 22 to allow GSW_SSHD.exe (GSW
Business Tunnel) through the firewall. Configure the Windows Firewall to allow this
executable to connect the tunnel to your home computer.

1. From the Start Orb, type Windows Firewall <enter>

o
@
@
o
@

4. Select New Rule and New Inbound Rule Wizard opens.
Select Program and click Next.

5. Select This program path: and click Browse

6. Navigate to the GSW_SSHD.exe file. (Example: "C:\Program Files\
Georgia SoftWorks\Georgia SoftWorks SSH Shield\GSW_SSHD.exe")

Select filename GSW_SSHD.exe and click Open.

& Open

9|

< Program Files (86) » Georgia SoftWorks » Georgia Softorks SSH Shield

Organie +

l CenMap.exe
1 GSW_SHD e

Fie pame: GSW_SSHD.exe ~ [Progrome ()

=

~

. Click NEXT

o

Select Allow the connection and click Next

9. Leave the default settings and click Next

Profie
[P ——

Stega:
e doo e e s

7 Doman
T phes st 8 oo orred - 3 e Ao
7 B
Aophes whan s comeuser
7 e
JeETp—

a2 et bt

reace oz

10. In the Name field, type SSH and click Finish

[T —
pre
it
=

. =

- =

S
= e
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