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Microsoft, Windows, Windows VISTA, Windows XP, Windows 2000 Windows NT, Windows 98, Windows 95, 

Windows 7, Windows 8, Windows 10, Windows Server 2016,  Windows Server 2012 R2, Windows Server 2012, 

Windows Server 2008 R2 , Windows Server 2008, Windows Server 2003 are trademarks of Microsoft Corporation. SAP, 

SAPConsole are trademarks of SAP AG.  SecureCRT, F-Secure, PuTTY, PuTTYgen are trademarks of their respective 

companies. 
 

THIS PROGRAM IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER 

EXPRESSED OR IMPLIED, INCLU DING, BUT NOT LIMITED TO THE IMPLIED 

WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. 

LICENSOR MAKES NO WARRANTIES OR REPRESENTATIONS, EXPRESS OR IMPLIED, 

ORAL OR WRITTEN, REGARDING THE PROGRAM OR DOCUMENTATION AND HEREBY 

EXPRESSLY DISCLAIMS ALL OTHER EXPRESS OR IMPLIED WARRANTIES, INCLUDING 

MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. LICENSOR DOES 

NOT WARRANT THE PROGRAM WILL MEET YOUR REQUIREMENTS OR THAT ITS 

OPERATION WILL BE UNINTERRUPTED OR ERROR FREE. 

IN NO EVENT WILL GEOR GIA SOFTWORKS BE LIABLE TO YOU FOR ANY DAMAGES, 

INCLUDING ANY LOST PROFITS, LOST SAVINGS OR OTHER INCIDENTAL OR 

CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE SUCH 

PROGRAMS. 

COPYING: 

WHILE YOU ARE PERMITTED TO MAKE BACKUP COPIES OF THE SOFTWARE FOR YOU 

OWN USE AND PROTECTION, YOU ARE NOT PERMITTED TO MAKE COPIES FOR THE 

USE OF ANYONE ELSE. 

LICENSE:  

YOU ARE LICENSED TO RUN THIS SOFTWARE ON A SINGLE WINDOWS 

7/ 8/ 10/ VISTA/2008/R2 /2012 /R2 /2016 , NT/XP/2000/2003 SYSTEM. THE GEORGIA 

SOFTWORKS WINDOWS 7/ 8/ 10/ VISTA/2008/R2 / 2012 /R2 2016 , NT/XP/2000/2003 

SSH SERVER SOFTWARE MAY BE INSTALLED ON A SINGLE WINDOWS 

7/ 8/ 10/ VISTA/2008/R2 /2012 /R2 /2016 , NT/XP/2000/2003 SYSTEM .   

 



 

 

G S W  S S H  S E R V E R  
 

ò K E E P  I T  S E C U R E  ð S I M P L Y ó 

 

A U G U S T  9 ,  2 0 1 8  

 

 

 iv  

This Page Left Intentionally Blank



 

 

G S W  S S H  S E R V E R  
 

ò K E E P  I T  S E C U R E  ð S I M P L Y ó 

 

A U G U S T  9 ,  2 0 1 8  

 

 

 v  

Table of Contents

FEATURES AT A GLANCE  .............................................................................................................................................11 

OVERVIEW  ........................................................................................................................................................................14 

EASE OF USE ......................................................................................................................................................................17 
COMPONENT ARCHITECTURE .............................................................................................................................................18 

INSTALLATION  ................................................................................................................................................................20 

OVERVIEW .........................................................................................................................................................................20 
PROCEDURE........................................................................................................................................................................21 

REGISTRATION  ................................................................................................................................................................25 

FLOATING LICENSE ï OVERVIEW .......................................................................................................................................25 
Floating License ï Hardware Key Installation Instructions .........................................................................................27 
Uninstall Floating License ï (Hardware Key) ..............................................................................................................31 

REGISTRATION VIA SOFTWARE SERIAL NUMBER ...............................................................................................................32 
How to Register the Software ........................................................................................................................................32 

GSW SSH SERVER ............................................................................................................................................................37 

GSW FIPS 140-2 COMPLIANT OPTION  .......................................................................................................................39 

SOFTWARE REQUIREMENTS ...............................................................................................................................................39 
ENABLE OPTION .................................................................................................................................................................40 

ENABLE FIPS 140-2 ON SSH SERVER .......................................................................................................................40 
ENABLE FIPS 140-2 ON GSW MOBILE/CE and DESKTOP CLIENTS ......................................................................41 

FIPS 140-2 CONNECTIONS .................................................................................................................................................43 

CONFIGURATION  ............................................................................................................................................................44 

REGISTRY KEY LOCATIONS ................................................................................................................................................44 
ALLOW USER TO USE SCP CHANNEL ..................................................................................................................................44 
ALLOW USER TO START A REMOTE SHELL ..........................................................................................................................45 
ALLOW USER TO USE SFTP SUBSYSTEM .............................................................................................................................46 
SPECIFY THE SFTP ROOT FOLDER .....................................................................................................................................46 
ALLOW USER CERTIFICATE LOGON .....................................................................................................................................47 
ALLOW USER PUBLIC KEY LOGON .......................................................................................................................................49 
ALLOW USER NAME/PASSWORD LOGON ............................................................................................................................49 
ALLOW USER GSSAPI LOGON............................................................................................................................................50 
LISTEN ON IPV4 INTERFACES .............................................................................................................................................51 
LISTEN ON IPV6 INTERFACES .............................................................................................................................................51 
ALLOW USE OF THE ñEXECò CHANNEL ...............................................................................................................................52 
ENABLE RSA HOST KEY ....................................................................................................................................................53 
ENABLE DSA HOST KEY ....................................................................................................................................................54 
ENABLE ECDSA HOST KEY ..............................................................................................................................................54 
ENCRYPTION ALGORITHM CATEGORIES AND LISTS OVERVIEW ...........................................................................................56 

Specify Key Exchange Algorithms .................................................................................................................................57 
Specify Ciphers ..............................................................................................................................................................58 
Specify Message Authentication Code Algorithms (MACs) ...........................................................................................59 

ALGORITHM SELECTION FOR GSW DESKTOP SSH CLIENT ................................................................................................60 
Host Key Algorithms List ...............................................................................................................................................60 
Key Exchange Algorithm List ........................................................................................................................................61 
Ciphers List ...................................................................................................................................................................62 



 

 

G S W  S S H  S E R V E R  
 

ò K E E P  I T  S E C U R E  ð S I M P L Y ó 

 

A U G U S T  9 ,  2 0 1 8  

 

 

 vi  

Message Authentication Code (MACs) list ....................................................................................................................63 
SSH Desktop Client Command line Syntax....................................................................................................................64 

CHANGE THE SSH PORT NUMBER ......................................................................................................................................65 
LOCATION OF SSH SERVER RSA PRIVATE KEY .................................................................................................................66 
LOCATION OF SSH SERVER DSA PRIVATE KEY.................................................................................................................67 
LOCATION OF SSH SERVER ECDSA PRIVATE KEY............................................................................................................68 
LOCATION OF FINGERPRINTS FOR ALL HOST KEYS ............................................................................................................69 

SSH SERVER MAPPING TOOL FOR CERTIFICATES  AND PUBLIC KEYS  ........................................................72 

CERTIFICATE ONE-TO-ONE MAPPING ..................................................................................................................................73 
CERTIFICATE MANY-TO-ONE MAPPING ..............................................................................................................................73 
PUBLIC KEY 1-TO-1 MAPPING.............................................................................................................................................74 
CERTIFICATION VALIDATION ï CERTIFICATE TRUST LIST..................................................................................................75 

PUBLIC/PRIVATE KEY C REATION AND USE ...........................................................................................................76 

PUBLIC / PRIVATE KEY INTRODUCTION ..............................................................................................................................76 
CREATING A PUBLIC / PRIVATE KEY ..................................................................................................................................77 
INSTALL PUBLIC KEY ON THE SERVER AND MAP TO WINDOWS USER ACCOUNT ...............................................................80 
INSTALL AND CONFIGURE PRIVATE KEY ON THE CLIENT ...................................................................................................83 

SSH CLIENTS  .....................................................................................................................................................................93 

GSW SSH CLIENTS .........................................................................................................................................................93 
GSW DESKTOP CLIENT ..............................................................................................................................................94 
Windows Mobile Clients ................................................................................................................................................95 
Windows Mobile ............................................................................................................................................................95 
Windows CE 4.2+ Devices ............................................................................................................................................97 

THIRD PARTY SSH CLIENTS .............................................................................................................................................100 
Specify Domain with a 3rd Party Client .......................................................................................................................103 

REGISTRY VARIABLES  ................................................................................................................................................104 

SSH ALGORITHMS SUPPORT .....................................................................................................................................106 

KEY EXCHANGE ALGORIT HMS................................................................................................................................106 

HOST KEY ALGORITHMS ................................................................................................................................................106 
KEY EXCHANGE ALGORITH MS .......................................................................................................................................106 

CIPHERS ...........................................................................................................................................................................107 

CIPHERS ..........................................................................................................................................................................107 
MAC S ..............................................................................................................................................................................108 

HOST KEY TYPES ..........................................................................................................................................................108 

PUBLIC KEY ALGORITHMS  ............................................................................................................................................108 

COMPRESSION ...............................................................................................................................................................109 

COMPRESSION .................................................................................................................................................................109 

GSW SSH SERVER SUBSCRIPTION  ...........................................................................................................................111 

HOW TO UPDATE THE SOFTWARE ..........................................................................................................................112 
HOW TO RENEW THE GSW SUBSCRIPTION ................................................................................................................112 

SSH SERVER FOLDER LAYOUT .................................................................................................................................113 



 

 

G S W  S S H  S E R V E R  
 

ò K E E P  I T  S E C U R E  ð S I M P L Y ó 

 

A U G U S T  9 ,  2 0 1 8  

 

 

 vii  

SYSTEM SIGNATURE - IMPORTANT PLEASE READ ...........................................................................................115 

TECHNICAL SUPPORT  .................................................................................................................................................116 

PROVIDE LOG FILES TO GSW TECHNICAL SUPPORT ........................................................................................................116 

 



 

 

G S W  S S H  S E R V E R  
 

ò K E E P  I T  S E C U R E  ð S I M P L Y ó 

 

A U G U S T  9 ,  2 0 1 8  

 

 

 viii  

TABLE OF FIGURES  

 
Figure 1: GSW Server Products Block Diagram ..........................................................................................................................................................18 
Figure 2: GSW Telnet Server Block Diagram ..............................................................................................................................................................19 
Figure 3: GSW SSH Server Block Diagram ..................................................................................................................................................................19 
Figure 4: Installation Welcome Screen .......................................................................................................................................................................21 
Figure 5: Installation ï Choose Destination Folder ..................................................................................................................................................22 
Figure 6: Installation ï Command Shell Status Lines ..............................................................................................................................................23 
Figure 7: Installation Complete ......................................................................................................................................................................................23 
Figure 8: GSW UTS Program Group ............................................................................................................................................................................24 
Figure 9: SSH Installation Status (Your version will be shown in the fields above) ................................................................................................24 
Figure 10: Floating License ð Parallel Port ...................................................................................................................................................................26 
Figure 11: Floating License - USB Port ........................................................................................................................................................................26 
Figure 12: Floating License - Hardware Key ............................................................................................................................................................26 
Figure 13: User Account Control ..................................................................................................................................................................................27 
Figure 14: SafeNet welcome screen - computing space requirements ..................................................................................................................28 
Figure 15: SafeNet welcome screen - second part ....................................................................................................................................................28 
Figure 16: SafeNet License Agreement ......................................................................................................................................................................29 
Figure 17: SafeNet License Agreement - Read and Accept ....................................................................................................................................29 
Figure 18: SafeNet ï Ready to Install .........................................................................................................................................................................30 
Figure 19: SafeNet Validating Install .........................................................................................................................................................................30 
Figure 20: SafeNet Successful Installation ................................................................................................................................................................31 
Figure 21: Registration ï SSH Shield is not registered for use ..............................................................................................................................32 
Figure 22: GSW Registration - Initial Screen ............................................................................................................................................................33 
Figure 23: Registration - Serial Number Applied .....................................................................................................................................................34 
Figure 24: Registration Successful Screen .................................................................................................................................................................35 
Figure 25: Registration Verification ...............................................................................................................................................................................35 
Figure 26: Registration - Verify that FIPS 140-2 is Enabled ......................................................................................................................................36 
Figure 27 - GSW Software Installation Status Tool ....................................................................................................................................................37 
Figure 28: Control Panel - GSW SSH Services Started ...........................................................................................................................................38 
Figure 29: GSW True FIPS 140-2 Connection ð Server and Client ..........................................................................................................................40 
Figure 30: FIPS 140-2 Option Enabled ........................................................................................................................................................................40 
Figure 31: Desktop Client "-i" option issued................................................................................................................................................................41 
Figure 32: Enable FIPS 140-2 on GSW Mobile Clients ..............................................................................................................................................42 
Figure 33: Verify FIPS 140-2 Compliant Connections ...............................................................................................................................................43 
Figure 34 - SSH Certificate Mapping Tool ...................................................................................................................................................................72 
Figure 35 - One-to-one certificate mapping .................................................................................................................................................................73 
Figure 36 - Many-to-one certificate mapping ...............................................................................................................................................................74 
Figure 37 - Public Key Mappings - 1-to-1 ....................................................................................................................................................................74 
Figure 38 - Certificate Validation Certificate Trust List ..............................................................................................................................................75 
Figure 39: Puttygen Tool for Creating Public/Private Key Pair .............................................................................................................................77 
Figure 40: Puttygen Tool Uses Mouse-Movement to Create Randomness for Key Creation ..........................................................................78 
Figure 41: Puttygen with Generated Key ...................................................................................................................................................................79 
Figure 42: Certificate Mapping Tool ..........................................................................................................................................................................80 
Figure 43: Mapping an Account to a Public Key ......................................................................................................................................................81 
Figure 44: Certificate Mapping Tool ï Public Key Mappings ...............................................................................................................................81 
Figure 45: Certificate Mapping Tool Dialogue Box ................................................................................................................................................82 
Figure 46: Opening the Client on a Device to Set-up Public Key Log-on ...........................................................................................................83 
Figure 47: Selecting a Connection profile ..................................................................................................................................................................84 
Figure 48: Selecting Options on GSW SSH2 Client to Configure Public Key Log-on .....................................................................................85 
Figure 49: Selecting Public Key Log-on ....................................................................................................................................................................86 
Figure 50: Configuring Public Key Log-on ...............................................................................................................................................................87 
Figure 51: Configuring the Client by Providing a Private Key ..............................................................................................................................88 
Figure 52: Browsing to Find Private Key ..................................................................................................................................................................89 
Figure 53: Private Key Imported into Client .............................................................................................................................................................90 
Figure 54: Client Launch Using Public / Private Key Authentication ..................................................................................................................91 
Figure 55: Session Connected via Public / Private Key Authentication ...............................................................................................................92 
Figure 56: GSW SSH Desktop Client .........................................................................................................................................................................94 
Figure 57: GSW PPC 2003 Client ...............................................................................................................................................................................95 
Figure 58: GSW PPC 2003 Client ð Options ...............................................................................................................................................................96 
Figure 59: GSW PPC 2003 Client - SAPConsole - SSH .............................................................................................................................................96 
Figure 60: Psion-Teklogix Initial Screen .......................................................................................................................................................................97 
Figure 61: Psion-Teklogix ð Session Menu Items ........................................................................................................................................................97 



 

 

G S W  S S H  S E R V E R  
 

ò K E E P  I T  S E C U R E  ð S I M P L Y ó 

 

A U G U S T  9 ,  2 0 1 8  

 

 

 ix  

Figure 62: Psion-Teklogix Connection Settings ...........................................................................................................................................................98 
Figure 63: Psion-Teklogix ð Save Settings ....................................................................................................................................................................98 
Figure 64: Psion-Teklogix running SAP via SAPConsole ...........................................................................................................................................99 
Figure 65: Psion-Teklogix Save Client Settings Menu .................................................................................................................................................99 
Figure 66: 3rd Party Client ï SecureCRT ï SAPConsole .................................................................................................................................... 100 
Figure 67: 3rd Party Client - PuTTY - Unicode ........................................................................................................................................................ 101 
Figure 68: 3rd Party Client - F-Secure SSH Client ............................................................................................................................................... 102 
Figure 69: Installation Folder Layout of the GSW UTS ....................................................................................................................................... 113 
Figure 70: Installation Folder Layout of the GSW SSH Shield .......................................................................................................................... 114 
 

 

 

Table of Tables 
 
Table 1: GSW Software versions required for FIPS 140-2 .........................................................................................................................................39 
Table 2: Device Operating System Versions Required for FIPS 140-2 .....................................................................................................................39 
Table 3: GSW Desktop Host Key Algorithms .............................................................................................................................................................60 
Table 4: GSW Desktop Key Exchange Algorithms ....................................................................................................................................................61 
Table 5: GSW Desktop Ciphers - SSH and with FIPS 140-2.....................................................................................................................................62 
Table 6: GSW Desktop MACs both SSH and FIPS 140-2 .........................................................................................................................................63 
Table 7: GSW SSH Client Platforms ..........................................................................................................................................................................93 
Table 8: SSH Host Key and Key Exchange Algorithms .......................................................................................................................................... 106 
Table 9: SSH Ciphers ................................................................................................................................................................................................... 107 
Table 10: SSH HMACs ................................................................................................................................................................................................ 108 
Table 11: SSH Public Key Algorithms ....................................................................................................................................................................... 108 
Table 12: SSH Compression ........................................................................................................................................................................................ 109 
Table 13: FIPS 140-2 certificate links ......................................................................................................................................................................... 110 
Table 14: Version Upgrade Pricing with GSW Subscription Plan ......................................................................................................................... 111 
Table 15: Version Upgrade Pricing Without Subscription Plan ............................................................................................................................. 111 
Table 16: Steps to Renew the GSW Subscription Plan......................................................................................................................................... 112 



 

 

G S W  S S H  S E R V E R  
 

ò K E E P  I T  S E C U R E  ð S I M P L Y ó 

 

A U G U S T  9 ,  2 0 1 8  

 

 

10   

Typographic Conventions 
 

Italics: are used to emphasize certain words, especially new terms or phrases when 

they are introduced. 

 

Initial Caps Bold:  Words that appear in initial caps boldface represent menu options, buttons, 

icons or any object that you may click. 

 

Courier : This font represents anything you must type.  

 

"<enter>" This represents the enter key. 

 
 

 

 Terms/Abbreviations 

 

 

 

UTS GSW Universal Terminal Server 

 

SSH Secure Shell Version 2 

 Always refers to SSH version 2 (SSHv2) except where noted 

 

SSH SHIELD This is the application and interface installer for the GSW SSHv2 Interface 

 

SSH SHIELD Certificate Mapping Tool 

 This is the GSW GUI tool that is used when configuration and managing the   

mapping of Digital Certificates, Public Keys and CTLôs. 

Often called the GSW Mapping Tool or GSW Certificate Mapping Tool. 

 

Telnet Server Unless noted otherwise this refers to the GSW UTS with the default Telnet 

Protocol 

 

Windows Refers to Microsoft Windows Operating Systems NT 4.0/XP/ 

VISTA/7/8/2000/2003/2008/R2/2012/R2/2016 unless otherwise noted. 
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Features at a Glance  

Offering Secure Remote Logon, Secure Data Exchange, Secure Network Services and Secure Access to your Application 

on an Insecure Network. 

Georgia SoftWorks SSH Server  

¶ Complete Data Stream Encryption  
AES-256, 3DES, and other ciphers supported (see below) 

¶ Easy to Install and Use 
Defaults provide strong encryption 

 No Certificate provision required (However, available if you want it) 

¶ Automatic Generation and installation of RSA, DSA and ECDSA Host Keys 

¶ Host Fingerprints file holds key fingerprints for all host keys offered for server-to-client authentication.  

¶ FIPS 140-2 Compliant Option 

¶ IPv6 Support 

¶ Integrated with GSW UTS feature set including GUI Configuration Tool 

¶ Perfect Support for ALL PC Keys and International Characters 

¶ GSW SSH Clients for Windows Desktops, PPC 2003, Windows CE .Net 4.2+, Windows Mobile (WM5)+ class 
devices. 
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Elliptic Curve Cryptography Support for  
¶ Server-to-client authentication 

¶ Key Exchange 

¶ Public key authentication 

¶ Host Key types  
¶ órsa - sha2 - 512ô 

¶ órsa - sha2 - 256ô 

¶ óecdsa- sha2 - nistp521ô 

¶ óssh- r saô 

¶ óssh- dssô 

¶ Key Exchange algorithm  
¶ ócurve25519 - sha256 @libssh.org ô 

¶ ócurve25519- sha256 ô 

¶ ódiffie- hellman - group - exchange - sha256ô 

¶ ódiffie - hellman - group14 - sha256ô 

¶ ódiffie - hellman - group1 6- sha512 ô 

¶ ódiffie- hellman - group18 - sha512 ô 

¶ óecdh- sha2 - nistp521ô 

¶ óecdh- sha2 - nistp384ô 

¶ óecdh- sha2 - nistp256ô 

¶ óext- info - cô 

¶ ódiffie- hellman - group - exchange - sha1ô 

¶ ódiffie- hellman - group - 14- sha1ô 

¶ ódiffie- hellman - group1 - sha1ô 

¶ HMAC algorithms 
¶ óhmac- sha2 - 512- etm@openssh.com ô 

¶ óhmac- sha2 - 256- etm@openssh.com ô 

¶ óhmac- sha2 - 512ô 

¶ óhmac- sha2 - 256ô 

¶ óhmac - sha1ô 

¶ óhmac- sha1 - 96ô 

¶ óhmac- md5ô 

¶ óhmac- sha1 - etm@openssh.comô 

¶ Ciphers 
¶ óchacha20- poly1305@openssh.com ô 

¶ óaes256- gcm@openssh.comô 

¶ óaes128- gcm@openssh.comô 

¶ óaes256 - ctr 1ô 

¶ óaes128- ctr 2ô 

¶ óaes192- ctr 3ô 

¶ ó3des- ctr 4ô 

¶ óaes256- cbcô 

¶ óaes192- cbcô 

¶ óaes128- cbcô 

¶ ó3des- cbcô 

¶ óblowfish- cbcô 

¶ órijndael256- cbcô 

¶ órijndael192- cbcô 

¶ óRijndael128- cbcô 

¶ órijndael- cbc@lysator.liu.seô 

¶ ócast128- cbcô 

 
 

                                                           

1 Ciphers - aes256-ctr when used with hmac-sha2-256-etm@openssh.com or hmac-sha2-512-etm@openssh.com 

2 Ciphers - aes128-ctr when used with hmac-sha2-256-etm@openssh.com or hmac-sha2-512-etm@openssh.com 

3 Ciphers - aes192-ctr when used with hmac-sha2-256-etm@openssh.com or hmac-sha2-512-etm@openssh.com 

4 Ciphers - 3des-ctr when used with hmac-sha2-256-etm@openssh.com or hmac-sha2-512-etm@openssh.com 
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Plus GSW Digital Certificate Based Authentication 
 

¶ Public Key Authentication with Microsoft IIS like certificate to user account mapping 

¶ óOne-to-oneô and óMany-to-oneô mapping methods that also support supports certificate trust lists 
(CTL). 

¶ Certificate mapping tool also supports public key to user account mapping 

¶ Single Sign On through NTLM and Keberos over GSSAPI (ógssapi-with-micô) 

¶ Certificate based authentication through: 

¶ óx509v3-sign-rsaô and óx509-sign-dssô public key authentication standards 

¶ Integrated with the Microsoft Certificate Stores 
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Overview  

The GSW Secure Shell (SSH) Server provides Secure Remote Access to your Windows Host including 

Secure Remote Logon, Data Exchange, and Access to your Application on an Insecure Network 

Thank you for purchasing the Georgia SoftWorks (GSW) SSH Server for Windows 

7/8/VISTA/2008/R2/2012/2016, NT/XP/2000/2003. The GSW SSH Server provides unparalleled 

performance and includes the powerful features needed to achieve operational objectives in demanding 

commercial and industrial environments. The growing concern that sensitive data must not be available to 

unauthorized third parties demands that a client can securely access the remote server. This is especially 

important for RF access to a server. 

Strong ñEnd-to-Endò encryption is employed with the GSW SSH Server.  No clear text username and 

passwords are transmitted across the network.  No clear text application data is transmitted across the 

network. All the data is encrypted using the strongest encryption available to provide complete 

confidentiality.   

A Federal Information Processing Standards Publication (FIPS) 140-2 compliant option is available and 

may be purchased for the GSW SSH Server.  This standard specifies the security requirements that will be 

satisfied by a cryptographic module utilized within a security system protecting sensitive or valuable data. 

This option is available to Federal agencies, including the US Military. The option is also available for 

purchase by other organizations such as state governments, educational and research institutions, 

commercial businesses and other entities with the need or desire to comply with this security requirement 

for cryptographic modules standard. 

The GSW SSH Server is useful in a wide variety of environments that require Secure Remote Access and 

Strong Encryption that include: 

¶ RF Application, Barcode Scanner, etc. (Warehousing, Inventory, Medical, etc.)  

¶ SAP AGõs SAPConsole  

¶ HighJump, QAD and more 

¶ Application Service Providers (ASP), Legacy Applications 

¶ System Administration, Software Development and more! 

¶ The GSW Business Tunnel is an excellent client application for the GSW SSH Server providing secure 
web browsing, email access, RDP and much more. 

http://www.georgiasoftworks.com/products/tunnel/tunnel.php
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The GSW SSH provides SSH (SSH version 2) operation rather than the older iteration SSH1 (SSH 

version 1) operation. In addition to being faster, smaller and more flexible, SSH provides significant 

security improvements. Even though SSH1 implementations exist, they are becoming fewer and are 

usually not recommended. GSW has chosen to provide the strongest, fastest and version of SSH ï 

SSHv2.  

 

An extremely important aspect of the GSW SSH Server is the ease of installation. Complex and 

lengthy security configuration has been either eliminated or reduced to a minimum in order to get your 

application up and running fast without forsaking performance or compromising desired security. You 

do not have the administrative complexity of public/private keys and certificates when using the GSW 

SSH Server default settings. 

 

Secure Remote Login, Secure Access to the Application and ensuring Data Integrity are the primary 

areas for concern when securing an application and the GSW SSH Server is optimized to address 

these needs. 

 

Strong Authentication 

The GSW SSH Server offers the Strongest Authentication features available for Windows. 

In addition to User Name/Password Authentication, the GSW SSH Server for Windows offers Public Key 

Authentication with a GUI Internet Information Server (IIS) like certificate to user account mapping. This 

includes óOne-to-oneô and óMany-to-oneô mapping methods and also supports certificate trusts lists (CTL). 

This mapping works with all user accounts including accounts defined in the Active Directory. Additionally 

the GSW GUI mapping tool allows public key to user account mapping.  

To learn more about GSW Digital Certificate Based Authentication, please visit the GSW website: 

http://www.georgiasoftworks.com/products/ssh2/ssh_authentication_x509v3.php 

 

Secure Remote Login 

The GSW SSH Server only allows connections from SSH clients.  This ensures that all user data is 

encrypted prior to leaving the local client device. The data is decrypted at the remote GSW SSH Server. 

This includes authentication data such as the username and password that is required to login to the remote 

server. The encryption is transparent, and thus the user will not perceive much, if any, variance between 

operation of a telnet and SSH client. 

The SSH connection ensures that the Login and Authentication data is encrypted so that a malicious party 

cannot intercept the sensitive information. 

http://www.georgiasoftworks.com/products/ssh2/ssh_authentication_x509v3.php
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Secure Access to Your Application (Secure Data Exchange) 

Since the connection between the SSH client and the GSW SSH Server is encrypted, the data transmitted is 

not readable by unauthorized parties.  When the User is authenticated, a shell is started (cmd.exe), where the 

user can perform remote command execution or start applications. All data transmitted between the client 

and the server is encrypted. No one can ñsnoopò the connection and intercept clear text data because none 

exists! 

Data Integrity  

Data Integrity is essential for secure data exchange.  The data received must be exactly the same as the data 

sent; otherwise an unauthorized party may have modified the data during the transmission. The SSH 

Transport layer ensures that the data received has not been modified from the data sent. This is 

accomplished by including a message authentication code (MAC) with each packet transmitted. The MAC 

is determined prior to encryption using the contents of the packet, a ñShared Secretò between the SSH client 

and SSH server and a packet sequence number.  
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Ease  of Use  

   

Many of the complex and lengthy configurations issues are automatically defined by the GSW SSH 

Server. It has been observed that an overwhelming majority of customers do not need nor desire to set 

every possible option available for SSH Security.   

 

Most customers want the strongest security that is practical to implement. Through much dialog with 

our resellers and customers who use RF environments a main theme emerged. The requirement to 

ñKeep it secure ï simplyò was paramount.  

 

The installation of the GSW SSH Server is very quick. You will have users connecting with the 

security of powerful SSH encryption much sooner than expected. 

 

¶ No Encryption Method has to be specified. 

Many environments must ensure that the Windows Username and Password are encrypted as 

well as the data. GSW SSH Server provides complete confidentiality by defaulting to a very 

strong encryption method.  

 

The GSW SSH Server defaults to the following: 
 

Host Key Algorithms: rsa - sha 2- 512 , rsa - sha2 - 256 , ecdsa - sha2 - nistp521 , ssh - rsa,  

ssh - dss  

 
KEX algorithms : curve25519 - sha256,curve25519 - sha256@libssh.org,diffie -

hellman - group18 - sha512,diffie - hellman - group16 - sha512,diffie - hellman - group -

exchange - sha256,diffie - hellman - group14 - sha256,ecdh - sha2 - nistp521,ecdh - sha2 -

nistp384,ecdh - sha2 - nistp256,diffie - hellman - group - exchange - sha1,diffie -

hellman - group14 - sha1,diffie - hellman - group1 - sha1  

 

Ciphers : aes256 - gcm@openssh.com,chacha20 - poly1305@openssh.com,aes256 -

ctr,aes192 - ctr,3des - cbc,aes128 - ctr,aes128 - gcm@openssh.com,aes256 -

cbc,rijndael256 - cbc,rijndael - cbc@lysator.liu.se,aes192 - cbc,rijndael192 -

cbc,aes128 - cbc,rijndael128 - cbc,cast128 - cbc,blowfish - cbc  

  

MACs: hmac - sha2 - 512 - etm@openssh.com,hmac - sha2 - 256 - etm@openssh.com,hmac - sha2 -

512,hmac - sha2 - 256,hmac - sha1 - etm@openssh.com,hmac - sha1,hmac - sha1 - 96,hmac -

md5,none  

  
Public Key Algorithms : rsa - sha2 - 512, rsa - sha2 - 256, ssh - ed- 25519,ssh - rsa, 

ssh - dss  

 

AES-256 is the generally accepted strongest encryption standard offered by SSH ï it is the 

Advanced Encryption Standard using a 256 bits cryptographic key. This is also known as the 

Rijndael algorithm which is a symmetric block cipher capable of using cipher keys that have 

128, 192 and 256 bit lengths to process data blocks of 128 bits.  
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The GSW SSH server can be configured to refuse a connection if the SSH client can not 

operate with AES-256. Weaker encryptions only compromise the security of the connection so 

only the strongest encryption can be configured to ensure the strongest protection - while 

maintaining exceptional performance.  AES-256 encryption is available on almost all SSH 

clients. Of course other encryptions are supported such as 3DES. The GSW SSH Server will 

negotiate with the client to agree on the algorithm unless configured otherwise. 

 

¶ No manual installation of certificates needed 

Additionally, it has been identified that in many cases the administrative requirements for 

public and private certificate installation are not needed or desired. Using traditional, manual 

methods the installation of certificates on RF devices can be complex and cumbersome.  No 

public/private key generation or administration is required.  

 

However, those with the requirements can take full advantage of the security offered by Digital 

Certificates and Public Keys using the innovative and easy to use SSH Shield Certificate 

Mapping Tool. 

 

 

Component Architecture  

The GSW SSH is composed of: 

Á The GSW Universal Terminal Server (UTS) 

Á The GSW SSH Shield 

The GSW UTS is the software module that contains the core software for the GSW Server products, and 

the majority of the Advanced Features for the GSW Server Products   

 

Figure 1: GSW Server Products Block Diagram 
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The GSW UTS standard option for the Protocol and Interface is the Telnet Interface. This configuration is 

marketed and sold as the GSW Telnet Server. 

 

Figure 2: GSW Telnet Server Block Diagram 

 

 

 

The GSW UTS SSH interface is installed by applying the GSW SSH Shield to the GSW UTS. The 

GSW SSH Shield disconnects the Telnet Protocol Interface and installs the SSH Interface. 

This configuration is marketed and sold as the GSW SSH Server 

 

Figure 3: GSW SSH Server Block Diagram 
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Installation  

Overview  

When you purchased the GSW SSH Server you either: 

 

a. Own a GSW Telnet Server  (UTS) and are upgrading to the  SSH Server  

 OR 

b. A new customer purchasing the GSW SSH Server4. 

 

 

If you own a GSW Telnet Server and are upgrading to the SSH Server then: 

a. You must have GSW Telnet Server Version 6.50 or higher to install the SSH Shield. The 

Telnet Interface becomes disabled when the SSH Shield is installed. If you have an older 

version then you will need to upgrade to the Version 6.50 or higher before you can apply the 

SSH Shield. 

b. Next install the GSW SSH Shield 

c. Register the GSW SSH Server. 

 

If you are purchasing a new GSW SSH Server then: 

a. You will receive the current version of the GSW Telnet Server. Install the GSW Telnet Server 

according to the Installation Instruction in the GSW UTS User Manual. You do not need to 

register the Telnet Server at this time. Registration takes place after the installation of the 

GSW SSH Shield. 

b. Next install the GSW SSH Shield 

c. Register the GSW SSH Server. 

 

NOTE: The GSW SSH Server requires registration. The registration for the GSW UTS is not 

sufficient for the GSW SSH Server.  

 

                                                           

4 In conjunction with the GSW UTS Server 
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Procedure  

 

Installation of the GSW SSH Server software is simple and quick. From Windows 

7/8/2008/R2/2012/R2/2016, NT/XP/VISTA/2000/2003, perform the following: 

1. Run the setup program (sshshld.exe). The Welcome screen of the setup program is displayed and 

you are reminded and urged to exit all windows programs before continuing. You are also 

reminded that you must have administrative privileges to install this program. Click Next. 

 

 

Figure 4: Installation Welcome Screen 
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1. A screen is displayed indicating the folder where the GSW SSH Shield will be installed. The 

default is: 

C: \ Program Files \ Georgia SoftWorks \ Georgia SoftWorks SSH SHIELD.   

You may change the installation directory at this time.  Note: Make sure that the users of the SSH 

Server have full access to the installation directory. 

 

 

Figure 5: Installation ï Choose Destination Folder 

 Select the Program Folder for the SSH Server. Click  Next. 



 

 

 

 

G S W  S S H  S E R V E R  
 

ò K E E P  I T  S E C U R E  ð S I M P L Y ó 

 

A U G U S T  9 ,  2 0 1 8  

 

23   

 

2. A shell opens a window with installation status lines similar to the figure below. 

 

 

Figure 6: Installation ï Command Shell Status Lines 

3. Now the Setup is complete! Click Finish and Now itôs time to register the SSH Server! 

 

 

Figure 7: Installation Complete 
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Please view the readme.txt  file as it may contain late breaking information about the SSH Server that 

has not yet made it into the User Manual. Release notes are also contained in the readme.txt  file.  

 

 

Figure 8: GSW UTS Program Group 

Installation will result in the Georgia SoftWorks program group item ñInstallation Statusò showing 23GSW 

SSH as installed. Additionally, the version of the GSW SSH Shield is displayed along with the status of the 

server and other Georgia SoftWorks software that may be installed. 

 

Figure 9: SSH Installation Status (Your version will be shown in the fields above) 
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Registration  

The GSW SSH Server is licensed for a single server. The license must be activated for the software to 

operate. To activate the license a valid Serial Number is required and is examined periodically by the 

SSH Server software. The Serial Number also allows new versions to be downloaded and installed for 

the duration of your subscription plan. 

 

Two methods exist to obtain a valid Serial Number. 

 

1. Registration via Floating License 

The Serial Number is pre-programmed into a specific hardware key that came with your 

purchase. The hardware key connects to a parallel or USB port on the server. See page 25 for 

details on registration via the Floating License. 

 

2. Registration via Software Serial Number. 

This method exists for environments that do not support Parallel or USB ports. In brief this 

entails providing GSW with a machine specific Product ID. A Serial Number is generated 

based on the Product ID. This is usually performed via the GSW Ticket System, however is 

some cases email, fax or telephone. See page 32 for details on Software registration. 
 

Floating License ð Overview  

The Georgia SoftWorks Floating License provides the flexibility to rapidly move the GSW SSH Server 

from one machine to another.  If you are unable to use the Floating License - skip this section and go to the 

section on Registration via Software Serial Number on page 32. 

NOTE: When a SSH Server Pack is purchased (SSH Server and GSW Telnet Server), the same physical 

Floating License will contain valid Serial Numbers for both products. 

With the Floating License NO software registration is required for the SSH Server to operate.  

Common scenarios where the Floating License is useful include: 

¶ Laboratory usage in a development or test environment where the SSH Server is required for 

short periods of time on any particular machine and then moved to a new machine. 

¶ Backup Servers in a production environment. Typically multiple SSH Servers are purchased for 

backup systems, however with a Floating License the Hardware Key can be quickly moved from 

the primary machine to the backup without any other registration requirements. 

¶ Environments where a failed server must be replaced or rebuilt and immediately restored to 

operation with full SSH Server capability. 

The Georgia SoftWorks Floating License is a hardware key that connects to a female parallel port 

connector or USB Port on the server. The parallel port Floating License does not impact functionality of the 

port for other uses. The parallel hardware key acts as a pass-through allowing normal connections to the 

other side of the key.  
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The Georgia SoftWorks Floating License is a hardware key that can be ordered for a Parallel or USB Port. 

Parallel Port Floating License USB Floating License 

 
Figure 10: Floating License ð Parallel Port 

The Parallel Port Floating License is a Pass Through allowing 

normal function of the port. 

 
Figure 11: Floating License - USB Port 

Not attached to a Server 

 

The Parallel Port Floating License connects to a female parallel 

port on the server and does not impact functionality of the port for 

other uses. It acts as a pass though allowing normal connections to 

the other side of the key. 

 
USB LED Lights when Installed 

 

Figure 12: Floating License - Hardware Key 

The SSH Server will recognize the presence of the key and activate the software with the proper date for 

which free version upgrades can be obtained. It does not matter which parallel or USB port on the server 

the Hardware Key is installed, as all ports will be scanned for the installation of the key.  

The Floating License currently is installed using the manufacturer SafeNet, previously Aladdin of the 

hardware keyôs setup program. It is described below. The name of the hardware key is HASPHL and you 

will see it displayed in the setup screens. The best drivers for the HASP4 are the HASP HL drivers.  
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Floating License ð Hardware Key Installation Instructions  

 

Note: If you are using a USB Floating License on a Windows NT system - run the file 

aksnt4usb.exe prior to the following steps.  

Note: Install the Floating License drivers before plugging into the USB port. 

1. Copy the files from the Floating License folder (hardkey) on the provided CD to the hard drive on 

your server.  

2. Run the HASPUserSetup.exe program and follow the installation instructions.  After installation of 

the hardware key install the GSW SSH Server as described on page 20 (if it is not already installed).  

3. If you have User Account Control enabled you may get a prompt that says ñDo you want to allow 

the following program to make changes to this computer?ò Click Yes 

 

Figure 13: User Account Control 
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4. You will first see the SafeNet (formerly Aladdin) initial Welcome Screen. 

 

Figure 14: SafeNet welcome screen - computing space requirements 

5. You will first see the SafeNet  complete Welcome Screen, Click Next 

 

Figure 15: SafeNet welcome screen - second part 
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6. The next screen displayed is the SafeNet License Agreement screen.  

 

Figure 16: SafeNet License Agreement   

7. Read the license agreement and select ñI accept the license agreementò, and then Click Install . 

 

Figure 17: SafeNet License Agreement - Read and Accept 
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8. The SafeNet Ready to install screen is displayed. Click Next. 

   

Figure 18: SafeNet ï Ready to Install 

9. The SafeNet Updating System screen is displayed. 

 

Figure 19: SafeNet Validating Install 
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10. The SafeNet Successfully Installed Screen is displayed. Click Finish. 

 

Figure 20: SafeNet Successful Installation 

11. Plug the hardware key onto the parallel or USB port on the server. 

NOTE: On some systems you may have to reboot the server after installation. If the Floating 

License is not recognized (by the UTS) after installing the driver, please reboot the server. 

 

Uninstall Floating License ï (Hardware Key) 

 

In the event that you need to uninstall the Floating License (SafeNet HaspHL) please use the Windows 

Control Panel Add/Remove Programs administrative utilities. 

 

NOTE:  Removing or uninstalling the Floating License will disable the GSW UTS Server. 
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Registration via Software Serial Number  

To run the GSW SSH Server you must first register the software. (This registration is NOT required if you 

installed the Floating License, Page 25) Registration via Software Serial Number entails just a few steps 

that involve obtaining the Product ID and providing this Identification to Georgia SoftWorks so a Serial 

Number can be generated. Georgia SoftWorks will provide you with the Serial Number based on the 

Product ID. When you enter the Serial Number into the Registration Tool, click Register. 

NOTE:  Read System Signature chapter at the end of manual (page 115).  

How to Register the Software  

To run the registration software -  

¶ Select the Start button on the task bar; select Programs, then Georgia SoftWorks UTS Server and 

right click on Registration and Run as Administrator.  

Prior to registering the SSH Server, a reminder dialog is presented indicating that the SSH Shield is not 

registered. 

 

Figure 21: Registration ï SSH Shield is not registered for use 

 

The GSW SSH Server will be fully functional for a Trial Period of 30 days without requiring registering 

when installed for the first time on a system.  Click OK 

IMPORTANT NOTE : If you already own a GSW Telnet Server and you want to run a 30 day trial of the 

GSW SSH Server then you will need to request a 30 day trial serial number from Georgia SoftWorks.  

Please save a copy of the current SERIAL NUMBER for your telnet server prior to installing a 30 day trial 

GSW SSH Server. In the event that you do not purchase the GSW SSH Server prior to the expiration of the 

trial, you will need to apply your original serial number to re-activate the original GSW Telnet Server.
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Next, the registration screen is displayed. The Registration program automatically fills in the Product 

Information fields as shown in the figure below. Complete the Customer Information fields as shown in the 

figure below. 

Note: The Product Information Name and Version must contain valid data or it will not generate a correct 

Product ID. 

 

Figure 22: GSW Registration - Initial Screen 

Note that the Customer Information and Serial Number in the Registration Information may be already 

filled. This will be the case if the GSW UTS has previously been registered and operating as the GSW 

Telnet Server. 

The registration information must be provided to Georgia SoftWorks to obtain the Serial Number. Several 

methods are available for your convenience.  

 

1. Please complete the Customer Information, including the Purchased From and the Application 

software fields in the Registration Screen.  

The registration information must be provided to Georgia SoftWorks to obtain the Serial Number. Several 

methods are available for your convenience.  
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2. Go to: http://www.georgiasoftworks.com/support_ost/open.php to submit a ticket for Registration. 

Complete necessary fields and attach the file you saved in the previous step. - Preferred method. 

OR 

1.  Email the file to registration@georgiasoftworks.com 

2.  Print the information and Fax it to Georgia SoftWorks- 706.265.1020 

Once Georgia SoftWorks receives the information, we can generate a Serial Number on demand and will 

send it to you. You may close the registration program at this time. 

3. When the Serial Number is provided run the Registration Program (see page 32) again and enter the 

Serial Number. The easiest method to get the serial number is to highlight the returned Serial 

Number and copy (ctrl - c). Then position the mouse in the Serial Number field in the 

Registration Information box and paste (ctrl - v).   

 

Figure 23: Registration - Serial Number Applied 

http://www.georgiasoftworks.com/support_ost/open.php
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4. Click Register. 

 

Figure 24: Registration Successful Screen 

 

5. Click OK . 

 

Now the software is registered.  

You will notice that in this case the Parameter field in the registration form is set to 3000, SSH Shield. This 

indicates that the SSH Server is installed and registered and is enabled for 3000 sessions. 

 

Figure 25: Registration Verification 
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If you have purchased the Federal Information Processing Standards Publications (FIPS 140-2) option, you 

can verify that it is enabled by viewing the registration screen as shown below in Figure 26. Please note that 

the GSW SSH Server must be installed for the FIPS option to be available. GSW True FIPS 140-2 

compliant connections can be identified using the GSW Session Administrator in the GSW UTS Server. 

Please see the GSW UTS Users Guide for further details.  

 
 
Figure 26: Registration - Verify that FIPS 140-2 is Enabled 

 

IMPORTANT:  READ SYSTEM SIGNATURE CHAPTER AT END OF MANUAL (page 115). 

You may now run the Georgia SoftWorks SSH Server. Note that you will be able to obtain Free Updates 

until the date specified. 
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GSW SSH  Server  

After Installation and Registration the GSW SSH Server is ready to use.  

You can further configure the SSH Server to use more advanced features as needed. See page 44. Power 

configuration options for the SSH Server are implemented as common Universal Terminal Server 

configuration parameters. See User Manual for the GSW Universal Terminal Server for information on the 

powerful features available to the GSW SSH Server.   

Using the Installation Status Program Item within Georgia SoftWorks UTS program group, you can 

view the Installation Status of the GSW UTS and SSH Server.  

 

 
 
Figure 27 - GSW Software Installation Status Tool 

http://www.georgiasoftworks.com/docs/UTS/UTS_usersguide.php
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The Windows Services Utility can be used to view and alter the status of the GSW SSH and the GSW 

UTS services. 

 

 
 

Figure 28: Control Panel - GSW SSH Services Started 

The Georgia SoftWorks GSW_SSHD service and the Georgia SoftWorks Universal Terminal Server 

should both have a status of Started and a Startup Type of Automatic. 

 

Using the Windows Services utility is the recommended method to start and stop the GSW services 

when required. 
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GSW FIPS 140 -2 Compliant Option  

GSW provides a Federal Information Processing Standards Publication (FIPS) 140-2 compliant option for 

those entities with requirements to meet cryptographic module security standards to protect sensitive and 

valuable data. FIPS standards are either mandated or recommended for use in federal government 

information technology (IT) systems. 

Georgia SoftWorks undertook a purposed and specific development effort in order to provide required 

FIPS 140-2 compliant SSH server and client software to the United States Military.  Having completed this 

task, GSW is able to make this software available to other branches of the Federal government as well as 

State governments and other institutions including research, educational and commercial.  

Software Requirements  

In addition to the development required for FIPS 140-2 compliance of the GSW server and client software, 

the GSW mobile clients must run on an operating system that is FIPS 140-2 certified or provides a 

cryptographic module that has been certified.  

In order for your SSH connections to be FIPS 140-2 compliant you must ensure that you have the minimum 

GSW software versions as well as the proper Windows Mobile/CE operating system version.  

Software Requirements for FIPS Compliancy 

 

GSW Software Version   Certificate 

GSW UTS Server 

GSW SSH Server 

7.50+   #918 

#918 7.50+   

GSW Desktop Clients 7.50+   #918 

GSW CE/Mobile Clients 7.50+   #560,# 825 

     
Table 1: GSW Software versions required for FIPS 140-2 

Required Device Operating System  for Mobile/CE Clients    Certificate 

Windows CE 5.0 

Depends on Vendor 

- Made available to OEMs via Windows Update 061211_KB911762 

   #560 

Windows Mobile 5.0    #560 

Windows CE 6.0    #825 

Windows Mobile 6.0+    #825 

     
Table 2: Device Operating System Versions Required for FIPS 140-2 

The significant aspect of the client device operating system is that the version of the cryptographic 

module rsaenh.dll must be NIST (National Institute of Standards and Technology) certified, which 

begins with build 14343.0.0. With Windows CE 5.0 extra attention should be taken to ensure the 

version of rsaenh.dll. This may require contacting the device vendor to determine the correct version 

number of that cryptographic module. 

http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140crt/140crt918.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140crt/140crt918.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140crt/140crt918.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140crt/140crt560.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140crt/140crt825.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140crt/140crt560.pdf
http://csrc.nist.gov/publications/PubsFIPS.html
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140crt/140crt825.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140crt/140crt825.pdf
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Enable Option  

FIPS 140-2 must be enabled on both the GSW SSH server and the GSW clients to complete a FIPS 140-2 
compliant connection.  

 

 Figure 29: GSW True FIPS 140-2 Connection ð Server and Client 

ENABLE FIPS 140 -2 ON SSH  SERVER  

Proper registration will enable the FIPS option on the SSH Server.  View the registration tool to ensure the 

GSW SSH Server is registered with the FIPS option enabled.  Select the Start button on the task bar; select 

Programs, then Georgia SoftWorks UTS and then Registration. The current registration information is 

displayed. 

 

Figure 30: FIPS 140-2 Option Enabled 

In the Parameter  field you will observe the number of concurrent sessions allowed followed by the text 

ñSSH Shieldò indicating that the GSW SSH server is licensed and FIPS indicating that the FIPS 140-2 

option is enabled.  
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ENABLE FIPS 140 -2 ON GSW MOBILE/CE and DESKTOP CLIENTS  

 

GSW Desktop Client 

Use the ñïi ò command line parameter when launching on GSW Desktop clients to enable FIPS 140-2 

option. Please see the UTS userôs guide for a description and examples of desktop client command line 

options.  

When FIPS 140-2 enabled GSW desktop clients are launched  you will receive a banner indicating that the 

ñ- i ò command line parameter was issued by the client. 

 

Figure 31: Desktop Client "-i" option issued 

Please note that to have a both ends (client and server) FIPS 140-2 compliant, FIPS 140-2 must be enabled 

on the GSW SSH Server too. 

 

 

 

 

 

 

http://www.georgiasoftworks.com/docs/UTS/UTS_usersguide.pdf
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GSW Windows Mobile/CE Clients 

Enable FIPS140-2 on GSW Mobile/CE clients via the Encryption list box. The Mobile/CE device 

screen that you see will be similar to the ones below. 

 

 

 
Figure 32: Enable FIPS 140-2 on GSW Mobile Clients 

 

Please note that to have a both ends (client and server) FIPS 140-2 compliant, FIPS 140-2 must be enabled 

on the GSW SSH Server too. 
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FIPS 140 -2 Connections  

 

Using the UTS Session Administrator you can verify True GSW FIPS 140-2 compliant connections. An 

asterisk ñ*ò will be prepended to the user name for connections that are FIPS 140-2 compliant for both the 

client and the server.  

The possibility exists that a third party client may be FIPS 140-2 compliant but it cannot be verified unless it is a 
GSW client.  

 

Figure 33: Verify FIPS 140-2 Compliant Connections 
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