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Typographic Conventions

Italics: are used to emphasize certain words, especially new terms or phheses w
they are introduced.

Initial Caps Bold: Words that appear in initial caps boldface represent menu options, buttons,
icons or any object that you may click.

Courier : This font represents anything you must type.
"<enter>" This represents the enteryke
Terms/Abbreviations

UTS GSW Universal Terminal Server

SSH Secure Shell Version 2

Always refers t&SSH version 2 (SSHy2xceptwhere noted
SSH SHIELD This is theapplication and interface installer for the GSW SSHv2 Interface

SSH SHIELD Cerficate Mapping Tool
This is the GSW GUI tool that is used when configuration and managing the
mapping of Digital Certificates, F
Often called the GSW Mapping Tool or GSW Certificate Mapping Tool.

Telnet Server Unless noted otherwasthis refers to the GSW UTS with the default Telnet
Protocol
Windows Refers to Microsoft Windows Operating Systems ANG/XP/

VISTA/7/8/200020032008R2/2012R2/2016unless otherwise noted.

10
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Features at a Glance

Offering Secure Remote Logon, Secur@®dExchange, Secure Network Services and Secure Access to your Application
on an Insecure Network

Georgia SoftWorks SSH Server

1 Complete Data Stream Encryption
AES-256, 3DES, and other ciphers supported (see below)

1 Easy to Install and Use

Defaults provide strong encryption

No Certificate provision required (However, available if you want it)
Automatic Generation and installation of RSA, DSA and ECDSA Host Keys
Host Fingerprints file holds key fingerprints for all host keys offered for server-to-client authentication.
FIPS 140-2 Compliant Option
IPv6 Support
Integrated with GSW UTS feature set including GUI Configuration Tool
Perfect Support for ALL PC Keys and International Characters
GSW SSH Clients for Windows Desktops, PPC 2003, Windows CE .Net 4.2+, Windows Mobile (WM5)+ class
devices.

E R N
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6di f fhedman -group -14-s halb6

6di f fhedman -groupl -shald
MAC algorithms

6 h masha2 - 512 - etm@openssh.com
6 h masha2 - 256 - etm@openssh.com
6 h masha2-512596
6 h masha2-256 0
6has-shalbo
6
6
o]

o O

6 h masbal-9 6 6
6 h maned 5 6
0 h masbal-et m@openssh. comb

GSW SSH SERVER OKEEP | T SECHUBEMPLYS AUGUST 9, 2018

Elliptic Curve Cryptography Support for

1 Server-to-client authentication

1 Key Exchange

9 Public key authentication

Host Key types 1 Ciphers
Orsa - sha2- 5126 T 6 c hac hpoyIBO5@openssh.com 6
érsa - sha2 - 2566 1 o6 aes 2dm®@openssh.comd
6ecdshm2-ni st p521596 T 6 aes 1g®@openssh.comd
6sshsabd 1 06aes256 -ctr 16
60sstssd T O6aes 1@r8?

ey Exchange algorithm  b6aest@?2%

ocurve25519 - sha256 @libssh.org 6 T 63decHr %
6cur ve 2-5HmA56 0 1T Ob6aes26l6co
6di f flhekman -group -exchange -s h a2 5 € T Odaest@cod
odiffie - hellman -groupl4 -s ha 256 6 T GaesieiBco
odiffie - hellman - groupl 6- sha512 6 T 63decsbcd
6di f ffliekman -groupl8 -sha512 6 T O6bl owf-tbhd
6ecdsha2-ni st p52106 T o6rijndaedR&®
6ecdsha2-ni st p38456 T o6rijndaedio@
6ecdsha2-ni st p2560 T 6RijndaedhHed
6exinfo -co T o6rijndabt@ ysator.|liu.se
6di f fhekman -group -exchange -s ha1ld T Odcast-lh& o

1Ciphers aes25&tr when used withmaesha2256etm@openssh.coar hmaesha2512etm@openssh.com

2 Ciphers aes12&tr when used withmaesha2256etm@openssh.coar hmaesha2512etm@openssh.com

3 Ciphers aes192tr when used withmaesha2256etm@openssh.coar hmaesha2512etm@openssh.com

4 Ciphers 3desctr when used withmaesha2256etm@openssh.coar hmaesha2512etm@openssh.com
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Plus GSW Digital Certificate Based Authentication

Public Key Authentication with Microsoft IIS like certificate to user account mapping

0 @e-to-0 n ealdd 6 M a 4tioyo n enapping methods that also support supports certificate trust lists
(CTL).

1 Certificate mapping tool also supports public key to user account mapping

1 SingleSignOnt hr ough NTLM and Keber owthmived) GSSAPI ( 6¢
1 Certificate based authentication through:

T 6x509gmBsad ansgn-dxS®9publ i c key authentication
1 Integrated with the Microsoft Certificate Stores

f
il
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Owverview

The GSW Secure ShelbGH) Server provides Secure Remote Access to your Windowsitthsting
SecureRemote Logon, Data Exchangand Accesso you Application on an Insecure Network

Thank you for purchasing the Georgia SoftWorks (GSV8BH Server for Windows
7/BNVISTA/2008/R220122016 NT/XP/20002003. The GSWSSH Server provides unpdieed
performance and includes the powerful features needed to achieve operational objectives in demanding
commercial and industrial environments. The growing concern that sensitive data must not be available to
unauthorized third parties demands thatientcan securely access the remote server. This is especially
important for RF access to a server.

StrongoEMmEmd encryption i s S&HBprlen We dearviexttusernamb and GS W
passwords are transmitted across the network. No cldaagphcation data is transmitted across the
network. All the data is encrypted using the strongest encryption available to provide complete
confidentiality.

A Federal Information Processing Standards Publication (FIPS2 té@npliant options availabé and

may be purchased for the GS¥$HServer. This standard specifies the security requirements that will be
satisfiedby a cryptographic module utilized within a security system protecting sensitive or valuable data.
This option is available to Federayencies, including the US Militaryrhe option is also available for
purchase byother organizations such as state governments, educational and research institutions,
commercial businesses and other entities with the need or desire to comply withutfiis reerirement

for cryptographic modules standard.

The GSWSSHServer is useful in a wide variety of environments that require Secure Remote Access and
Strong Encryption that include:

1 RF Application, Barcode Scanner, etc. (Warehousing, Inventory, &eglica
1 SAP AGO6s SAPConsol e

1 HighJump, QAD and more

1 Application Service Providers (A&BYacy Applications

i System AdministraticdBpftware Development and more!

1

The GSW Business Tunnglan excellent client application for the GSW SSH Server providing secure
web browsing, email access, RDP and much more.

14
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The GSWSSHprovidesSSH(SSH versior?) operation rather than the older iteration SSH1 (SSH
version 1) operation. In addition to being faster, smaller and more fle$Bleprovides significant
security improvements. Even though SSH1 implementations exist, they are becoming feaver and
uswally not recommendedsSW has chosen to provide the strongest, fastest and version of SSH
SSH/2.

An extremely important aspect of the GS8HServer is the ease of installation. Complex and

lengthy security configuration has been either eliminatedduaed to a minimum in order to get your
application up and running fast without forsaking performance or compromising desired security. You
do not have the administrative complexity of public/private keys and certificates when using the GSW
SSHServer dedult settings.

Secure Remote Login, Secure Access to the Application and ensuring Data Integrity are the primary
areas for concern when securing an application and the &3W\&erver is optimized to address
these needs.

Strong Authentication
TheGSW SSHsServer offers th&trongest Authentication featur@gailablefor Windows.

In addition to User Name/Password Authentication, the GSW SSH Server for Windows offers Public Key
Authentication withae GUI Internetinformation Serverl(S) like certificateto user account mapping. This

i ncludteean &®na&ntdo deManpappi ng met hods and al)so sujy
This mapping works with all user accounts including accounts defined in the Active DirAdditionally

the GSW GUI mappimtool allowspublic keyto user account mapping.

To learn more about GSW Digital Certificate Based Authenticatlease visithe GSWwebsite:

http://www.georgiasoftworks.com/products/ssh2/ssh_authentication_x509v3.php

Secure Remote Login

The GSWSSH Server only allows connections fro®SH clients. This ensures that all user data i
encrypted prior to leaving the local client device. The data is decrypted at the remot8 SFE¥rver.
This includes authentication data such asid@namendpasswordhat is required taolgin to the remote
server. The encryption is transparent, #ngs the user will not perceive much, if any, variance between
operation of a telnet arf®SHclient.

The SSHconnection ensures that the Login and Authentication data is encrypted so that a malicious party
cannotintercept the sensitive information

15
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Seare Access to Your Application (Secure Data Exchange)

Since the connection between 8@&Hclient and the GSW SSH Server is encrypted, the data transmitted is

not readable by unauthorized parties. When the User is authenticated, a shell is starteg) (evhdrexhe

user can perform remote command execution or start applications. All data transmitted between the client
and the server is encrypted. No one can fAsnoopo
exists!

Data Integrity

Data Inegrity is essential for secure data exchange. The data received must be exactly the same as the datz
sent; otherwise an unauthorized party may have modified the data during the transmissis8HThe
Transport layer ensures that the data received has esot modified from the data sent. This is
accomplished by including a message authentication code (MAC) with each packet transmitted. The MAC
is determined prior to encryption usi ngSHtliene con
andS3H server and a packet sequence number.

16
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Ease of Use

Many of the complex and lengthy configurations issues are automatically defined by th8 &$W
Server. It has been observed that an overwhelming majority of customers do not need nor desire to set
every possible option available f&SHSecurity.

Most customers want the strongest security that is practical to implement. Through much dialog with
our resellers and customevbo use RF environments a main theme emerged. The requirement to
AKeepeureitsi snl yo was paramount

The installation of the GSVBSHServer is very quick. You will have users connecting with the
security of powerfuSSHencryption much sooner than expected.

1 No Encryption Method has to be specified
Many environments musheure that the Windows Username and Password are encrypted as
well as the data. GS\WSHServer providesompleteconfidentiality by defaulting to a very
strong encryption method.

The GSW SSH Server defaults tothe following:

Host Key  Algorithms: rsa - sha2- 512, rsa - sha2 - 256, ecdsa - sha2 - nistp521 , ssh - rsa,
ssh - dss

KEX algorithms  : curve25519 - sha256,curve25519 - sha256@libssh.org,diffie -

hellman - groupl8 - sha512,diffie - hellman - groupl6 - shab512,diffie - hellman - group -
exchange - sha256,diffie - hellman - groupl4 - sha256,ecdh -sha2 - nistp521,ecdh  -sha2 -
nistp384,ecdh - sha2 - nistp256,diffie - hellman - group - exchange - shal,diffie -
hellman - groupl4 - shal,diffie - hellman - groupl -shal

Ciphers :aes256 -gcm@openssh.com,chacha20 - polyl305@openssh.com,aes256 -
ctr,aes192 -ctr,3des -chc,aesl28 -ctr,aesl28 -gcm@ognssh.com,aes256 -
cbc,rijndael256 - cbc,rijndael - cbc@lysator.liu.se,aes192 - cbc,rijndael192 -
cbc,aes128 - cbc,rijndaell28 - cbc,cast128 - cbc,blowfish - cbc

MACs hmac - sha2-512- etm@openssh.com,hmac - sha2 - 256 - etm@openssh.com,hmac - sha2 -
512,hmac - sha2 - 256,hmac - shal - eim@openssh.com,hmac - shal,hmac - shal - 96,hmac -
md5,none

Public Key Algorithms . rsa-sha2-512,rsa -sha2-256,ssh -ed-25519,ssh -rsa,
ssh - dss

AES-256 is the generally accepted strongest encryption standard offe&&Haiyit is the
Advanced Encryption Standard usia@56 bits cryptographic key. This is also known as the
Rijndael algorithm which is a symmetric block cipher capable of using cipher keys that have
128, 192 and 256 bit lengths to process data blocks of 128 bits.
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The GSWSSHserver can be configured tefuse a connection if tH&SHclient can not

operate with AES56. Weaker encryptions only compromise the security of the connection so
only the strongest encryption can be configuoeensure the strongest protectiomhile
maintaining exceptional penfmance. AES56 encryption is available on almosta$H

clients. Of course other encryptions are supported such as 3DES. Th&&$Srver will
negotiate with the client to agree on the algorithm unless configured otherwise.

1 No manual installation afertificates needed
Additionally, it has been identified that many casethe administrative requirements for
public and private certificate installatiane notheeded or desiretllsing traditional, manual
methodshe installation of certificates on Riéevicescan be complex and cumbersani¢o
public/private key generation or administration is required.

However, those with the requirements can take full advantage of the security offered by Digital
Certificates and Public Keys using the innovative easly to use SSH Shield Certificate
Mapping Tool.

Component Architecture
The GSWSSHis composed of:

A The GSW Universal Terminal Server (UTS)
A The GSWSSHShield

The GSW UTS is the software module that contains the core software for the GSW Server, jpradlucts
the majority of the Advanced Features for the GSW Server Products

GSW SERVER PRODUCTS

| OO o 5

| Workstations :

PROTOCOL
and
GEORGIA SOFTWORKS
. INTERFACE | APPLICATION
UNIVERSAL TERMINAL SERVER ; SOFTWARE

Ex: SAPConsole
{GSW UTS)

Figurel: GSW Server Products Block Diagram
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The GSW UTS standard option for the Protocol and Interface is the Telnet Interface. This configuration is
markeed and sold as the GSW Telnet Server.

GSW TELNET SERVER

Telnat Clients

O [ — f
o Workstation E TELNET i

GEORGIA SOFTWORKS i
ERFACE | APPLICATION
UNIVERSAL TERMINAL SERVER | SOFTWARE
Ex: SAPConsole

{GSW UTS)

Figure2: GSW Telnet Server Block Diagram

The GSW UTSSSHinterface is installed by applying the GS¥$HShield to the GSW UTS. The
GSW SSH Shield disconnectsthe Telnet Protocol Interface and installs th&SHInterface.
This configuration is marketed and sold as the GG8MServer

SSH Clients GSW SSH2 SERVER

®  Worksjations SSH SHIELD

° SSH2 GEORGIA SOFTWORKS

o INTERFACE APPLICATION
Ex: SAPConsole

LUNIVERSAL TERMINAL SERVER i SOFTWARE
{GSW UTS) i

Figure3: GSWSSHServer Block Diagram
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Installation

Overview
When you purchased the GSS$HServer you either:

a. Own a GSW Telnet $eer (UTS)and are upgrading to th8SHServer
OR
b. A new customer purchasing the GS8HServet.

If you own a GSW Telnet Server and are upgrading t&SidServer then:
a. You must have GSW Telnet Server Version 6.50 or higharstall theSSHShield The
Telnet Interface becomes disabled when3BéiShield is installed. If you have an older
version then you will need to upgrade to the Version 6.50 or higher before you can apply the
SSHShield.
b. Next install the GSWsSHShield
c. Register the GSVBSHSewer.

If you are purchasing a new GS88HServer then:

a. You will receive the current version of the GSW Telnet Server. Install the GSW Telnet Server
according to the Installation Instruction in the GSW UTS User Manual. You do not need to
register the Telneberver at this time. Registration takes place after the installation of the
GSWSSHShield.

b. Next install the GSWsSHShield

c. Register the GSVBSHServer.

NOTE: The GSWSSHServer requires registration. The registration for the GSW UTS is not
sufficient fa the GSWSSHServer.

41n conjunction with the GSW UTS Server
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Procedure

Installation of the GSVBSHServer software is simple and quick. From Windows
7/8/2008R2/2012R2/2016 NT/XP/VISTA/20002003 perform the following:

1. Run the setup program (sshskid. The Welcome screen of the sefupgram is displayed and
you are reminded and urged to exit all windows programs before continuing. You are also
reminded that yomust have administrative privilegtsinstall this program. Clicklext.

) Georgia SoftWorks SSH Shield Setup

Georgia SoftWorks SSH Shield

Welcome to the Georgia Soffworks SSH Shield
Setup program. This program will install Georgia
= SoftWorks 55H Shield on your computer.

Itis strongly recommended that you exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then close any programs you
have running. Click Next ta continue with the Setup program,

WARNING: This program is protected by copyright law and
intemational treaties.

Unautharized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

Figure4: Installation \\élcome Screen
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1. A screen is displayed indicating the foldeherethe GSWSSH Shield will be installed. The
default is:

C:\ Program Files  \ Georgia SoftWorks  \ Georgia SoftWorks SSH SHIELD.

You may change the installation directory at this tirNete: Male sure that the users of t8&H
Server have full access to the installation directory.

Choose Destination Location @

Setup will install Georgia Softworks SSH Shield in the following
folder,

To install to this folder, click Next.

To install to a different folder, click Browse and select another
folder,

‘You can choose not ta install Georgia Softworks SSH Shield by
clicking Cancel to exit Setup.

i~ Destination Folder

C:\.. \Georgia Softworks SSH Shield Browse... I
Cancel I

Figure5: Installationi Choose Destination Folder

Select the Program Folder for t88HServer Click Next.
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2. A shell opens a window witinstallation status lines similar to the figure below

:\Program Files\Georpia SoftWorks\Georgia SofiWorks S5H ShieldVGSW_5SHD. exe - |of ]

ry key For configuration parancters.
A | ex For configuration paran
ully read regis values of configuration parancters.

HD dnstalled

Figure6: Installatiori Command Shell Status Lines

3. Now the Setup is complete! Click Finish addwi ttithesto register th&SHServer!

Selup Complele

Satup has firished instaling Geongia 5 offWorks 55H Shiskd on
WOl Compuber

Selup can launch the Read Ma fils and Geaigia Soffwfaks S5H
Shiedd. Choose the oplions wou want beloe:

Chick Finish bo complete Setup

Figurer: Installation Complete
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Please view theeadme.txt  file as it may contain late breaking information abouSBé&iServer that
has not yet made it into the User Manual. Release notes are also containeshiintigstxt ~ file.

— = | B |l
. = -
——
bl | , = Start Menu » Programs » Georgia SoftWorks UTS - | 3 | Search Georgia SoftWorks UTS 2|
Organize * Include in library + Share with + Burn Mew folder ==+ [ l@l
Mame . Date modified Type Size
[l Certificate Mapping Tool for GSW 55H Shield 4/23/2013 254 PM Shortcut 1KB
(el GS55H Client 4/23/2013 2254 PM Shortcut 2KB
(28 G5 Telnet Client 4/23/2013 2:54 PM  Shortcut 2KB
@ Installation Status 4/23/2013 2:54 PM Shortcut 1KE
@] Order Form 47232013 2:54 PM Shortcut 1KE
[# ReadMe 55H2 4/23/2013 2:54 PM Shortcut 1KB
[# ReadMe UTS 4/23/2013 2254 PM  Shortcut 1KB
Eﬂ Registration 472372013 2:54 PM Shortcut 1KE
(@ Sessicn Administrator 4/23/2013 2:54 PM Shortcut JKB
Eﬂ S5H2 User's Guide 472372013 2:54 PM Shortcut 1KE
@ Uninstall 4/23/2013 254 PM Shortcut 1KB
@ UTS Configuration Tool 472372013 2:54 PM Shortcut 1KE
E:'] UTS User's Guide 4/23/2013 2:54 PM  Shortcut 1KB
13 items
FigureB: GSW UTS Program Group
Il nstallation will result in the Georgi a23Gswf t Wor

SSHas installed. Additionallythe version of the GSW SSH Shield is displayed along with the stahes o
server anather Georgia SoftWorks fware that may be installed.

@) G5W Software Installation Status >
Installed Version Running
Georgia SoftWorks Universal Terminal Server (UTS) [+ | 3.09.0001 - 64 bit [+
Georgia SoftWorks S5H Shield [ | 8,09.0001 ri
Georgia SoftWorks RF DTIO Engine [ | [
Georgia SoftWorks RF FormMaker [ | [
Close

Figured: SSHinstallation Stat¥our version will be shown in the fields above)
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Registration

The GSWSSHServer is licensed for a single server. The license musttivatedfor the software to
operate. To activate the license a v&8g&tial Numbeis required and is examined periodically by the
SSHServer software. The Serial Number also allows new versions to be downloaded and installed for
the duration of your subgption plan.

Two methods exist to obtain a valid Serial Number.

1. Registration via ating License
The Serial Number is prerogrammed into a specific hardware key that came with your
purchase. The hardware key connects to a parallel or USB port omtbe See page5 for
details on registration via the Floating License

2. Registration via Software Serial Number.
This method exists for environments that do not support Parallel or USB ports. In brief this
entails providing GSWvith a machine specific Product ID. A Serial Number is generated
based on the Product ID. This is usually performedhaaGSW Ticket System, however is
some casesmail, fax or telephone. See pa&ffor details on Softwareegistration

Floating License 0 Overview

The Georgia SoftWorks Floating License provides the flexibility to rapidly move the SSMServer
from one machine to anothdf.you are unable to use the Floating Licensg&ip this section and go to the
secton on Registration via Software Serial Number on [@2ye

NOTE: When aSSHServer Pack is purchase8SH Server andsSW Telnet Server), the same physical
Floating License will contaimalid Serial Numbers for both products.

With the Floating LicensBIO software registration is required for t88HServer to operate.
Common scenarios where the Floating License is useful include:

1 Laboratory usage in a development or test environmenihere theSSH Server isrequired for
short perids of time on any particular machine and then moved to a new machine.

1 Backup Servers in a production environment Typically multipleSSHServers are purchased for
backup systems, however with a Floating License the Hardware Key can be quickly moved from
the primary machine to the backup without any other registration requirements.

1 Environments where a failed server must be replaced or rebuilt and immediately restored to
operation with full SSHServer capability.

The Georgia SoftWorks Floating License is ardware key that connects tofemale parallel port
connector or USB Port ondlserver. The parallel port Floatingcénse does not impact functionality of the
port for other uses. The parallel hardware key acts as dhpasgh allowing normal connectis to the
other side of the key.
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The Georgia SoftWorkBloating License is a hardware key that can be ordered for a Parallel or USB Port.

Parallel Port Floating License USB Floating License
FigurelQ Floating LicenseParallePort Figurel1 Floating LicenseJSB Port
The Parallel Port Floating License is a Pass Through allowing Not attached to a Server

normal function of the port.

The Parallel Port Floating License connects teraale parallel
port on the server and does not impact functionality of the port
other uses. It acts apass though allowing normal connections
the other side of the key.

T—
T
USB LED Lights when Installeq

Figure12 Floating License Hardware Key

The SSHServer will recognize the presence of the key and activate the software with the proper date for
which free version upgrades can be obtained. It does not matter which parallel or USB port on the server
the Hardware Key is installed, as@brts will be scanned for the installation of the key.

The Floating License currently is installgsing the manufactur&afeNet, previously Aladdirthe
hardware keyds setup program. |t i s deadyou bed b
will see it displayed in the setup screérise best drivers for the HASP4 are the HASP HL drivers
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Floating License 0 Hardware Key Installation Instructions

3.

Note: If you are using &SB Floating License on a Windows NT systam the file
aksntdusb.exe prior to the following steps.

Note: Install the Floating License drivers before plugging into the USB port.

Copy the files from the Floating License folder (hardkey) on the provided CD to the hard drive on
your server.

Run the HASPUserSetup.exegram and follow the installation instructions. After installation of
the hardware key install the GS8$HServer as described on p&§Hif it is not already installed).

If you have User Account Control enabledyoumaygea pr ompt t hat says i
the following program to make changes to thi
By User Account Contral @

Do you want to allow the following program to make

changes to this computer?

-? Program name:  Sentinel LDK
. Verified publisher: SafefMet, Inc.
File origin: Hard drive on this computer

(v) Show details Ye o [ Mo

Change when these notifications appear

Figurel3 User Account Control
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4. You will first see the SafeNet (formerly Aladdin) initial Welcome Screen.

Welcome to the Sentinel Runtime |
Installation Wizard

@afe Net

Computing space reguirements. .

Cancel

Figure14: SafeNet welcome screenomputing space requirements

5. You will first see the SafeNet complete Welcome Sciékck Next

e {1 o s

o et |

" 1% Sentinel Runtime Setup

Welcome to the Sentinel Runtime
CSJafeNet. Installation Wizard

It is strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any programs
you have wnning. Click Next to continue the installation.

WARNING: This program is protected by copyight law and
ntemational treaties.

Unautharized reproduction or distrbution of this program, or any
portion of &, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

< Back L__Q&HU i [ Cancel ]

. —

Figurel5: SafeNet welcome screesecond part
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6. The next screen displayed is tafeNet License Agreement screen.

BN

R A T g Sl SR A P g SO PR SRSt Y Al Py By NG iy
 You must agree with the license aqreement below to proceed g felNe

SAFENET SENTINEL LDK PRODUCT END USER
LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE DOWNLCADING OR
INSTALLING THE SOFTWARE PRODUCT. ALL CRDERS FOR AND USE OF THE

SENTINEL® LDK PRODUCTS (including without imiason, the Developer's Kz, Bbraries, usises,
disketes, CD_ROM, DVD, Seninel keys, the sofware component of SafeNet Seninel LDK and the ~

() | accept the license agreement
©)1 do not accept the license agreement

[ Reset | [ <Back | Neut> | Cancel |

Figurel6: SafeNet License Agreement

7. Read the |icense agreement and sGikilsall. Al acc

BN

| \“ \L‘;—w&i‘:-“_ﬁ N Py

-

3

SAFENET SENTINEL LDK PRODUCT END USER
LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE DOWNLCADING OR
INSTALLING THE SOFTWARE PRODUCT, ALL CRDERS FOR AND USE OF THE

SENTINEL® LDK PRODUCTS (including without imiason, the Developer's Kz, Bbraries, usisies,
disketes, CD_ROM, DVD, Seninel keys, the sofware component of SafeNet Seninel LDKand the ~

@1 accept the license agresment

) | do not accept the license agreement

| Beset | [ <Back | MNewt> | | Cancel |

Figurel7: SafeNet License Ageenent Read and Accept
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8. The SafeNet Ready to install screen is displa@édk Next.

Click the Back buttan ta reenter the inztallation information ar elick, Cancel to et
the wizard.

WWize Installation 'wWizard®

Figure18 SafeNei Ready to Install

9. The SafeNet Updating System screen is displayed.

Walidatireg install...

WWize Installation 'wWizard®

Figure19: SafeNet Validatig Install
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10. The SafeNet Successfully Installed Screen is displ&fexk Finish.

Sentinel Runtime has been
@feNet. successfully installed.

The Sentinel HASP Run-time Environment uses

port 1947 to communicate with local and remote
components. If you use a firewall, ensure that it
does not block this port.

Click the Finish button to exit this installation.

Figure20: SafeNet Successful Installation

11. Plug the hardware key onto the parallel or USB port on the server.

NOTE: On some systems you may havestmot the server after installation. If the Floating
License is not recognized (by the UTS) after installing the driver, please reboot the server.

Uninstall Floating Licensé (Hardware Key)

In the event that you need to uninstall the Floating Licepasielet HaspHL) please use the Windows
Control Panel Add/Remove Programs administrative utilities.

NOTE: Removing or uninstalling the Floating License will disable the GSW UTS Server.

31



GSW SSH SERVER O KEEP T SECORBE MPL YO AUGUST 9, 2018

Registration via Software Serial Number

To run the GSWESHServer yo must first register the softwar@his registration iSNOT required if you
installed the Floating License, Pag@®) Registration via Software Serial Number entails just a few steps
that involve obtaining the Product ID apbviding this Identification to Georgia SoftWorks s&erial
Numbercan be generated. Georgia SoftWorks will provide you with the Serial Number based on the
Product ID. When you enter the Serialmler into the Registration Toaljck Register.

NOTE: Read System Signature chapter at the end of m@page115).

How to Register the Software
To run the registration software

1 Select theStartbutton on the task bar; selddtograms thenGeorgia SoftWork®/ TS Server and
right click onRegistratio» and Run a&\dministrator.

Prior to registering th8SHServer, a reminder dialog is presented indicating that the SSH Shield is not
registered.

GSW Registration Tool ﬁ|

L] E Your Software Reqgistration data indicates the G5 35H Shield is installed but is not registered for use,
L

Figure21: Registratiori SSH Shield is not registered fareu

The GSWSSHServer will be fully functional for a Trial Period of 30 days without requiring registering
when installed for the first time on a syste@lick OK

IMPORTANT NOTE : If you already own a GSW Telnet Server and you want to run a 30 day thel o
GSWSSHServer then you will need to request a 30 day trial serial number from Georgia SoftWorks.
Please save a copy of the current SERIAL NUMBER for your telnet server prior to installioggr@al
GSWSSHServer. In the event that you do patchase the GS\WWSHServer prior to the expiration of the
trial, you will need to apply your original serial number t@otivate the original GSW Telnet Server.
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Next, the registration screen is displayed. The Registration program automaticallyfél$moduct
Information fields as shawin the figure below. Complete the Customer Information fields as shown in the
figure below.

Note: The Product InformatiohlameandVersionmust contain valid data or it will not generate a correct
Product ID.

0 G5W Registration Tool  Ver. 1.27.00.0010 - Steve-Desktop *
Customer information Product information
MName: | Captain Secure MName: ’W Sessions Requested: ’997
Company: [ACNE Battieships version: [8.09 Zone: [T2quawpy

Street Address1: |AT|_ANT|C OCEAM e

StreetAddress2:
rectAddress2: | [ 3CF4AFBF7310DCAD47770023B1F403CCE7D4C2171346

City: |F'ort Secure

State: | GA Zip: | 30534 Registration information
Country: | Lsw Please enter your serial number in the window below

and click on the ‘Register button

Phone: |?UB—255—1U18

Fax [706-265-1020 I

Purchased From: | Georgia Softworks Expiration date: | Mat set

Application software: | Hot Line Software Free updates until: | Monday, March 12, 2018

Parameter. | 99,58H Shield

Savetoﬂle...‘ Print... |HwKey... Close | Register

Figure 22 GSW Registration Initial Screen

Note that the Customer Information and Serial Number in the Registration Information may be already
filled. This will be the case if the GSW UTS has previously been registered and opesatiegGSW
Telnet Server

The registration information must be provided to Georgia SoftWorks to obtain the Serial Number. Several
methods are available for your convenience.

1. Please complete th€ustomerinformation including the Purchased Fromand the Aplication
softwarefieldsin the Registration Screen.

The registration information must be provided to Georgia SoftWorks to obtain the Serial Number. Several
methods are available for your convenience.
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2. Go to: http://www.georgiasoftworks.com/support_ost/open.phsubmit a ticket for Registration.
Complete necessary fields and attach the file you saved in the previou®stégrred method

OR

1. Email the file to registration@georgidiseorks.com
2. Print the information and Fax it to Georgia SoftWeik36.265.1020

Once Georgia SoftWorks receives the information, we can generate a Serial Number on demand and will
send it to you. You may close the registration program at this time.

3. When tte Serial Number is provided run the Registration Progsae pag82) again and enter the
Serial Number. The easiest method to get the serial number is to highlight the returned Serial

Number and copycfrl -c). Then positia the mouse in the Serial Number field in the
Registration Information box and pastel( - v).

0 GSW Registration Tool  Ver. 1.27.00.0010 - Steve-Desktop

Customer information Product information

Mame: |Captain Secure Mame: IW Sessions Requested: |99
Company: | ACME Battleships Version: |8.09 Zone: [T2gMawpy
StreetAddress1: | ATLANTIC OCEAN e
StreetAddress2: | | 3CF4AFBF7310DCA047770023B1F403CC57D4C2171346
City: | Port Secure
State: IW Zip: W Registration information
Country: |USW

Please enter your serial number in the window below
and click on the "Register button

Phone: |ma-255-1u18

Fax: |?UE—255_1[|2|:| D25EEAFBAF1692EB019A5CES2BBCEDO0EESBE32C06CE
Purchased From: | Georgia Softworks

Expiration date: | Mot set

Application software: | Hot Line Software|

Free updates until: | Monday, March 12, 2018

Parameter: | 99,SSH Shield

Savetoﬂle...‘ Print... ‘HwKey... Close | Register

Figure23: Registratiors Serial Number Applied
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4. Click Register.

35W Registration Tool ﬁ

l . Registration successful

L =

Figure24: Registration Successful Sere

5. Click OK.

Now the software is registered.

You will notice that in this case the Parameter field in the registration form isS3800SSH Shield. This

indicates that thESHServer is installed aneégistered and is enabled fol0BOsessions.

0 GSW Registration Tool  Ver. 1.27.00.0010 - Steve-Desktop

Customer information

Name: |Captain Secure

Company: |_Acr-p1E Battleships

Street Address1: |.ATLANTIC OCEAN

StreetAddress2: |

City: |Port Secure

State: | GA Zip: | 30534

Country: | USW

Phone: |?DE—255—1D18

Fax |ma-255-1020

Purchased From: | Georgia Softworks

Application software: | Hot Line Software|

Savetoﬂle...‘ Print... ‘HwKey... Close |

Product information

Mame: | GSW_LUTS

8.09

Sessions Requested: | 99
Zone: | T2gMawpV

Yersion:

Product 1D:

| ACF4AFBFT7310DCAN4TYT0023B1F403CCE7D4C2171346

Registration information

Please enter your serial number in the window below
and click on the "Register button

D25EEAFBAF1692EBO19A5CEY2BBCEDO0GEIBE32C06CE

Expiration date: | Mot set

Free updates until: | Monday, March 12, 2018

Parameter: | 99 55H Shield <

SSH2Server is Installed __Register

Figure25 Registration Verification
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If you have purchased the Federal Information Processing Standards Publications (FRAP&fidf you
can verify that it is enabled by viewg the registration screen as shown belowigure26 Please note that
the GSWSSH Server must be installed fdne FIPS option to be available. GSW True FIPS-240
compliant connections can be identified using the GSW Session Administrator in th&JTS\Berver
Please see theSBV UTS Users Guide for further details.

) G5W Registration Tool  Ver. 1.27.00.0010 - Steve-Desktop *

Customer information Product information

Mame: |Captain Secure Mame: | GSW_UTS Sessions Requested: | 99
Company: |ACI'\-1EEIatlIeships Version: | 8.09 Zone: | T2gMaWpV

Street Address1; |ATL£\NTIC OCEAN

Product 1D:

StreetAddress2:
reetAddress2: | | 3CF4AFBF7310DCAQ47770023B1F403CC57D4C2171346

c

ty: | Port Secure

State: | GA Zip: | 30534 Registration information

Country: | usw Please enter your serial number in the window below
and click on the "Register button

Phone: |ma-255-1u18

Fax: |?DE-255_1[|2|:| D25EEAFBAF1692EB019A5CES2BBCED00230B632CEGBA
Purchased From: | Georgia Softworks Expiration date: | Mot set
Application software: | Hot Line Software Free updates until: |Thursday, May 03, 2018

Parameter. | 99, SSH Shield FIPS <

Savetoﬂle...‘ Print... ‘ Hw Key... Close FIPS 140-2 is Fnabled

Figure26 RegistrationVerify that FIPS 14Dis Enabled

IMPORTANT: READ SYSTEM SIGNATURE CHAPTER AT END OF MANUAL (pagé15).

You may now run the GeorgiBoftWorksSSHServer. Note that you will be able to obtain Free Updates
until the date specified
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GSW SSH Server
After Installation andRegistratiorthe GSW SSH Server is ready to use.

You can futher configure the SSH Server to use more advanceddeasieeded. See padd. Power
configuration options for the SSH Server are implemented as common Universal Terminal Server
configuration parameters. See User Manual fo&@B8V Universal Terminal Servéar information on the
powerful features available to the GSW SSH Server.

Using the Installation Status Program Item within Georgia SoftWorks UTSgmogroup, you can
view the Installation Status of the GSW UTS &&HServer.

@) G5W Software Installation Status >
Installed Version Running
Georgia SoftWorks Universal Terminal Server (UTS) [+ | 3.09.0001 - 64 bit [+
Georgia SoftWorks S5H Shield [ | 8,09.0001 ri
Georgia SoftWorks RF OTIO Engine [ | [
Georgia SoftWorks RF FormMaker | | |
Cloze

Figure27- GSW Software Installation Status Tool
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The WindowsServices Utilitycan be used to view and altbe status of the GSW SSH and the GSW
UTS services.

[ (=[O

S5 Services

File Action View Help
o | F|lcd=z HE » > nwp

Descripticn Status Startup Type Log On As
Local Systemn —

Mame

%o Georgia SoftWorks GSW_55HD service Started Automatic
Lo Georgia SoftWorks UTS Started Autormatic Local Systern -

Extended A Standard /

Figure28: Control Panel GSWSSHServices Started
The Georgia SoftWorks GSW_SSHD service and the Georgia SoftWorks Universal Terminal Server
should both have a status of Started and a Startup Type of Automatic.

Using the Windows Services utility is the recommended method to start and stop the GSW services
when required
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GSW HIPS 140 -2 Compliant Option

GSW provids a Federal Information Processiggandard$’ublication FIPS 140-2 compliant option for

those atities with requirements to meet cryptographic module security startdgpdstect sensitive and
valuable dataFIPS standards are either mandated or recommended for use in ftgmemaiment

information technology (IT) systems.

Georgia SoftWorks undex& a purposed and specific development effort in order to provide required
FIPS 1482 compliantSSHserver and cliergoftwareto the United States MilitaryHaving completed this
task, GSW isable tomake this software available to other branches offadeal government as well as
Stategovernmentsnd othemstitutions including research, educational enchmercia

Software  Requirements

In addition to the development required for FIPS-24fbmpliance of the GSW server and client software,
the GSW rmobile clientsmust run on an operating system that is FIPS-2L4@rtified or provides a
cryptographic module that has been certified.

In order foryour SSHconnections to bEIPS140-2 compliant you must ensure that you have the minimum
GSW software versns as well as the proper Windows Mobile/CE operating system version.

Software Requirements for FIPS Compliancy

GSW Software Version Certificate
GSW UTS Server 7.50+ #918
GSWSSHServer 7.50+ #918
GSW Desktop Clients 7.50+ #918
GSW CE/Mobile Clients 7.50+ #560# 825

Tablel: GSW Software versions required for FIPS 140

RequiredDeviceOperating Systenfor Mobile/CE Clients Certificate

Windows CE 5.0 #560
Depends on Vendor
- Made available to OEMsi& Windows Update 061211 KB91176

Windows Mobile 5.0 #560
Windows CE 6.0 825
Windows Mobile 6.6 25

Table2: DeviceOperating System Versions Required for FIRS 140

The significant aspect of the client device operating system is that the version of the cryptographic
module rsaenh.dll must be 8l (Nationallnstituteof Standards and Technology@rtified, which
beginswith build 14343.0.0. With Windows CE 5.0 extra attention should be taken to ensure the
version of rsaenh.dll. This may require contacting the device vendor to determine the correct version
number of that cryptographinodule
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Enable Option

FIPS 14@ mus be enabled on both the GS38Hserver and the GSW clients to complete a FIRS 140
compliant connection.

s B
A True GSW FIPS 140-2 connection is when both the
Server and the Clients are FIPS 140-2 compliant and enabled.

Compiant ‘Gomplant
GSW SSH2 Server GSW Clients
FIPS Certificate #560
FIPS Certificate #918 Zﬁg gi?ﬁiﬁﬁii :gfg
- /

Figure29 GSW True FIPS 140Connectiod Server and Client

ENABLE FIPS 140 -20ON SSH SERVER
Proper registration willrable the FIPS option on ti&SHServer. View the registration tool to ensure the
GSWSSHServer is registered with the FIPS option enabf&elect the Start button on the task bar; select

Programs, then Georgia SoftWork§'S and then Registration. Theureent registration information is
displayed.

) G5W Registration Tool  Ver, 1.27.00.0010 - Steve-Desktop *

Customer information Product information

MName: |Captain Secure Mame: | GSW_UTS Sessions Reguested: |99
Company. | ACME Battleships Version: |8.08 Zone: | T2qMawpV

Street Address: |ATLANTIC OCEAN

Product 1D:

StreetAddress2:
reetAddress2: | | 3CF4AF6F7310DCA047770023B1F403CC57D4C2171346

City: | Port Secure

State: | GA Zip: | 30534 Registration information

Country: | Usw Please enter your serial number in the window below
and click on the "Register button

Phone: |ma-255-1u18

Fax: |?DE-255_1020 DZ25EEAFBAF1692EB019A5CEIZBBCED00239B632CEGBA
Purchased From: | Georgia Softworks Expiration date: | Mot set
Application software: | Hot Line Software Free updates until: |Thursday, May 03, 2018

Parameter: | 99,SSH Shield FIPS <
Savetnﬂle...‘ Print... ‘ Hw Key... Close ‘ FIPS 140-2 is Enabled

Figure3Q FIPS 1@-2 Option Enabled

In theParameter field youwill observe thenumber of concurrent sessions allowed followed by the text

ASSH Shiel do i nd$StHaever islgensedara tFIPS ihdeatinG hat/the FIPS 120
option is enabled.
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ENABLE FIPS 140 -2 ON GSW MOBILE/CE  and DESKTOP CLIENTS

GSW Desktop Client

Use thefiifio command | ine parameter when | aunchd ng
option. Please see thdTSu s e r 0 dor agdescripten and examples of desktop client command line
options.

When FIPS 14@ enabled GSVWdeskt@ clientsare launchedyou will receive a banner indicating that the
ftio command | i ne pydhedenet er was i ssued

B G5 55H Client - O x

n for Windows Vi

Copyright 197 2818 Georgia SoftWorks. All rights reserved.

FIPS option enabled

host:

Figure31 Desktop Clienti" option issued

Please note th&h have a botkends ¢lient and servelyIPS 1402 compliant, FIPS 148 must be enabled
on the GSWSSHServer too.
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GSW Windows Mobile/CE Clients

Enable FIPS14@ onGSW Mobile/CEclients viathe Encryption list boXThe Mobile/CE device
screen that you see will be similar to the ones below.

/ w | GSW Client

Encryption: Enable Settings
FIPS 140-
Answerback: SOn 02
HostbasE Iita GSW Mobile/CE Clients
-
Automatic logon:
FIPS SSH2

Figure32 Enable FIPS 14Don GSW Mobile Clients

Please notthatto have a botkends ¢lient and server) FIPS 140compliant, FIPS 148 must be enabled
on the GSWSSHServer too.
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FIPS 140 -2 Connections

Using the UTS 8ssion Administrator you can verify True GSW FIPS-24@mpliant connections. An
astewi swk Ifi be prepended to the uzcempliantéonbethtfiecor c o

client and the server.

Thepossibilityexists that a third partyent may be FIPS 1:20compliant but itannotbe verified unless it is a
GSWclient

Figure33 Verify FIPS 14R Compliant Connections
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