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Microsoft, Windows, Windows Pocket PC, Windows Mobile, Windows XP, Windows 2000, Windows Server 2003, Windows
Server 2008/R2, Windows Server 2012/R2,Windows Server 2016, Windows Server 2019, Windows VISTA, Windows 7,
Windows 8, Windows 10, Windows NT, Windows 98, Windows 95 are trademarks of Microsoft Corporation. SAP
SAPConsole are trademarks of SAP AG. LXE, Intermec, Janam, Psion-Teklogix, Psion Teklogix Omni XT10, Symbol, PSC
Falcon, Unitech, VMware, Honeywell, Honeywell Dolphin 6500, Honeywell Dolphin 9950, Honeywell LXE Thor, Intermec
CK71, Intermec CN3, Motorola, Motorola MC9190, MobileDemand, MobileDemand xTablet T7000, Datalogic, Datalogic
Elf, Datalogic Falcon X3, Vangard Voice AccuSpeech, Cipher Labs, Android are trademarks of their respective companies.

THIS PROGRAM IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.

LICENSOR MAKES NO WARRANTIES OR REPRESENTATIONS, EXPRESS OR
IMPLIED, ORAL OR WRITTEN, REGARDING THE PROGRAM OR DOCUMENTATION
AND HEREBY EXPRESSLY DISCLAIMS ALL OTHER EXPRESS OR IMPLIED
WARRANTIES, INCLUDING MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. LICENSOR DOES NOT WARRANT THE PROGRAM WILL MEET YOUR
REQUIREMENTS OR THAT ITS OPERATION WILL BE UNINTERRUPTED OR
ERROR FREE.

IN NO EVENT WILL GEORGIA SOFTWORKS BE LIABLE TO YOU FOR ANY
DAMAGES, INCLUDING ANY LOST PROFITS, LOST SAVINGS OR OTHER
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE SUCH PROGRAMS.

COPYING:

WHILE YOU ARE PERMITTED TO MAKE BACKUP COPIES OF THE SOFTWARE FOR
YOU OWN USE AND PROTECTION, YOU ARE NOT PERMITTED TO MAKE COPIES
FOR THE USE OF ANYONE ELSE.

LICENSE:

YOU ARE LICENSED FOR A SPECIFIC NUMBER OF CONCURRENT OR
SIMULTANEOUS CONNECTIONS TO A SINGLE WINDOWS
7/8/10/NT/XP/VISTA/2000/2003/2008/R2/2012/R2/2016/2019 SYSTEM. THE NUMBER
IS SPECIFIED IN YOUR PURCHASE AGREEMENT. ANY ATTEMPT TO INCREASE
THE NUMBER OF SIMULTANEOUS OR CONCURRENT CONNECTIONS EITHER
INTENTIONAL OR UNINTENTIONAL IS IN VIOLATION OF THIS AGREEMENT.
THE GEORGIA SOFTWORKS WINDOWS
7/8/10/NT/XP/VISTA/2000/2003/2008/R2/2012/R2/2016/2019 TELNET SERVER
SOFTWARE MAY BE INSTALLED ON A SINGLE WINDOWS
7/8/10/NT/XP/VISTA/2000/2003/2008/R2/2012/R2/2016/2019 SYSTEM.
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Typographic Conventions

Italics: are used to emphasize certain words, especially new terms or phrases when
they are introduced.

Initial Caps Bold: Words that appear in initial caps boldface represent menu options, buttons,
icons or any object that you may click.

Courier: This font represents anything you must type.

"<enter>" This represents the enter key.

Definitions for this document

WINDOWS Unless otherwise noted, refers to Microsoft Windows operating systems
listed below.
- Windows 7/8/10/VISTA/2008/2008 R2/2012/R2/2016/2019,
- Windows 2003 versions.

ARMv4+ The plus “+” indicates to include later versions such as ARMv4, ARMv5,
ARMyv7 etc.

ARMv4i+ The plus “+” indicates to include later versions of ARMv4i

GSW Georgia SoftWorks

Session Refers to either a Telnet or SSH Session depending on the product
purchased.

SSH Refers to Secure Shell Version 2 (SSHv2) unless otherwise noted.

TS Georgia SoftWorks Team Services

User’s Guide User’s Guide and User’s Manual are used interchangeably

UTS Universal Terminal Server

XX
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FEATURES AT A GLANCE
DO IT RIGHT OR NOT AT ALL

Security Pack - The Only Secure telnet server! Performance Pack - Fast, Fast, Fast - Incredible
. Encrypted Login and Data Stream Keep Network Traffic and ISDN cost down

e  Single Sign-on through NTLM and Kerberos - SSH e Automatic Logon

. Certificate Based Logon - SSH . Slow Link, Internet Support

e  Strong 128-bit Encryption available — Telnet e  Proprietary Performance Algorithms, Data Compression
. Super Strong AES256 supported — SSH . Incredible client performance

. FIPS 140-2 Compliant Option available — SSH e  Automatic Logon

e  Optional Connection Restrictions e DOSBoss - DOS Application Booster!

- User ID, IP Address & Counts, TOD, Client or Encryption Type | ¢  GSW UTS 64-bit platform Edition

e Integrated with Windows Security

. Elliptic Curve Cryptography support — SSH Desktop Client

Failure/Recovery Pack - Multiple Advanced Failure Detection Methods

e  Complete Session Cleanup & NTVDM Cleanup e  Graceful Termination of DOS Applications
e  Server-Side Inactivity Timer, Client Site Heartbeat - Upon abnormal termination of Client
e  Session Saver- Resume work in progress after link failure - On Link or Remote Computer Failure
Configurable child process termination upon session completion

Legacy Pack Compatibility Pack
e  Full DOS Legacy Support e  RFC 854 Compliant — Connect from 3" Party Clients
¢ MOUSE e  RF Terminals, Wireless, Bar Code Scanners + more
e  DOS Character Mode Color Graphics e  Multinational Character Support including Double-Byte and
e  Function Keys, Special Characters Unicode characters. Traditional & Simplified Chinese support
e  Automatic Screen Sizing, Alt key support for all emulations e  GSW Mobile Clients Support for Simplified Chinese font GB!

Works Great with Other Applications! e  GSW Telnet Client for Pocket PC 2003 class of devices
e Works GREAT with HighJump software e  GSW SSH/Telnet Client for Windows CE .Net V4.2/5/6.
e Works GREAT w/ SAPConsole + Portable Printing e IPv6 Supported
e  Compatible with VMWare ESX, Microsoft HyperV e  Windows Powershell® and custom shell support
e GSW Mobile and Desktop Clients — Support Vangard Voice e Microsoft Pseudo Console (ConPTY) support

Systems AccuSpeech® techno|ogy_ L] Device String data from GSW ConnectBot
Utilities Pack Emulations Pack
e  File Transfers via Telnet/SSH e  SCO Console, DEC VT 100/220/320/420
e  Change Password e  Wyse 50/60, Symbol 3 x 40 series
¢  Remote Reboot/Shutdown, Terminate Telnet Sessions e IBM 3101, IBM 3151, Perfect PC
e  Configurable Port Numbers, Default Domains e  Automatic Logon, Color Re-Mapping
. Execute commands on the client from a Telnet/SSH Session ! . Character Display Translation

Power Features Pack

e  Team Services - Breakthrough collaboration technology for Telnet/SSH. Share, Transfer, Swap, Recover Sessions!
e  Session Administration —
e  Session Monitoring
v' Security - Monitor other telnet users. Observe dynamic screen activity exactly as it appears on their screen!
v" Quality Assurance - Remotely monitor data entry by employees
v/ Training - Senior application users remotely help trainee's
v' Debugging - Developers remotely observe phenomenon described by users.
. Session Shadowing
v/ Session monitoring with Interactive Input!
. Command Line Options for programmatic control of Session Administration
e  Logon/Termination Scripting: User, IP or Global Based.
v" Allow a user to automatically enter a specific directory or application upon connection.
v' Optionally restrict users to a specific application
¥v" Run TSRs and Set Environment Variables upon connection, Disconnect network drives etc. upon termination
e  GUI Configuration Tool — Use convenient graphical user interface for configuration and configuration management.
True Client-Side Printing - Printing the way you want it!
- Print to the most convenient printers, at the server, at the client, across the Internet and more! Up to 9 printers per user!
Event Logging. Import useful User activity information for reporting into your application.
High Performance Client that can be installed at as many locations as you choose at no extra cost!
Automatic Version Update of the GSW Clients
Broadcast Messages can be sent to one or ALL Sessions.
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The Real Pioneers - Often copied but never equaled

Georgia SoftWorks: The True Innovators when it comes to SSH/Telnet for Windows.

Great ideas that Georgia SoftWorks has pioneered for the GSW UTS for Windows!

e Microsoft Pseudo Console (experimental — but really nice)

e [Pv6 Support

e Certificate Based Logon for SSH with GUI Mapping tool. Many-to-one and one-to-one

e Public Key to User Account Mapping with the GSW Mapping Tool

e GSW Team Setvices - Breakthrough Collaboration Technology for Telnet/SSH

e GSW UTS Mobile Clients Support Simplified Chinese with font GB!

e GSW Mobile SSH2/Telnet Clients for Pocket PC 2003 & CE .NET 4.2/5.0 class of devices
e Automatic upgrade of GSW Windows Clients from GSW UTS Server

e File Transfer — Transfer files between the Server and Client via telnet!

e Session Saver - Reconnect to session after Link Failure and automatically resume work in
progress!

e Auto Logon - RF Terminals and Telnet clients can quickly connect with minimal prompting.
SSH when using GSW clients.

e Session Shadowing - Interactive Input to other Telnet/SSH sessions

e FExecute Commands on the Client from within the Telnet/SSH Session!
e DOSBoss - MS DOS Application Performance Booster

e 128 BIT Strong Complete Data Stream Encryption — Telnet

e AES256 Super Strong Encryption — SSH

e Complete Data Stream Encryption

e Session Monitor - Observe screen activity of other Telnet/SSH sessions

e True Client-Side Printing (Multiple Printers per session, Open Print Method (No client or OS
restrictions)
e Working JAVA Client/Applet
e MOUSE Support
e Incredible performance algorithms never thought to be possible with Windows Telnet/SSH
e Tailure Detection and Recovery Methods
- Graceful Termination of DOS Applications and Win32 Console Applications
- Complete Session Cleanup, Complete NTVDM Cleanup
- Server-Side Inactivity Timer, Server-Side Heartbeat
- Client-Side Heartbeat
e Special Bell Processing
e Expired Password Handling
e Perfect PC emulation where all keys and key combinations are handled
e Color to Monochrome mapping provided. Very useful for RFF Terminals
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Georgia SoftWorks takes Telnet/SSH for Windows

NT/XP/VISTA/2000/2003/7/8/10/2008/2008 R2/2012/R2/2016/2019

We have a philosophy of continuous improvement and we are committed to:

Continuing to be the leader in innovation with Telnet/SSH servers for Windows
Providing the fastest, most robust and secure terminal server for Windows

Meeting the demands of industrial and commercial applications with a rock-solid dependable
product
Providing a level of customer service not expetienced before with Telnet/SSH for Windows
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User’s Guide

Speed, Robustness and Exase of Use define the doaracter of #he Georgia SofflV orks Universal Lermzinal Server sofhvare for
Windos 7/8/ 10/ VIS TA/ 2008/ R2/ 2012/ R2/ 2016/ 2019, N1/ XP/ 2000/ 2003

The Georgia SoftWorks Universal Terminal Server is the industrial quality software foundation supporting the
suite of GSW server products including the GSW Telnet Server, the GSW SSH Server, the Session Administrator

and numerous remote access utilities.

Thank you for purchasing the Georgia SoftWorks Universal Terminal Server Software for Windows. You will be
pleased with the performance and robustness provided with this product. Fase of use will be a significant time
saver when using the Georgia SoftWorks Universal Terminal Server software. Complicated keyboard sequences
are not required to map to the actual keys you want to send. The GSW UTS was developed to meet a need in the
market that allows users to operate in a fast, reliable and uncomplicated fashion.

Windows is transformed into a truly multi-user environment with the GSW UTS software. Remote
administration, full support for DOS Legacy applications, supetior user control, Session Monitoring/ Shadowing and
Data Stream Encryption will allow you to utilize Windows as never before. True Client-Side printing is also
available for a Windows Telnet/SSH Setver for the first time with the Geotgia SoftWorks Universal Terminal
Server. Session Saver and Pass-through printing are excellent features for RF hand held terminal applications.

RF Terminal environments will perform exceptionally well with the GSW UTS due to a rich set of standard
features such as Session Saver, Pass-through printing, Automatic Logon, logon scripting, configurable timers and
other features optimized specifically for RF terminal access.

GSW Team Services provides your mobile device users a breakthrough in telnet/SSH technology that shatters all
prior usability and efficiency standards by allowing for unprecedented user collaboration and cutting the costs of
hardware. Team Services empowers the mobile device users to share resources, transfer, swap, share and recover
mobile device sessions from the mobile device!

The GSW Mobile and Desktop clients are voice enabled to provide support to Vangard Voice Systems
AccuSpeech® Mobile technology.

With IPv6 support you are ready for migration to IPv6 addresses with your network. Operation is available in
IPv6, IPv4 or mixed.

SAPConsole environments will enjoy the ease of operation with the GSW UTS as well as specialized SAPConsole
features that include mobile printing, Session Monitoring and a streamlined interface with the GSW Rocket
Terminal Engine!. Special Bell processing has been improved to provide to sound the bell even after Session
Saver reconnects.

! Rocket Terminal Engine is compatible with SAPConsole versions 6.2 and earlier

a
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Product Description

The Georgia SoftWorks Universal Terminal Server offers industrial quality Windows Telnet or SSH Services
designed and built for the most demanding industrial and commercial applications.

The GSW Universal Terminal Server is the core software that provides the performance, reliability,
consistency and powerful features required for demanding industrial and commercial applications. The
GSW UTS is highly optimized and modular in design to integrate with protocol interfaces allowing access
with remote clients. The standard protocol interface for the GSW UTS is the Telnet Interface; however, an
optional SSH interface (GSW SSH Shield) is available. The SSH interface also has a Federal Information
Processing Standards Publication (FIPS) 140-2 compliant option available for purchase.

When the GSW UTS is coupled with the GSW Telnet Interface software the resulting package is the GSW
Telnet Server. When the GSW UTS is coupled with the GSW SSH Interface software the resulting package
is the GSW SSH Server. The mechanism to couple the GSW SSH Interface is to obtain and install the
GSW Telnet Server and then install the GSW SSH Shield. The installation of the GSW SSH Shield
disconnects the Telnet Interface and installs the SSH Interface software resulting in the GSW SSH Server.

The features described in the User’s Guide apply to all interfaces offered unless specifically noted.

The GSW UTS and Client software is the fastest and most robust Telnet/SSH Server for Windows on the
market. Full support for DOS Legacy applications including DOS character mode graphics, function keys,

mouse and special characters allows you to work in a local mode when at a remote location.

The GSW UTS provides a level of robustness that is a cut above the competition. Industrial quality
orphaned session detection and elimination zze/uding NTVDM's and attempted gracefil termination of DOS
legacy applications upon link and client PC failures are features pioneered by the GSW UTS software for
Windows.

Logon Scripting provides system administrators with unmatched control over user connections. One function
of Logon Scripting allows the user to automatically enter specific applications upon connection. Logon Scripting

can also restrict the user to only execute a specific application. Logon Seripting can do much more (see page
218)!
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Server Software

The GSW UTS Server is the software installed on your Windows computer. This software is responsible for
establishing connections and spawning agent processes that manage each SSH2/Telnet session. The Georgia
SoftWorks Universal Terminal Server software enforces the number of allowed simultaneous sessions.

Agent Process

A SSH2/Telnet session is created each time a connection is established. A connection is established when a
user logs on to the Windows system using a SSH2/Telnet Client. For each session that is created the GSW
UTS software spawns an agen? process. The agent process is responsible for managing and communicating with
the user session. Screen optimizations are performed by the agent process to facilitate faster data transfers. The
capability of a configurable server-side heartheat timer exists for use by the agent process to help identify link or
remote PC failures. In addition, the configurable server-side inactivity timer exists to help identify abandoned
sessions so that they can be propetly terminated and made available to other users.

Client Software

The Georgia SoftWorks Windows SSH2/Telnet clients are proprietaty softwate that run on remote PCs and
Pocket PC class devices and utilizes advanced features offered in the GSW UTS server software. The advanced
features are propriety extensions that enable a wide range of functionality including mouse operation, enhanced
printing methods, automatic update of client software and much more! Well-designed optimizations are
included that enable the GSW Server software for Windows to be the fastest SSH2/Telnet software available
on the market.

The client software contains a configurable heartbeat timer that notifies the agent process of its presence. This
mechanism helps to identify link or remote PC failures. It is recommended that the Georgia SoftWorks Client
software be used although it is not required. The Georgia SoftWorks Windows Telnet Server is RFC 854
compliant which allows any 3rd Party Telnet Client to be used. The GSW SSH Server allows connections from
any third party SSH compliant client.

The Georgia SoftWorks Windows clients offer the Enhanced printing method as a component of True Client-
Side Printing (Page 2206). This allows users to print to their local printer even when connected across the
Internet or RAS.

The Hostname or IP address is displayed in the title bar of the Georgia SoftWorks Windows Clients to provide
an easy method of identifying to which host you are connected. Many command line parameters are provided
to enhance the convenience and power of the client. Please see page 77 for detailed descriptions of these
parameters.

The GSW Windows SSH2/Telnet Clients automatically update to the appropriate vetsion for the GSW UTS
Server when connectedz.

The GSW clients are available on a wide variety of operating system platforms ranging from Windows to
Pocket PC 2003. See the table on page 25 for a detailed list of GSW Windows clients available for each
platform.

2 This feature is operational with version 6.26.003 and above.
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For Android customers, GSW ConnectBot is a GSW Android SSH/Telnet Client product that can be
purchased separately. It has the strongest security of any commercially available SSH client for Android. Learn
more about it here (https://www.georgiasoftworks.com/connectbot-client-android)

Georgia SoftWorks UTS Product Configurations

GSW UTS Components Overview

The Georgia SoftWorks Universal Terminal Server is the core server software module that provides the
reliability, consistency, robustness and powerful features that has distinguished GSW Server Products. The
design of the GSW UTS facilitates integration of protocol and application interfaces producing industrial quality
server products.

The protocol and application interfaces available for the GSW UTS are the GSW Telnet Interface and the
GSW SSH Interface. The GSW UTS is not sold as a standalone product. The standard protocol interface
provided is the GSW Telnet Interface.

Protocol Interfaces other than the telnet interface require an application interface installer to add the interface to
the GSW UTS. The application interface installer for SSH is the GSW SSH Shield. When the SSH application
interface installer installs the SSH Interface the Telnet Interface is disabled.

GSW Core Server Protocol and Application G3W Application Interface Resulting
Software Module Interfaces Installer Productis) GEW Server Products

@ GSW Telnet Server

Telnet Interface
Universal Terminal Server % GEW S5H2 SHIELD

S8H2 Interface
€5 Gsw ssH2 Server

The features, utilities and clients are provided by the GSW UTS. Unless noted all features and utilities are
available to all GSW Server Products.

Figure 1: GSW UTS Components Overview

The GSW UTS supports a wide set of emulations that allows connections from most third-party clients.
Compliant 3rd party clients can exist on any operating system. Of course, GSW Windows Clients are offered at
no additional cost for Windows operating systems, Pocket PC 2003 class devices and other Windows RF
devices. A list of these Windows Operating Systems is on page 25 .

GSW Also offers GSW ConnectBot, a client for Android, which is available for purchase.
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GSW UTS - Telnet Server
The standard protocol interface included with the GSW Universal Terminal Server is the Telnet Interface. No
application or protocol interface installer is required.

The product purchased is the GSW Telnet Server. The installation setup is quick and easy. You can be up and
running in the matter of minutes.

The GSW Telnet Server is composad of the GSW UTS and the Telnet Interface, Product

The GSW Telnal Interface does not require an Application Interface Installer as it

is the standard interface couplad with the GSW UTS and is automatically GSW

included. TELNET SERVER
Universal Terminal Server + Telnet Interface —_ Universal Terminal

Server
Telnet Interface

Figure 2: GSW UTS - Telnet Server Components

GSW UTS - SSH Server

The GSW SSH Server is obtained by purchasing the GSW Telnet Server and the GSW SSH Shield. The GSW
Telnet Server provides the GSW UTS and the SSH Shield is the application and interface installer for the GSW
SSH interface.

First the GSW Telnet Server is installed. Next the GSW SSH Shield is installed. Again, the installation is quick
and easy.

NOTE: When the SSH Interface is installed the GSW Telnet Interface is un-installed. This is done for security
reasons as many view telnet as unsecured and thus should not be available to malicious third parties.

Product Froduct Product

The GEW S3H2 Shiald replaces the Telmet
Imterface with the 55H2 Interfacae

GSW GSW
TELNET SERVER @ GSW SS5H2 SHIELD SSH2 SERVER
Universal Terminal + — Universal Terminal
Server S5H2 Interface Server
Telnet Interface 55H2 Interface
S35HZ Shield Disconnects

the Telnat Protocol Interface

(e

Figure 3: GSW UTS - SSH Server Components
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Installation

Installation is simple and quick. The same installation program installs the server software and the client
software. The installation software will prompt you for a fu/l ot client only installation if on a Windows system and
automatically install client software if on a Windows 95/98 system.

GSW UTS 32-bit and 64-bit Editions

As 64-bit computing rapidly progresses towards mainstream computing, Georgia SoftWorks provides a 64-bit
edition of the GSW UTS Telnet Server named the Georgia SoftWorks UTS x64. This edition is for 64-bit
editions of Microsoft operating systems (Windows 7/8/10/VISTA/2008/R2/2012/R2/2016/2019 and
Windows XP/2000/2003). The GSW UTS x64 provides all the performance benefits and addressing
capabilities expected when running on 64-bit platforms. Additionally, extraordinary high session counts can be
attained with the GSW UTS when running on 64-bit platforms.

The GSW UTS 32-bit edition runs on 64-bit platforms as well as on 32-bit platforms. When running a GSW
UTS 32-bit version on a 64-bit platform significant performance benefits are also realized.

If the application that you are accessing via the UTS is a 64-bit application then use the UTS x64.

When using the GSW Directed Terminal Input Output (DTIO) Engine, it is recommended to use the same
platform edition of the GSW DTIO and GSW UTS. For example, use the GSW DTIO x64 with the UTS x64.

Both the GSW UTS and GSW UTS x64 editions are included on the CD when purchased. Simply navigate to
the corresponding folder to run the setup program. If the software is a downloaded rather than using a CD
then be sure to download the desired edition.

The GSW UTS 32-bit edition installs trouble free on either platform. The GSW UTS x64 will install only on a
64-bit platform. If you accidentally try to install the GSW UTS x64 on a 32-bit platform you will be alerted and
setup will exit.

Georgia SoftWorks Universal Terminal Server (UTS) Setup @

Please obtain a 32-bit version of our software and run the setup again.

'2 ‘Your computer currently does not run a 64-bit version of Windows.
Setup will now terminate.

Figure 4: 32-bit platform alert.

The GSW Desktop client provided with all editions is a 32-bit client and will install on both 32-bit and 64-bit
platforms.

3 The GSW UTS 32-bit edition maintains the original name — GSW UTS.
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Server Installation

From Windows perform the following:
Run the gsw_x064.exe program. (recommended)

The Welcome screen of the setup program I displayed. Remember that you must have administrative privileges
to install this program. Click Next.

ﬁ Georgia SoftWorks UTS Setup >

Welcome to the Georgia
SoftWorks UTS Setup Wizard

The Setup Wizard will install Georgia SoftWorks UTS an your
computer. Click "™Mext” to continue or "Cancel™ to exit the
Setup Wizard,

< Back Cancel

Figure 5: GSW UTS x64 Initial Setup Dialog - Welcome

Power Users: .msi is also provided for administrators using mass deployment tools, for example GPO.
Additionally .msi files are suitable for creating customized deployment configurations using Microsoft Orca and
MSI transforms.

Note: You cannot install the same UTS version with both the .exe and .msi setup package programs. If you
start with one, stick with it.

10
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2. A screen is displayed indicating the directory that the Georgia SoftWorks Telnet Server will be installed. The
default is C:\gs_uts. You may change the installation directory at this time. Nove: If you install on a drive other than
the system drive and have N'TES (on the installation drive) then you must make sure that the system has full permissions to get to
the installation directory and subdirectories. Click Next.

ﬁ Georgia SoftWorks UTS Setup —

Select Installation Folder
This is the folder where Georgia SoftWorks UTS will be installed.

To install in this folder, dick "Mext®. To install to a different folder, enter it below or dick
“Browse",

Folder:
|c: \G5_LITSY, Brawse...

Advanced Installer

Figure 6: GSW UTS Installation Path

11
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4. 'The Ready to Install dialog is displayed.

Click Install.

ﬁ Georgia SoftWorks UTS Setup *
”

Ready to Install
The Setup Wizard is ready to begin the Georgia SoftWorks TS installation ’

«

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

Advanced Installer

< Back Install Cancel

Figure 7: GSW UTS Installation Progress Meter
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A progress meter window is displayed indicating the installation progress

ﬁEE:';:—S:"t.'.:'s_'335'._.: *

»”
Installing Georgia SoftWorks UTS "

-«

Please wait while the Setup Wizard installs Georgia SoftWarks UTS. This may take
several minutes.

Status:
|

Advanced Installer

< Back Mext =

Figure 8: UTS Installation Progress meter

5. The Setup Succeeded screen is displayed. Click Finish. The service has been installed and is automatically

started.

Completing the Georgia
SoftWorks UTS Setup Wizard

Click the "Finish™ button to exit the Setup Wizard,

< Back Cancel

Figure 9: GSW UTS Installation Setup Succeeded

Please view the readme.txt file as it may contain late breaking information about the telnet server that has not
yet made it into the user guide. Release notes are also contained in the ReadMe file. NOTE: TCP/IP must be

installed and operational. TCP/IP comes as part of Windows.

13
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6. A "Georgia SoftWorks UTS Program Group" is created.

= | CA\ProgramData\Microsoft\Windows\Start Menu'Programs\Georgia SoftWorks UTS - O *
Home Share View o
A <« Programs » Georgia SoftWorks UTS w | T Search Georgia SoftWorks UTS o
Mame Date modified Type Size
;a Certificate Mapping Tool for GSW 55H Shield Shortcut 1KB
P G5 55H Client Shortcut 2EB
™ G5 Telnet Client Shortcut 2EB
f’ Installation Status Shortcut 1 KB
=] ReadMe S5H2 Shortcut 1KB
5| ReadMe UTS Shortcut 1KB
ey Registration Shortout 1KB
A Sescion Administrator Shortcut 2 KB
fﬂ 55H2 User's Guide Shortcut 1KB
ﬁ UTS Configuration Tool Shortcut 1KB
fﬂ UTS User's Guide Shortout 1KB

M items =

Figure 10: UTS Program Group

The items in the shortcuts in the Program Group are:

e Certificate Mapping Tool for GSW SSH Shield — Certificate to User account mapping for SSH

customets.
e GS SSH Client — This is the Desktop GSW SSH Client. Use if the GSW SSH Server is installed.
e S Telnet Client — This is the Desktop GSW Telnet Client. Use if the GSW Telnet Server is installed.

e Installation Status — This displays the GSW UTS version, the service status and if the GSW SSH Server
is installed. The version and service status are also displayed for the GSW SSH Server.

e ReadMe SSH/ReadMe UTS — ASCII text file containing current release notes and other late breaking
important information for both the GSW UTS and SSH Servers.

e Registration — Registration utility used to permanently activate the GSW UTS software.

e Session Administrator — Powerful tool for monitoring/shadowing sessions, broadcasting and more.
e SSH Users Guide

e UTS Configuration Tool

e UTS Users Guide — The complete User Guide in MS Word format for the UTS and SSH.

14
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You can view the GSW Software Installation Status by double clicking on Installation Status.

'ﬁ' G5W Software Installation Status >

Installed Version Rurining

Georgia SoftWorks Universal Terminal Server (UTS) 3.10.0002 - 64 hit

Georgia SoftWorks RF OTIO Engine

Georgia SoftWorks S5H Shield |

Georgia SoftWorks RF FormMaker

Close

Figure 11: GSW Software Installation Status

This information indicates that the GSW UTS is installed and running. The version is also displayed and
will indicate if the 64-bit edition is installed. The GSW SSH Server (SSH Shield) is also installed.

The installation status also indicates that the Georgia SoftWorks RF Directed Terminal Input/output
(DTIO) Engine is not installed. This item will only be checked as installed and running if it was purchased
and installed. GSW RF DTIO boosts performance and can increase the number of sessions that an
application can handle in many environments. Please visit GSW website for more information on the RF
DTIO Engine.
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Registration
Note: If you are performing a fresh install of the 30-day trial copy, you do not need to register the software.
Skip the registration steps.

Note: For UTS versions 7.51 and older, do not use Remote Desktop or Windows Terminal Server to perform
software registration.

Two options exist for registering the license for the GSW UTS Server software. The first option is a software
method that is sent to GSW using the GSTicket system. Instructions for the software registration are below.
The second option is a Floating License (hardware key) that can be installed on a USB or Parallel port on the
server. The registration instructions for the Floating license are on page 21.

Software Registration

To run the Georgia SoftWorks UTS Server for Windows you must first register the software. This registration is
INOT reguired if you purchased the Floating L ucense (Page 16). This entails just a few steps that involve obtaining the
Product ID and providing this Identification to Georgia SoftWorks so a Serial Number can be generated. -
NOTE: Read System Signature chapter at the end of User’s Guide.

How to Register the Software
To run the registration software either -

1. Click on the Registration Shortcut in the GSW UTS program group OR
2. Select the S7art button on the task bar, select Programs, then Georgia SoftWorks UTS and then Registration.

The registration screen is displayed. The Registration software automatically fills in the Product Information
fields as show in Figure 12.

~
@) GSW Registration Tool  Ver. 1.27.00.0010 - LogisticsNY s

— Customer information —Product information
Mame: || Name: IGSW_UTS Sessions Requested: I
Company: | Version: |58.09 Zone: | BaYWx28p

Street Address
Product ID:

Strest Address?
restadaress [3CF4AFEF7310DCAD47770023D223AE0057D4C2171346

City:

|
|
|
State: I— Zip: I— —Registration information
|
|
|

Country Pleasze enter your serial number in the window below

and click on the 'Register button
Phone
Fax

| Purchased From: I Expiration date: |Notset

Application software: I Free updates until: | Mot set

Parameter: I
Save to file_.. | Print... | Hw Key... | Close I Register

Figure 12: Registration - Initial Screen
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Please complete the Customer Information, the Purchased From and the Sessions Reguested fields in the Registration
Screen. Enter the name of the software that will be your primary application to use with Telnet/SSH in the
Application software field. Examples could be HighJump, SAP, QAD, Catalyst, System Administration, etc.

~
) GSW Registration Tool  Ver. 1.27.00.0010 - LogisticsNY %=
— Customer information — Product information
MName: |Juhn Doe MName: IGSW_UTS Sessions Requested: |3000|
Company: |ﬂCMEComputerWarehouse Version: |8.09 Zone: | 8aYWwx28p
StreetAddress1: | 123 Main St
I Product ID:
StreetAddress2;
I | JCF4AFBF7310DCAD4TTT0023D223AE005704C2171346
City: IAtIanta
State: IGA Zip: |30534 — Reqistration information
Country: | LISA Please enter your serial number in the window below

and click on the "Register button

Phone: |ma_255_1n13

Fax: | 706.265.1020

T

Purchased From: I Georgia SoftWorks Expiration date: I Mot set
Application software: I SAP Free updates until: I Mot set
Parameter: I

Savetoﬁle...l Print... |HwKey...| Close I Register |

Q

Figure 13: Registration: Customer Information Entry

Save the file using the “Save to file” button.

The registration information must be provided to Georgia SoftWorks to obtain the Serial Number. Several
methods are available for your convenience.

a.  Go to: https://www.georgiasoftworks.net/support gsw/open.php to submit a ticket for
Registration. Complete necessary fields and attach the file you saved in the previous step. -
Preferred method — Fastest response time.

OR

b. Email the file to registration(@georgiasoftworks.com

c. Print the information and Fax it to Georgia SoftWorks- 706.265.1020

Once Georgia SoftWorks receives the information, we can generate a Serial Number on demand and will send
it to you. You may close the registration program at this time.

17
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3. When the Serial Number is provided, Run the Registration Program again (by right clicking and Run as
Administrator) and enter the Serial Number. The easiest method to get the serial number is to highlight
the returned Serial Number and copy (ctr1-c). Then position the mouse in the Serial Number field in
the Registration Information box and paste (ctr1-v).

# GSW Registration Tool  Ver. 1.27.00.0010 - LogisticsNY E

— Customer infarmation —Product information
Mame: |Juhn Doe MName: IGSW_UTS Sessions Requested: ISDUU
Company: |ﬂCMECumputerWarehuuse Version: | 8.09 Zone: | BaYWwx28p
StreetAddress1: | 123 Main St
I an Product ID:
Street Address2:
I |30F4AF6!—731UDGAU4?TT0023D223AE005TD4021T1 346
City: |At|anta
State: IGA Zip: |30534 —Registration information
Country: | USA Please enter your serial number in the window below

and click on the "Register button

Phone: |?06.265.1018

Fax; | 706.265.1020 D25EEAFBAF1692EB019ASCEI486B20CCETANBIZCADCT|
Purchased From: | Georgia SoftWorks Expiration date: | Not set
Application software: | SAP Free updates until: | Mot set

Parameter: I

Savetoﬁle...l Print... |HwKey...| Close I

Register |

Figure 14: Registration - Serial Number Entered

4. Click Register.

;
GSW Registration Tool [

ié Registration successful

Figure 15: Registration Successful
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— — [——
) GSW Registration Tool  Ver. 1.27.00.0010 - LogisticsNY

— Customer information —Product information

Mame: |J0hn Doe MName: I GSW_UTS Sessions Requested: I 3000

Company: |ACMEComputerWarehouse Version: | 8.09 Zone: | 8aYWx28p

StreetAddress1: I 123 Main St. Broduct D

StreetAddress2:
I | 3CF4AFGFT310DCAD4TTTO023D223AE0057D4C2171346

City: | Atlanta

State: I GA Zip: I 30534 —Registration information

Country: I USA Please enter your serial number in the window below
and click on the ‘Register button

Phone: |Tr'[]6.265.1[]‘18

Fax I T06.265.1020 D25EEAFBAF1692EBO19A5CES486B20CCBTADGIZCADCT

Purchased From: I Georgia SoftWorks Expiration date: I Mot set

Application software: | SAP Free updates until: | Sunday, Qctober 31, 2021

Parameter; | 3000,55H Shield

Savetoﬁle...l Print... | Hw Key..

Figure 16: Registration: Complete

Now the software is registered. You may now run the Georgia SoftWorks Windows Telnet Server. Note that
you will be able to obtain Free Updates until the date specified.

IMPORTANT: READ SYSTEM SIGNATURE CHAPTER AT END OF USER’S GUIDE (PAGE 420).
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Registration Using a Floating License - (Hardware Key)

Georgia SoftWorks offers an gptional Floating License for customers that require the flexibility to rapidly move
the telnet server from one machine to another. If you did not purchase the Floating License - skip this section and go 1o the
machine specific license on page 16.

With the Floating License No registration is required for the telnet server to operate.

Common scenarios where the Floating License is useful include:

e Laboratory usage in a development or test environment where the telnet server is required for
short periods of time on any particular machine and then moved to a new machine.

e Backup Servers in a production environment. Typically, additional telnet servers are purchased for
backup systems. However, with a Floating License the Hardware Key can be quickly moved from the

primary machine to the backup without any other registration requirements.

e Environments where a failed server must be replaced or rebuilt and immediately restored to
operation with full telnet capability.

The Georgia SoftWorks floating license is a hardware key that can be ordered for a USB Port or a Parallel port.

Parallel Port Floating License USB Floating License
Figure 17: Floating License — Parallel Port Figure 18: Floating License - USB Port
The Parallel Port Floating License is a Pass Through allowing Not attached to a Server

normal function of the port.

The Parallel Port Floating License connects to a female parallel
port on the server and does not impact functionality of the port for
other uses. It acts pass though allowing normal connections to the
other side of the key.

-

]

USB LED Lights when Installed

Table 1 - Floating Licenses - Parallel and USB Potts

The SSH2/Telnet server will recognize the presence of the key and activate the software for the correct number
of sessions and the proper date for which free version upgrades can be obtained. It does not matter which
parallel or USB port on the server the Hardware Key is installed, as all ports will be scanned for the installation
of the key.

The Floating License currently is installed using the manufacturer SafeNet, previously Aladdin of the hardware
key setup program. It is described below. The name of the hardware key is HASP4 and you will see it displayed
in the setup screens. The best drivers for the HASP4 are the HASP HL drivers.
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Floating License — Hardware Key Installation Instructions

Note: If you are using a USB Fhoating License on a Windows NT systens - run the file aksnt4usb.exe prior to
the following steps.

1. Copy the files from the Floating License folder (hardkey) to the hard drive on your server.

2. Run the HASPUserSetup.exe program and follow the installation instructions. After installation of the
hardware key install the GSW Telnet Server as described on page 9 (if it is not already installed). See the
GSW SSH Server User’s Guide for installation instructions of the GSW SSH Server.

3. If you have User Account Control enabled you may get a prompt that says “Do you want to allow the
following program to make changes to this computer?” Click Yes

Sentinel Runtime - Install5hield Wizard

Preparing to Install...

Sentinel Runtime Setup is preparing the Installshield Wizard,
which will guide you through the program setup process.
Please wait.

Extracting: HASP_Setup.msi

Cancel

Figure 19: Hasp Preparing to Install
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4. You will first see the gemalto (formerly SafeNet) initial Welcome Screen.

1 Sentinel Runtime Setup - >

Welcome to the Sentinel Runtime
Installation Wizard

It iz strongly recommended that vou exit all Windows programs
befare running thiz setup program.

Click Cancel to quit the setup program, then cloze any programs
you have wnning. Click Nest to continue the ingtallation.

WARMNING: This program iz protected by copyright law and
international treaties.

Unauthonzed reproduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximun extent pozsible under law.

< Back Cancel

Figure 20: Sentinel welcome screen
Click Next

5. The next screen displayed is the gemalto License Agreement screen.

ﬁ Sentinel Runtime Setup - b4
License Agreement
Y'ou must agree with the licenze agreement below ta proceed. mrﬂlto
SENTINEL LDK PRODUCT END USER LICENSE ”
AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE
DOWNLOADING OR INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS

FOR AND USE OF THE SENTINEL® LDK PRODUCTS ({including without
limitation, the Developer's Kit, libraries, utilities, diskettes, CD_ROM,

DVD, Sentinel keys, the software component of Sentinel LDK, and the
Sentinel LDK Software Protection and Licensing Guide) (hereinafter o

(®) | accept the license agreement
()1 do not accept the license agreement

Reset < Back Cancel

Figure 21: SafeNet License Agreement
Read the license agreement and select “I accept the license agreement”

Click Next

22



GEORGIA SOFTWORKS AUGUST 13, 2020

6. Ready to Install Sentinel Runtime Setup

Click Next.

ﬁ Sentinel Runtime Setup — *
Ready to Install the Application
Chck Mest to begin nstallation. mto

Chck the Back button to reenter the installation information or click Cancel to exit
the wizard.

< Back Cancel

Figure 22: gemalto Sentinel Runtime Setup

7. Install Drivers - Progress bar, updating system.

ﬁ Sentinel Runtime Setup —
Updating System
The features you selected are currently being installed. w.rﬂlto

Imztall drivers

Cahcel

Figure 23: gemaltor Sentinel Runtime Setup Progress bar

23



GEORGIA SOFTWORKS AUGUST 13, 2020

8. Gemalto Sentinel Successfully Installed.

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Run-time Environment uses
port 1947 to communicate with local and remote
components. If you use a firewall, ensure that it
does not block this port.

| ‘.;
' m‘]’ﬁlto Click the Finish button to exit thiz installation.

< Back Cancel

Figure 24: SafeNet Validating Install

Click Finish.

9. Plug the hardware key onto the parallel or USB port on the server.

NOTE: On some systems you may have to reboot the server after installation. If the Floating
License is not recognized (by the UTS) after installing the driver, please reboot the server.

Uninstall Floating License - (Hardware Key)

In the event that you need to uninstall the Floating License (SafeNet HaspHL) please use the Windows Control
Panel Add/Remove Programs administrative utilities.

NOTE: Removing or uninstalling the Floating License will disable the GSW UTS Server.

24



GEORGIA SOFTWORKS AUGUST 13, 2020

GSW UTS CLIENTS
In addition to the GSW UTS clients the Georgia SoftWorks UTS Server is compatible with all Telnet or SSH
compliant third-party clients.

All the powerful and popular GSW Client options and features described in the GSW UTS are available both
for the GSW Telnet Server and GSW SSH Server except where specifically noted. Georgia SoftWorks offers
Telnet/SSH Clients for the following platforms:

Operating System GSW GSW SSH Client Type

Telnet Client

Client
Window 98/ME Yes Yes
Windows NT 4.0 Yes Yes
Windows 2000 Yes Yes GSW DESK TOP CLIENT
Windows XP Yes Yes
Windows 2003 Yes Yes
Windows Vista Yes Yes
Windows Yes Yes
2008/2012/2016/2019
Windows 7/8/10 Yes Yes

GSW Mobile Pocket PC Device Clients

Windows CE .NET 4.2/5/6+ | Yes Yes GSW Windows CE .NET 4.2/5/6+ Client
Pocket PC 2003 Yes Yes GSW PPC2003 Client
Windows Mobile 2003 Yes Yes GSW PPC2003 Client
Windows Mobile WM5, WMo+ GSW WM56 client or PPC2003 client
LXE MX3X Yes Yes GSW Windows CE .NET 4.2/5/6+, WM6+
Teklogix 7535 devices Clients

Teklogix 8525

Symbol MC9060G

Intermec CK30, CVo60
(All of these devices
when Running Windows CE
.NET 4.2/5/6+)

GSW Java Clients

Java Client Yes No

Java Applet Yes No

Table 2 - GSW SSH Client Platforms

Both the Windows SSH and the Telnet clients are included with the Georgia SoftWorks UTS. Please note that

only the clients approptiate for the server purchased will be able to connect. In other words, if you have a
Telnet Server, only GSW Telnet and compliant third-party clients will connect. If you have the GSW SSH
Server only GSW SSH and compliant third-party clients will be able to connect.

NOTE: SSH clients can NOT connect to the Telnet Server and Telnet clients cannot connect to the SSH
Server.

For Android customers, GSW ConnectBot is a GSW Android SSH/Telnet Client product that can be
purchased separately. It has the strongest security of any commercially available SSH client for Android. Learn
more about it here (https://www.geotgiasoftworks.com/connectbot-client-android)
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GSW Clients and Operating Systems Diagram

The following diagram may be helpful in visualizing the GSW Client to use with various Windows Operating

Systems.

GSW WINDOWS CLIENTS

GSW

MOBILE CLIENTS

GSwW

DESKTOP CLIENTS

(Inst;

alled with setup.exe)

GSW

UNIVERSAL MOBILE CLIENTS

Windows Server

2019/20

16/2012R2//2008/R2

GS_SClnt.bat
GS_SSSH.bat

GSW

ENHANCED MOBILE CLIENTS

Pocket PC 2003

CE.NET 4.2/5.0

Windows Mobile
5/6+

ppc2003.exe

gsce_4ig.exe
gsce_4g.exe

gscex86g.exe

wmb5 6 . exe

NOTE:
ppc2003c.exe
will work too

CE .NET 4.2/5.0

GSW WINDOWS CLIENTS

ARE INCLUDED

AT NO EXTRA COST!

DEVICE

Intermec CK30

Intermec CV60

[

LXE MX3X

Psion-Teklogix 7535

Psion-Teklogix 8525

Psion-Teklogix
WorkAbout Pro

7

Symbol MC9060G

gsceck30.exe

gsce_ x86.exe

gsce_4i.exe

gsce_ 4.exe

Need a GREAT client for Android?

The GSW ConnectBot SSH/Telnet Client for Android is Excellent

e The most secure commercial SSH client available for Android
e License and Deployment Server (LADS) for easy upgrades and licensing

Figure 25: GSW Client and Operating System Diagram
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GSW Client Support for Voice Enabled Control

Georgia SoftWorks has collaborated with Vangard Voice Systems, Inc. to develop and implement the required
software to enable the UTS Mobile and Desktop clients to operate with AccuSpeech® Mobile, their enterprise
voice solution. Vangard Voice System’s solution creates a custom voice-user interface for controlling existing
mobile, devices, application and business processes. Configuration is simple.

The robust, full featured GSW UTS installed at thousands of mission critical location around the wotld,
coupled with Vangard’s AccuSpeech® Mobile provides a reliable and innovative solution that is nothing less
than a quantum leap in mobile workforce productivity.

The GSW Windows Clients are now voice enabled for operation with AccuSpeech Mobile so workforces can
voice-collect, access and transact information, while performing and focusing on the task at hand.

GSW UTS Windows Mobile and Desktop clients support Vangard Voice Systems, Inc. AccuSpeech® Mobile
on Windows and are enabled by GSW Client configuration.

UTS and GSW Windows clients version 8.04 or higher is required for Vangard Voice AccuSpeech support.

Configuration of the GSW UTS clients to enable operation with Vangard Voice AccuSpeech Mobile is
described on page 307.
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GSW Desktop Clients
Installation Steps

The GSW Desktop (Telnet and SSH) clients are automatically installed on the computer that the UTS is
installed.
To install the GSW Desktop clients on other Windows computers the following:

Runthe gsw uts clients.exe (recommended) orgsw uts clients.msi program. They
are located in the GS_UTS Desktop folder.

The Welcome screen of the setup program is displayed. Remember that you must have administrative privileges
to install this program. Click Next.

Welcome to the Georgia
SoftWorks UTS Clients Setup
Wizard

The Setup Wizard will install Georgia SoftWorks UTS Clients
on your computer. Click ™ext”™ to continue or "Cancel” to
exit the Setup Wizard,

< Back Cancel

Figure 26: GSW UTS client Initial Setup Dialog - Welcome

Power Users: .msi is also provided for administrators using mass deployment tools, for example GPO.
Additionally .msi files are suitable for creating customized deployment configurations using Microsoft Orca and
MSI transforms.

Note: You cannot install the same UTS Clients version with both the .exe and .msi setup package programs. If
you start with one, stick with it.
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2. A screen is displayed indicating the directory that the Georgia SoftWorks desktop clients will be installed. The
default is C:\gs_uts. You may change the installation directory at this time. Nove: If you install on a drive other than
the system drive and have N'TES (on the installation drive) then you must make sure that the system has full permissions to get to
the installation directory and subdirectories. Click Continue.

ﬁ Georgia SoftWorks UTS Clients Setup — *
”

Select Installation Folder
This is the folder where Georgia SoftWorks UTS Clients will be installed. ’

«

To install in this folder, dick "Mext®. To install to a different folder, enter it below or didk
“Browse",

Folder:
|c: \G5_LITSY, Brawse...

Advanced Installer

Figure 27: GSW UTS Desktop Client Installation Path
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4. 'The Ready to Install dialog is displayed.

Click Install.

ﬁ Georgia SoftWorks UTS Clients Setup >
Il d

Ready to Install

The Setup Wizard is ready to begin the Georgia SoftWorks UTS Clients installatin:"
-«

Click “Install” to begin the installation. If you want to review or change any of your
installation settings, didk "Back”™. Click "Cancel™ to exit the wizard.

Advanced Installer

<oack [ il | | cance

Figure 28: GSW UTS Clients “Ready to Install” dialog
Click Install.

You will get a User Account Control prompt asking if you want to allow Georgia SoftWorks UTS to make
changes to this device. (your computer).

Click Yes
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ﬁ Georgia SoftWorks UTS Clients Setup >

Completing the Georgia
SoftWorks UTS Clients Setup
Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Cancel

Figure 29: GSW UTS Clients Install is complete.

Click Finish.

You can now use the GSW Telnet / SSH Clients.
A program group will be created.
L€
B Georgia SoftWorks UTS Clients

([~ =

(G5 55H Client

B G5 Telnet Client

Figure 30: GSW UTS Desktop programs group.

UN-Install
To uninstall the Georgia SoftWorks Windows Software, use the Windows Apps & Features Uninstall.
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GSW Mobile Clients

Georgia SoftWorks provides mobile clients for PPC 2003, Windows Mobile and Windows CE .NET 4.2/5.0+
class devices. As with the GSW desktop clients, the GSW Windows Mobile Clients are no extra cost, which can
amount to a substantial savings. For Android customers, GSW ConnectBot is an Android client product which
can be purchased separately. GSW Windows Mobile Clients are categorized into Universal Mobile Clients and
Enhanced Mobile Clients. An overview of each follows.

GSW Universal Mobile Clients Overview
GSW Universal Mobile Clients eliminate the need for operation verification for specific devices by GSW. The
Universal Mobile Client can simply be installed by the customer. This opens a broad range of compatible
devices while maintaining the rich feature set provided by GSW Mobile Clients.

Universal Mobile Clients for Windows CE .NET 4.2/5/6+

The GSW Universal Mobile Clients for Windows CE NET 4.2/5/6+ are designed to be compatible
with all Windows CE .NET 4.2/5/6+ systems running on ARMv4+, ARMv4i+ and x86 based
devices. Each device type requires a particular Universal Mobile Client. The Mobile Client and the
location of its setup program are identified in the table on page 34.

GSW Universal Mobile Clients for Windows Pocket PC, Windows Mobile 2003/WM5/WM#6+

The GSW Universal Mobile Client for Pocket PC 2003 is designed to be compatible with all Pocket PC
and Windows Mobile systems running on ARMv4+ based devices. The Windows Pocket PC and
Windows Mobile devices that are based on the ARMv4+ architecture each require a particular Mobile
Client. The Mobile Client and the location of its setup program are identified in the table on page 33.

In some cases, for particular devices there may be features available that may not be obvious. When
appropriate we have provided special instructions on how to take advantage of those features. Additionally,
there may be devices that have been verified for correct operation. Please review page 306 to see if your
particular device has special instructions, tips or has been officially qualified.

In many mission critical environments operation verification by GSW may be a requirement. If your company
would like operation verification please contact us at sales@geotgiasoftworks.com or call 706.265.1018 for
more information.

GSW Enhanced Mobile Clients for Windows CE .NET 4.2/5/6+ Overview
In addition to the Universal GSW Mobile Clients, specialized or Enhanced Clients are available for many devices
that take advantage of device specific features. Device specific features range from special key and light
operation to application locking features. Each Enhanced Mobile Client has a T7ps section that should be
reviewed. To determine if your device has Enhanced Mobile Client please see the table on page 35.

GSW Enhanced Mobile Clients with vetified operation on Windows CE .NET 4.2/5/6+ devices include the
Intermec CK30, CK31, CV60, LXE MX3X, Symbol MC 9060G MC9090G, Psion-Teklogix 7535, Psion-
Teklogix 8525, Psion-Teklogix WORKABOUT Pro. Other CE NET V4.2/5.0+ based devices may be
compatible but have not been certified as of this writing.

If you have a device that has unique capabilities and would like custom client features please contact us at
sales@georgiasoftworks.com ot call 706.265.1018 for more information.
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Select the correct GSW Windows Mobile Client

e If your device is running Android, then look at the GSW ConnectBot for Android. It has the strongest
SSH security of any commercial SSH client for Android available. It operates as a 3™ patty client
meaning it will connect with any telnet/ssh server that is protocol compliant.

e Ifyour device is a Windows Mobile 5, 6+ then use the GSW mobile client setup program WM56¢c . exe.
However, the ppc2003c.exe will also run fine.

e Ifyour device is a PPC 2003 /Windows Mobile then use the GSW mobile client setup program
ppc2003c.exe

e If your device is running Windows CE NET 4.2/5/6+, look at the table on page 35 to determine if an
Enhanced GSW Mobile Client is available. If so, then use the GSW Enhanced Mobile Client Setup

Program Identified in the table and be sure to look to see if any T7ps are available for that client.

e If your device is running Windows CE .NET 4.2+ and an Enhanced GSW Mobile Client is not
available then you can use a Universal GSW Mobile Client.

o Ifyour device type is ARMv4i+ then use gsce 4ig.exe

o If your device type is ARMv4+ then use gsce 4g.exe

o If your device type is X86 then use gscex86g.exe

o Ifyou do not know the device type then
® First- Try the gsce 41ig.exe client, if that does not work - then
® Next—Use the gsce 4g.exe client, if that does not work - then

= [ast— Use the gscex86g.exe client

GSW Mobile Client Installation Programs

GSW mobile clients are located in a subfolder on the CD or where the download was
unzipped with one of the following names

GSW Universal Mobile Clients

Operating System Device GSW Client Setup Program location / name
Type

Windows CE .NET 4.2/5/6+ | ARMv4+ | /clients/gsce_4g.exe

ARMv4i | /clients/gsce 4ig.exe

X86 /clients/gscex86g.exe
PPC 2003 ARMv4+ | /clients/ppc2003c.exe
Windows Mobile 5,6+ /clients/wmb6c.exe or

/clients/ppc2003c.exe

Table 3 - GSW Mobile Client Setup Program Locations

Note: ARMv4+ includes ARMv4, ARMv5, and ARMV7 etc.
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GSW Enhanced Mobile Clients for Windows CE .NET 4.2/5/6 Devices

Operating System Device GSW Client Setup Program location / name
Type

Windows CE .NET 4.2/5/6+ ARMv4+ | /clients/gsce 4.exe

ARMv4i | /clients/gsce 4i.exe

ARMvV4i | /clients/gsceck30.exe

X86 /clients/gsce x86.exe

NOTE: Sce the table (page 35) for Enhanced Mobile Clients to determine if your devices can use

one of the above clients.

Table 4 - GSW Mobile Client Setup Program Locations - continued
Installation steps

1. Install current version of the Georgia SoftWorks UTS Server (Version 6.50 or higher).

2. Determine the location and name of the GSW Mobile Client Setup program for your device. See page
33.

3. Copy the appropriate setup executable to the computer which established partnership with your device.
4. Turn on your device.

5. Start the Mobile Device Center or Active Sync on the device and connect.

6. Run the self-extracting executable on the computer selected in Step 3.

7. Confirm the prompts asking to continue with the installation.

8. You should see the setup program launched on your device.

9. Press the OK button on the device to complete the installation.

Please review any Tips for your device in the Enhanced (page 35) and Universal clients section

(page 36).
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Enhanced GSW Windows Mobile Clients List
GSW has Enhanced Mobile Clients for the following devices that take advantage of unique features on
the listed devices. Be sure to review the Tips section for each device.

Enhanced GSW Mobile Client Names for Windows CE .NET V4.2/5/6 Devices
Device Model Device Type | GSW Client
Intermec CK30/CK31 ARMvV4i gsceck30.exe

Tips for CK30/CK31 Devices on page 58

Intermec CV60 X86 gsce_x86.exe

Tips for CV60 Devices on page 60

LXE MX3X ARMV4i gsce_4i.exe

Tips for LXE MX3X Devices on page 63

Psion-Teklogix 7535 ARMvA4i gsce 4i.exe

Tips for Psion-Teklogix 7535 on page 61

Psion-Teklogix 8525 ARMvVA4i gsce 4i.exe

Tips for Psion-Teklogix 8525 on page 61

Psion-Teklogix ARMvV4i gsce 4i.exe
WORKABOUT Pro

Tips for Psion-Teklogix WORKABOUT
PRO on page 61

Symbol MC 9060G/9090G ARMv4 gsce 4.exe

Tips for SYMBOL MC 9060G /

MC9090 devices
on page 62

Table 5 - Enhanced GSW Mobile Clients

continued on next page
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Universal GSW Windows Mobile Clients Special Tips or Qualifications List

The GSW Universal Mobile Clients operate on ARMV4, ARMV4I and X86 devices. In some cases, special
instructions or tips may exist to take advantage of unique features or provide ease of use pointers for that
particular device. If there are special tips ot a particular device has been verified for correct operation then it will be listed in
the table below.

Devices Qualified with Universal GSW Mobile Client for CE .NET V4.2 +
Device Model Device Type | GSW Client
PSC Falcon 4410 ARMVA4i gsce_4ig.exe
Tips for PSC Falcon 4410 on page 65
Datalogic EIf CE 6.0 ARMv5 gsce 4g.exe
Datalogic Falcon X3 CE 6.0 ARMV5 gsce 4g.exe
Honeywell Dolphin 6500 CE 5.0 ARMv5 gsce 4g.exe
Honeywell LXE Thor CE 6.0 X86 gsce x86.exe

Table 6 — Devices qualified with Universal GSW mobile clients for Win CE

continued on next page
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Devices Qualified with Universal GSW Mobile Client for CE .NET V4.2+

Device Type GSW Client
Janam XG100 CE 6.0 ARMvV5 gsce 4g.exe
Motorola MC9190 CE 6.0 ARMvV5 gsce 4g.exe
Motorola Psion Teklogix Omni XT10 ARMvV7 gsce 4ig.exe

CE 6.0

Table 7 - Devices qualified with Universal GSW mobile clients for Win CE

continued on next page
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Devices Qualified with Universal GSW Mobile Client for Windows Mobile

Device Model Device Type | GSW Client
Bluebird Pidion BIP-6000 Windows ARMV5 ppc2003c.exe
Mobile 6.1 Pro

Intermec CK71 Windows Mobile ARMvV7 ppc2003c.exe

embedded 6.1 Classic

Intermec CN3 Windows Mobile 5.0 ARMV5 prpc2003c.exe

Honeywell Dolphin 9950 Windows ARMV5 ppc2003c.exe
Mobile 6.1 Classic

Nautiz X4 ARM Windows
Cortex-A53 Mobile 6.5

Table 8 - Devices qualified with Universal GSW mobile clients for Win Mobile

continued on next page
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Devices Qualified with for Correct Operation with GSW UTS

T7000 Windows 7

Device Model Device Type | Operating System/Client
Bluebird Pidion BIP-6000 ARMv5 Android 2.3.7
Android 2.3.7

gsw—-connectbot.apk
MobileDemand xTablet X86 Windows 7

Computer

Nautiz X2 Texas Android 6.0
Instruments
AM3715 gsw—-connectbot.apk
Algiz 10X X86 Windows 10
Widefly WF 68 Mobile Intel Android 6.0

gsw-connectbot.apk

Table 9 - Other devices that operate with the GSW UTS

continued on next page
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Devices Qualified with GSW UTS

Device Type Device Model Device Type Operating System
Janam XG100 ARMvV5 Windows
CE 6.0
gsce 4g.exe
Janam XG200 Qualcomm Android
Snapdragon
gsw-connectbot.apk
Janam XM75 Qualcomm Android
Snapdragon
gsw—-connectbot.apk
Janam XT2 Qualcomm Android
Snapdragon
gsw-connectbot.apk
Janam XT100 Qualcomm Android
Snapdragon
gsw—-connectbot.apk
Janam XG3 Arm CE5.2
Cortex A53
ppc2003c.exe

Table 10: Janam devices qualified with GSW UTS

continued on next page
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Devices Qualified with GSW UTS

Device Type Device Model Device Type Operating System
' Cipher Labs 9700 Series Arm Android
Cortex A53
gsw—connectbot.apk
Cipher Labs RS30 Arm Android
Cortex A53
gsw—connectbot.apk
Cipher Labs RS50 Arm Android
Cortex A53

gsw—connectbot.apk

Cipher Labs RS31 CPU Cortex A53 Android
Quad-core
1.3GHz gsw—connectbot.apk
Cipher Labs RS51 Octa-core Android 8.0 with
1.8GHz GMS

gsw—connectbot.apk

Cipher Labs RK 25

Quad-core 1.4
GHz Cortex A53

Android

gsw—-connectbot.apk

Table 11 -Cipher Labs qualified devices

continued on next page
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Devices Qualified with UTS

Device Type Device Model Device Type Operating System

Juniper Archer 3 Android

1.2GHz quad-core
ARM Cortex A9 i.MX6 | gsw-connectbot.apk

Juniper Mesa 3 Qualcomm® Android
Snapdragon™
Octa-core Kryo™ 260 | gsw-connectbot.apk

Nautiz X6 Qualcomm®
Snapdragon 626 Android
MSM8953 Pro, 8

cores 2.2 GHz gsw—connectbot.apk

Keyence BT-AT700 | Qualcomm Octa-core
Android

gsw-connectbot.apk

Table 12 — Nautiz X6 and Keyence BTAT700 qualified devices

If your device is not in the list above and it is an Android device the GSW ConnectBot will most likely be your
best choice. If your device is not in the list above and it is an ARMv4+, ARMv4i+ or X86 devices, it is likely
that a Universal GSW Mobile Client will operate. Please use the steps in section above (page 33) to determine
the correct mobile client.
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Extended Features for Windows CE .NET 4.2/5/6+ Devices

In order to facilitate the varied commercial requirements GSW has provided extended features for the GSW
Mobile Clients for Windows CE NET 4.2/5/6. These additional features offer useful flexibility and efficiency
for both the device user and the System Administrator. The table below provides a brief description of the
features. The details on configuration and enabling the options follow.

Mobile Feature Name Brief Description

1 | Stay Connected Automatically attempts to reconnect when a session becomes disconnected

2 | Allow Suspend Power Saving Feature

3 | Beep Sound Cortrect Operation of Beep Sound

4 | Menu Accelerators / Shortcuts Function keys provide quick access to common menu commands

5 | Free Function Keys Function Keys, F1-F12 are freed (released) from operating system control and
are available for the application

6 | Raster Font Selection Additional Raster fonts available - 9x16,10x12,10x13,12x16

7 | Simplified Chinese font GSW Mobile Clients support Simplified Chinese Font GB (True Type)

8 | Select Configuration Several configurations are allowed. This provides a quick way to select the
desired configuration.

9 | Portable Session Configuration File format for Session Configuration allows easy cloning of sessions

10 | Last Active Session Memory After a restart the client returns to the last active session

11 | No Scrollbars option Save Space on Screen. Especially useful on devices with small screens.
Also supported on Pocket PC 2003 devices.

12 | Automatic Logon Automatically logon without Host, Domain, Username, Password prompting

13 | Keyboard Marcos Remap Function and Special Keys to send a sequence of characters.

14 | Configuration and Application Save Mobile Client Configuration Across Reboots

Persistence e Allows for ease of configuration deployment to multiple devices

15 | Toggle Status & Task Bar display | Use View menu item to enable or disable the display of the status bar and/or the

task bar.

Table 13 - GSW Mobile CE NET 4.2/5.0 Client Extended Features

Stay Connected

Automatically attempts to reconnect as soon as a session is disconnected. Operates as if the
connect button was pressed.
Stay Connected is enabled by selecting the option Stay Connected.

Session|Settings|Session|Stay connected
To break out of the automatic connection loop press
ctrl-shift-b
Allow Suspend — Power Saving Feature
To facilitate the fastest possible operation, the default GSW Mobile Client operation disables
mechanisms that allow the device to suspend. There may be scenarios that require the device to

Suspend. You can configure the GSW Mobile Client Software to allow the device to Suspend
by setting the option Allow Suspend

Session|Settings|Session|Allow suspend
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Beep sound — Correct Operation
No configuration is required.

Menu Accelerators / Shortcuts
In order to provide a more convenient method of configuration for the administration the
following accelerator keys are available.

Note: The following Accelerators are available for all CE .Net 4.2 devices.

F2 - Save Session Settings

F5 - File|Session Configurations ..
F6 — Session]|Connect

F7 - Session|Settings

F8 - File|Exit

Simplified Chinese Font Support
The GSW SSH/Telnet mobile clients support Simplified Chinese fonts. Follow the steps
below to setup the GSW mobile client:

1. GSW Universal Terminal Server and GSW Mobile Clients must be V7.51 or higher.
. Install the Simplified Chinese font GB (Ttue Type) on the mobile device.
3. Open the GSW SSH/Telnet client on the mobile device and navigate to:
Sessions —-> Settings
Select the Font tab and select the GB font.

The Simplified Chinese font does not have to be installed on the Universal Terminal Server.
Note: The GB font will not display in the GSW Desktop SSH/Telnet client or Session
Administrator. GSW engineering has verified correct operation with the GB (True Type) font.
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Select Configuration for Session

You can create and save a number of Session Configurations settings that you can use as
needed. The Select Configuration option displays the saved Session Configurations that
reside in the same folder as the GSW Mobile client software. This folder may vary from
device to device so please see the tips section (in this user’s guide) for your specific device
to determine its location. Put another way, Session Configurations are not displayed if
they do not reside in the same folder that the GSW Mobile Client software resides.

You select the desired Session Configuration by using the associated function key (F'5).
Display the Select Session Configuration by using the menu bar.

File | Select Configuration...
Select Session

Fl1 ... lukexp

FZ2 ... default

oK |
| B 1:01 oM

Figure 31: Mobile Client Select Session

Portable Session Configuration — A Real Time Saver!

The file format of the Session Configuration is such that it can be used to clone or duplicate
the session configuration on other devices. Session device settings are kept completely in files
with no external references. This provides a portable configuration file that can be used when
setting up other devices. This can be a significant time saver when 40, 100 or more devices are
being set up.

The configuration files have the gswtc extension. The file has an “ini” format with
Username, Host, etc.

See also the section on application persistence capabilities to view the usefulness of the GSW
automatically created CAB files when deploying GSW Mobile Clients (page 53).

Last Active Session Memory

After a restart the client returns to the last active session. This works if default. gswtc is not
present (otherwise default. gswtc isloaded).
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No Scrollbars Option

Set this option to eliminate the use of scroll bars to save screen space. The application should
display itself in the top-left corner of the screen. For example, this is the position that
SAPConsole assumes. Of course, this assumes that the application does not require scroll bars.

Normally Scrollbars are enabled.

The No Scrollbars option is enabled by selecting the option No scrollbars.
Session|Settings|Session|No scrollbars

Check the “No scrollbars” box to eliminate scrollbars as shown below.

|Ei|E View Session ﬂelp|

[
Settings oKj x
Cormection | Session | Security | prir_4] )

Answerback: |

Heartheat interval; |3EI

Ao suspend: [
Stay connected: [
Ma scrallbars

A

5 © dll - mpF 10e Fu|@ |%

Figure 32: Mobile Client - No Scrollbars Option
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Hide Status Bar and/or Task Bar

Use the view menu item to toggle the display of either the status bar and/or the task bar. Set
this option just see the information you need to see.

File Session  Help
Status Bar
TaskBar

Figure 33: Windows CE - Choose to view status and/or task
bars. Neither enabled.

File Session  Help |
v Status Bar
TaskBar

Ciwred2\GSTC\MAIN.CPP(ESE [24x30 |
Figure 34: Just status bar is enabled

File Session  Help
Status Bar
v TaskBar

8 @cow | x@als kBB

Figure 35: Just taskbar enabled

File Session  Help
v Status Bar
v TaskBar

Ciwred2\GSTCYMAIN. CPP(ESE [24%30 |

& @cow | x@als k@B

Table 14: Both status and task bar are enabled
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No Scrollbars Option
Set this option to eliminate the use of scroll bars to save screen space. The application should
display itself in the top-left corner of the screen. For example, this is the position that
SAPConsole assumes. Of course, this assumes the application does not require scroll bars.

Normally Scrollbars are enabled.

The No Scrollbars option is enabled by selecting the option No scrollbars.
Session|Settings|Session|No scrollbars

Check the “No scrollbars” box to eliminate scrollbars as shown below.

|Ei|E View Session ﬂelp|

]
Settings Ly
Connection | SEssion |58curity I F‘rir—‘| 4| I

Arswerback: |

Heartheat interval; |3EI

Allow suspend: [
Stay connected: [
Mo scrollbars <

@ @l wpF e B

Figure 36: Mobile Client - No Scrollbars Option
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Automatic Logon for Mobile Clients

Set this option to enable the GSW Mobile client for Automatic Logon. The GSW Server Side
Automatic Logon configuration must also be completed (See page 111).

Critical Note 1: Make sure that Automatic Logon entries for GSW Mobile clients are made in
the gs_auto.txt configuration file.

Critical Note 2: IP addresses configured for Automatic Logon for GSW Clients must NOT
overlap with IP Addresses configured for Automatic L.ogon for 3rd party clients.

The Automatic Logon option is enabled by selecting the option Automatic logon.
Session|SettDjsextonl
ings|Session|Automatic logon

Check the “Automatic logon” box to enable the client for Automatic LLogon as shown
below.

| Connection | Session | Security |F‘rir‘| Ag»

Encrypkion:

Public key (Cert) logon: |:|

Sukarnatic lagan:
GSSAPT (MTLM) lagaon: [

3@ el wpfanm s B

Figure 37: Mobile Client — Automatic Logon Option
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Keyboard Macros
Keyboard macros are a powerful and time saving feature that lets the administrator define
custom keys on the device when the session is active*. Macros are used for remapping
Function keys (F1 — F12) to keystroke sequences. Macros definitions have the form:

Function Key=Keystroke Sequence

Where
Function Key is F'1 through F12
and

Keystroke Sequence follows the same format as the GSW Termination strings (page
158).

The keys that can be remapped are

Function Keys: ¥1,F2,F3,¥4,F5,F6,F7,F8,F9,F10,F11,F12

Configuration

The keyboard macros are defined in the session configuration files. These have gswtc
extensions. The configuration files have the “Windows 1ini” format. A new section
[Macros] needs to be manually added to the configuration file.

For example, to remap all Functions Keys to send capital F, followed by function key index
and the enter key you would add the following section to the configuration file on the device
(usually default.gswtc).

[Macros]
Fl=shift-f, 1, ENTER
F2=shift-f, 2, ENTER
F3=shift-f, 3, ENTER
F4=shift-f, 4,ENTER
F5=shift-f, 5, ENTER
F6=shift-f, 6, ENTER
F7=shift-f, 7, ENTER
F8=shift-f, 8, ENTER
F9=shift-f, 9, ENTER
F10=shift-f,1,0,ENTER
Fll=shift-f,1,1,ENTER
Fl2=shift-f,1,2,ENTER

4 Keyboard Macro’s are different than Keyboard Accelerators. Accelerators are available on the device when there is no session (outside the
session).
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Break-Out Sequence

Disconnects the session. There may be times when you want to disconnect the session. To
disconnect the client from the server, enter the Break-Out sequence.

After the session is disconnected, further behavior on the session observes the rules configured
on the server such as Graceful Termination, Session Saver, etc. The Break-Out is accomplished
by entering the sequence

ctrl-shift-d

Note: Do not confuse this sequence which disconnects the session with the Ctr1-Shift-b
sequence (see page 43 )

Extended Features for Pocket PC 2003 and Windows Mobile 2003/ WM5/WM6+ Devices

Mobile Feature Name

Brief Description

1 | Keyboard Macros Remap Function and Special Keys to send a sequence of characters.

2 | Free Function Keys Function Key’s (F1-F12) are freed (released) from Operating System control and
are available for the application.

3 | Application Launch Bypass Interoperation with application launch utilities such as Intermec’s il.aunch.

4 | Simplified Chinese font GSW Mobile Clients support Simplified Chinese Font GB (True Type).

Table 15 - GSW Mobile PPC 2003 and Windows Mobile 2003/WM5+ Client Extended Features

Keyboard Macros

GSW has provided Kevboard Macros for the GSW Mobile Clients for Windows Pocket PC
2003 and WM5/WMO6+. They operate the same as desctibed for the Windows CE .NET
4.2/5.0+ mobile clients.

Free Function Keys

Allows Function keys F1-F12 to be used by the application. Windows Pocket PC, Mobile
and CE NET operating systems may take control of one or more of the function keys making
them unavailable to the application software.

All GSW Mobile Clients free the function keys from the operating system so they can be used
by the application. To restore operating system control of the function keys, reboot the device.

Application Launch Bypass

GSW Telnet/SSH client for PPC2003 and Windows Mobile 5/6+ may be configured so it will
easily interoperate with application launch utilities like Intermec’s iLaunch, such that the client
will terminate immediately when the session ends. Additionally, if the feature is enabled the
client will turn off all menu options except ‘Disconnect’.

The configuration is performed by setting the value of a new parameter ‘Bypass’ that
resides in the “cppc2003.1in1i” file in the section called ‘Settings’
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Possible Values are:

0 — disabled (default)

1 — enabled
If the Bypass parameter is not present in the file, then the default value used
is: 0 (disabled).

Simplified Chinese Font Support

Simplified Chinese fonts are supported when using the GSW Mobile Clients for Windows
Pocket PC 2003/WM5/WM6+ (Windows Mobile). The setup is the same as described for the
Windows CE .NET 4.2/5.0+ mobile clients.
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Configuration and Application Persistence

It can be frustrating and time consuming if your configuration information is lost over a reboot which is
common with Windows CE and Pocket PC operating systems. GSW has provided a reliable mechanism to
ensure that the GSW Mobile Client application and configuration can be persistent across all types of
reboots. Instructions vary depending of the type of GSW mobile client being used. Please review the
appropriate section for your client.

e GSW Enhanced Mobile Clients:
Follow the Tips section for your device. Do not follow the Configuration Persistence
configuration below for the GSW Universal Mobile Clients. See page 35 for Enhanced
Client Tips.

e  GSW Pocket PC 2003 Universal Mobile Clients:
Follow the instructions on page 56.

e  GSW Universal Mobile Clients for Windows CE NET 4.2+
Follow the instructions below.

GSW Universal Mobile Client Persistence
In brief, the steps are simply to configure the device, save the configuration and move our .CAB files to
a persistent folder.

Mobile Client Configuration Persistence
The GSW Mobile Client configuration is saved as a .cab file, which is a compressed archive package
definition format.

For each created Session Configuration there will be a corresponding CAB file. For example, if a
session was saved with the name ‘lukexp.gswtc’ then a corresponding cab file with the name
‘lukexp.cab’ is automatically created.

Non session specific configuration data is stored in the CAB file c735x . cab. When these files are
placed in the persistent CAB folder on your device the GSW mobile client configuration is restored
upon reboot. The persistent CAB folder location is device manufacturer and model specific.

Mobile Client Application Persistence
The GSW Mobile Client application is available as a .cab file, which is a compressed archive package
definition format. The .cab file location and name of the application is

Location (on your PC) | CAB File Name

C:\Program Files\Georgia SoftWorks Universal Telnet and SSH Client for Windows CE ARM4A\WCEG_4.ARMV4_G.CAB

C:\Program Files\Georgia SoftWorks Universal Telnet and SSH Client for Windows CE ARM4I\WCEG_41.ARMV4|_G.CAB

C:\Program Files\Georgia SoftWorks Universal Telnet and SSH Client for Windows CE X86\WCEG_X86.INTEL_X86_G.CAB

Table 16 - GSW Mobile Client Application CAB File Location
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When this file is placed in the persistent CAB folder on your device the GSW mobile client application
is restored upon reboot. The persistent CAB folder location is device manufacturer and model specific.

Mobile Client Persistence Instructions

Once you have the GSW Mobile Client configuration set for your implementation you should save the

configuration.

Step 1: Install and run the GSW Mobile Client

Step 2: Configure the GSW Mobile Client as required for your environment

Step 3 When .satisﬁed with the configuration from within the GSW Mobile Client perform the
menu item

File|Save

And save the settings in location below.

\Program Files\GSW Clnt\default.gswtc
The file below will automatically be generated upon the Save command

\Program Files\GSW Clnt\default.cab
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Step 4: From within the GSW Mobile Client, switch to ‘User Mode’ using the menu item
File|Security

| Fle View Session Help |

Figure 38: Switch from Administrator to User Mode

Step 5: On the device launch the File Manager and copy the configuration and application .cab
files

\Program Files\GSW Clnt\default.cab
\Program Files\GSW Clnt\c753x.cab

to the Persistent CAB folder.

default.cab Properties m I ab Properties 0Kl X

Properties | Properties |

_‘c] o _‘.} o

@.,; default.cab EI..: 753x.cab

Type: CAB File Type: CAB File

Location: \FlashFX Disk\CAB Location: \FlashFX Disk\CAB

Size: 0.99KB Size: 371 bytes

Modified: 10/10/2005 3:13:46 PM Modified: 10/10/2005 3:13:30 PM

— - Attributes: ———

Archive
[ Hidden
] System

.‘3‘ defﬂlifa...!gf&p 3:15Pu|@ = gg}]gf&; 3:15m|@|%

Figure 39: Note that the files are already marked as Read Only.

Mark the files as Read Only.
In this case the persistent CAB folder location is \FlashFX Disk\CAB, however the
persistent folder is device manufacturer and model specific.
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Step 6: Copy the application cab file defined in the Application Persistence section (page 53) to
the Persistence folder on the device. Mark it as Read Only

Step 7: Now you should be able to cold boot the device and the client should automatically
launch with the correct configuration.

GSW Pocket PC 2003 Universal Mobile Client Persistence
PPC 2003 Configuration Persistence

The GSW Mobile Client configuration is saved as a .cab file, which is a compressed archive package
definition format.

For each created session configuration there will be a corresponding CAB file. For example, if a session
was saved with the name ‘lukexp.gswtc’ then a corresponding cab file with the name
‘lukexp.cab’ is automatically created.

Non session specific configuration data is stored in the CAB file cppc2003 . cab. When these files
are placed in the persistent CAB folder on your device the GSW mobile client configuration is restored
upon reboot. The persistent CAB folder location is device manufacturer and model specific.

PPC 2003 Application Persistence

The GSW Mobile Client application is available as a .cab file, which is a compressed archive package
definition format. The .cab file location and name of the application is

Location (on your PC) | CAB File Name

C:\Program Files\Georgia SoftWorks Universal Telnet and SSH Client for PPC2003\CPPC2003.PPC2003_ARM.CAB

Table 17 - GSW PPC 2003 Mobile Client Application CAB File Location

When this file is placed in the persistent CAB folder on your device the GSW mobile client application
is restored upon reboot. The persistent CAB folder location is device manufacturer and model specific.

PPC 2003 Persistence Instructions

Once you have the GSW Mobile Client configuration set for your implementation you should save the

configuration.

Step 1: Install and run the GSW Mobile Client

Step 2: Configure the GSW Mobile Client as required for your environment

Step 3: When satisfied with the configuration from within the GSW Mobile Client perform the

menu item

File|Save

And save the settings in location below

\My Documents\default.gswtc
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Step 4:

Step 5:

Step 6:

The file below will automatically be generated upon the Save command.

\My Documents\default.cab

On the device launch the File Manager and copy the configuration and application .cab
files

\My Documents\default.cab
\Program Files\Georgia SoftWorks\CPPC2003\cppc2003.cab

to the Persistent CAB folder

Mark the files as Read Only

The persistent folder is device manufacturer and model specific

Copy the application cab file defined in the Application Persistence section (page 50) to
the Persistence folder on the device. Mark it as Read Only

Now you should be able to cold boot the device and the client should automatically
launch with the correct configuration
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Tips for Intermec CK30 / CK31

Following are a few Tips when installing the GSW SSH/Telnet Windows Client for the above device running
Windows CE NET Version 4.2+

1. Menu Accelerators / Shortcuts

As of this writing the Intermec CK30/CK31 does not provide mouse/stylus capability via a touch
screen. In order to provide a more convenient method of configuration the following accelerator keys
are available. They are available for all Mobile Clients for Windows CE .NET 4.2+ but are especially
useful for the Intermec CK30/CK31.

F2 - Save Session Settings

F5

File|Session Configurations ..
F6 - Session|Connect
F7 - Session]|Settings

F8 - File|Exit

2. Persistence over a ‘Cold Reset’

After initial installation, please complete these steps as well as anytime the
configuration changes.

Once the connection settings are configured and tested you can ensure that these settings will
still exist after a ‘Cold Reset” of the Intermec CK30/CK31. This is done by saving the file
system and registry to flash memory. This is accomplished by performing the following steps.

System Main Menu|Configuration Utility|File Backup|Backup
the File System

and
System Main Menu|Configuration Utility|Save to Flash

3. Startup — Default Connection Settings

e Thefile “\CK FFS\Georgia SoftWorks C753X\default.gswtc” isloaded
on startup if found.

o If the security level is ‘usexr’ then the GSW SSH/Telnet Client will attempt to connect.
4. Application Protection

Use the File | Security dialog as described in the Application Protection (page 70 ) section.
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5. Warm boot the device after you install the client. The GSW Mobile Client will automatically
launch.

6. The GSW Mobile Client is also accessible via
System Main Menu|GSW Client
7. How to disable the automatic launch of the TE2000 client
a. Either delete or rename the file \Windows\StartUp\TE2000.1nk
b. Run
System Main Menu|Configuration Utility|File Backup

8. BEEP Sound — Complete beep operation. Extended features available for SAP - See below.

9. LED Color / Blink and beep Association — For use with SAP, SAPConsole

Using the ABAP Code Generate Bell you can associate different light-blink-colors based on
the notify_bell_signal value. You can control the number of beeps, the color of the led
(green/orange) and the number of blinks.

Example: notify bell signal = XYZ

Where
X = Number of beeps
Y = Color of LED
1 = green (left most light),
2 = orange (right most light)

Z Number of blinks

Each blink is turned on for the same time as the beep

10. Scrolling and Mouse Support

The Intermec CK30 / CK31 does provide screen scrolling and mouse suppott via keyboard
control. The Alt-Down combination puts the CK30 / CK31 into a “Screen Scrolling and Mouse
Mode” and brings up a pointer that can be manipulated by numeric keys. Please see the Intermec
manual for further details. To dismiss the pointer, enter the A1t —Down again.

Note: Keyboard data entry functionality is not fully available when in the “Screen Scrolling and
Mouse Mode”.  Simply put, dismiss the pointer prior to enteting text.
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Tips for Intermec CV60
Following are a few Tips when installing the GSW SSH/Telnet Client for the above device running Windows
CE .NET Version 4.2+
1. Persistence over a ‘Cold Reset’
After initial installation, please run START | Shutdown on the device.

Shutdown saves the device registry to persistent storage.

2. Uses Standard Accelerators and Shortcuts for all CE .NET 4.2 devices (page 44).

3. Startup — Default Connection Settings

e Thefile“\Application Data\Georgia SoftWorks C753X\default.gswtc” is
loaded on startup if found.

e If the security level is ‘usexr’ then the GSW SSH/Telnet Client will attempt to connect.
4. Application Protection

Use the File | Security dialogas described in the Application Protection (page 70 ) section.

5. Warm boot or cold boot the device after you install the client. The GSW Mobile Client will
automatically launch.

6. The GSW Mobile Client is also accessible through
'Program Files' and a Desktop shortcut
7. How to disable the automatic launch of the TE2000 client
a.  Either delete or rename the file \Windows\StartUp\TE2000.1nk

8. BEEP Sound — Complete beep operation.
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Tips for PSION-TEKLOGIX WORKABOUT Pro, 7535 and 8525 devices

Following are a few Tips when installing the GSW SSH/Telnet Client for the above devices running Windows
CE .NET Version 4.2+

1. Persistence over a ‘Cold Reset’
By default, the GSW Telnet Client is installed to a persistent directory. The directory is
\Flash Disk\Georgia SoftWorks C753X
e User Fonts — Your fonts need to reside in two locations.
\Windows\Fonts
And ALSO
\Flash Disk\Georgia SoftWorks C753X

2. Use Standard Accelerators and Shortcuts for all CE .NET 4.2+ devices (page 44).

3. Startup — Default Connection Settings

e Thefile “\Flash Disk\Georgia SoftWorks C753X\default.gswtc” is
loaded on startup if found.

e If the security level is ‘usexr’ then the GSW SSH/Telnet Client will attempt to connect.
4. Additional Files
The setup program will install the file “\Flash Disk\StartUp\reinst.bat”.

Please do not delete or modify this file as it is required for persistence and automatic startup of the
client.

5. Application Protection

GSW Telnet supports the security settings available on the Psion-Teklogix devices. The settings are available via
Start|Security
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Tips for SYMBOL MC 9060G / MC9090 devices
Following are a few Tips when installing the GSW SSH/Telnet Client for the above devices running Windows
CE NET Version 4.2+
1. Persistence over a ‘Cold Reset’
By default, the GSW Telnet Client is installed to a persistent directory. The directory is

\Application\Georgia SoftWorks C753X

e User Fonts — Your fonts need to reside in two locations.
\Windows\Fonts
And ALSO
\Application\Georgia SoftWorks C753X

2. Uses Standard Accelerators and Shortcuts for all CE .NET 4.2+ devices (page 44).

3. Startup — Default Connection Settings

e The file “\Application\Georgia SoftWorks C753X\default.gswtc” is
loaded on startup if found.

o If the security level is ‘usexr”’ then the GSW SSH/Telnet Client will attempt to connect.
4. Additional Files
The setup program will install the file “\Application\StartUp\reinst.bat”.

Please do not delete or modify this file as it is required for persistence and automatic startup of the
client.

5. Application Protection

Use the File | Security dialog as described in the Application Protection (page 65) section.
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Tips for LXE MX3X Devices
Following are a few Tips when installing the GSW SSH/Telnet Client for the LXE MX3X running Windows
CE .NET Version 4.2+

Note: Please verify that you are running version MX3XGC4201C or later of the LXE firmware. You can
view the version on your device by

Start|Settings|Control Panel |About|Versions
1. Persistence over a ‘Cold Reset’
By default, the GSW Telnet Client is installed to a persistent directory. The directory is
\System\Georgia SoftWorks C753X
e User Fonts — Your fonts need to reside in two locations.
\Windows\Fonts
And ALSO
\System\Georgia SoftWorks C753X

2. Uses Standard Accelerators and Shortcuts for all CE .NET 4.2+ devices (page 44).

3. Startup — Default Connection Settings

o Thefile “\System\Georgia SoftWorks C753X\default.gswtc” isloaded
on startup if found.

o If the security level is ‘user”’ then the GSW SSH/Telnet Client will attempt to connect.
4. Additional Files
The setup program will install the file “\System\autoexec.bat”.

Please do not delete or modify this file as it is required for persistence and automatic startup of the
client.

5. Application Protection

The LXE MX3X provides Applock application secutity software. The GSW SSH/Telnet Mobile
clients are compatible with Applock and may be launched from Applock.

In the Applock configuration you must specify which application is to be launched and you must
specify a full path to the application. Please specify the following path in the dialog.

\Windows\GSW lnch.exe
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Before configuring the system for Applock, pre-configure all the settings (in particular the
default.gswtc file) and then go to File | Security and configure the security to the userlevel
and press OK.
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Tips for PSC Falcon 4410
Following are a few Tips when installing the GSW SSH/Telnet Client for the above device running Windows

CE NET Version 4.2+

The PSC Falcon 4410 has the capability for full application lockout. The steps for implementation of this

feature follows.

1. Application Protection

Step 1:

Step 2:

Step 3:

Step 4:

Run gsce 4ig.exe on your PC and install the GSW Universal Mobile Client for
ARMVAL

Configure the GSW Mobile Client as required for your environment

When satisfied with the configuration from within the GSW Mobile Client
perform the menu item

File| Save
and save the settings in
\Program Files\GSW Clnt\default.gswtc.
And this will automatically generate the file
\Program Files\GSW Clnt\default.cab
From within the GSW Mobile Client, switch to ‘User Mode’ using the menu

item
File|Security

| Fle View Session Help |

2

Security level

Admin password: I

=) |

Figure 40: Switch from Administrator to User Mode
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Step 5: On the device launch the File Manager and create the Folder

\FlashFX Disk\CAB <

And copy the device files

\Program Files\GSW Clnt\default.cab
\Program Files\GSW Clnt\c753x.cab

to the folder created above.

Properties I Properties I

=S =
2 defaucab £k asaab
Type: CAB File Type: CAB File
Location: \FlashFX Disk\CAB Location: \FlashFX Disk\CAB
Size: 0.99KB Size: 371 bytes
Modified:  10/10/2005 3:13:46 PM Modified:  10/10/2005 3:13:30 PM
Attributes: —— Attributes:
[V Archive Archive
[ Hidden [ Hidden
[0 System [ System
#||defauit ca._. iQf&r 3:15 PM |@ '% ﬁ’rc'tsax.w...iial:‘;r 3:15 PM i@ ’%
Figure 41: Note that the files are already marked as Read Only.
Step 6: Copy the file
C:\Program Files\Georgia SoftWorks Universal Telnet and
SSH Client for Windows CE ARM4I\WCEG 4I.ARMV4I G.CAB
From your PC (the PC used in Step 1) to
\FlashFX Disk\CAB on your Falcon 4410 device, and mark it Read Only
WCEG_41.STRONG_ARM_.... [ g elr]E Xl =
" Properties | [|address|\FashFx Diskicae
— Now, three (3) file exist in this = -
E‘,‘rf WCEG_4LSTRONG_ARM._... folder. ,.
> c753x.cab  default.cab
Type: CAB File
Location: \FlashFX Disk\CAB
Size: 741KB
Medified:  10/6/2005 9:23:30 AM
Attributes:
Mark file as Read Only
[V Archive —
[~ Hidden
[ System
RSB ol| | il =

Figure 42: File copy from PC to Device
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Step 7: On the device go to:
Start|Programs|Falcon Management |FDU Admin Tool

And set the configuration options as shown using the different Tabs below.

Falcon Desktop Conﬁgurab'onm
Admin |HKeys | I | win | AppSelect |

v £n A. Make sure that the Enable Falcon
Enter Password: Desktop checkbox is checked.
Re-Enter Password:

Set Password

Restore Defaults

Note: Alphanumeric characters used within a
password should not be defined as hot keys.

Version: 1.0.32.1

85| @ oo | F S0 sz |

Figure 43: Falcon 4410 Application Title
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 Admin
Application Title: |Gswc|ient

Arguments:

Icon File:

Run Application at Startup: |v/
Delay (Seconds): Io

iiop Connration o ]

Excautable: [programries\ [ | [

B. Enter the Application Title
4—

C. Next Click on the ..." button.
When you click the button, it

opens up the File Selection dialog
EI below.

\
:ﬂ £ Faicon... ‘0» 3:09?.1‘

Figure 44: Falcon 4410 Application Tifle

D. Navigate to the GSW_Lnch.exe in the

folder \Program Files\GSW_Clnt Seldct | 2 \Program ...\GSW_Cint\
the GSW_Lnch.exe Click OK and the

filename of the Executable is filled in.

B

o x

C753X.EXE
GSW_Link.EXE

Name: |GSW/_Lnch.EXE

Type: |Executables(*.exe) ]

& [@rucn || Q> 200 (R

Figure 45: File Selection Dialog
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Next Select the Win tab and make sure that the Show Taskbar checkbox is clear.

Falcon Desktop Conﬁgurau'onm
Admin | Hkeys | IE | Win | AppSelect |

E. Select the Win Tab and make sure that
the Show Taskbar checkbox is clear.

F. Also make sure that the Windows CE
[C] start Menu Enabled Desktop Enabled checkbox is clear.

D Windows CE Desktop Enabled

Note: These settings will be applied when OK
is pressed.

Figure 46: Falcon Clear Win Tab Checkboxes

Make sure the two checkboxes are clear.

Step 8: Cold boot the device.
The GSW Mobile Client will automatically launch and connect after the boot.

69



GEORGIA SOFTWORKS AUGUST 13, 2020

Application Protection

Many times, System Administrators request the capability to protect certain configuration values associated with
the application from being inadvertently or accidentally modified by users. Georgia SoftWorks Mobile Clients
either provide this functionality or integrates and cooperates with devices that contain this feature.

The GSW Mobile Clients accomplish this protection by recognizing a #ser and a password protected
administrator security level. If the device provides a wser and administrative level, the GSW Mobile client integrates
and cooperates with the device feature. Otherwise the GSW Mobile Client provides a user and administrative
security level.

The adpinistrator secutity level is allowed unrestricted access to the application. The user security level is not
allowed to modify the configuration values or exit the GSW Mobile Client application.

The System Administrator can protect access to operations and values associated with the following menu
items.

o File|New, File|Open, File|Exit
o Session|Settings

Upon selecting the menu item File you will notice that while at the wser security level the menu items New,
Open and Exit are disabled. The same is true for the Session|Settings menu item.

Y View Session beln |
Narw

CitleN
openi e
Save CtrsS
Save As...

1 \system\...\defaut.gswic

2 Crecgswic
3 \Program Files).. \Cr.gswic
Ext

&95tat Chont

Figure 47: GSW Mobile Client Security Levels
Only the administrator security level has access to these items.

When using the GSW Mobile Client Application Protection you can enable the adwinistrator security level by
selecting the menu item File | Security as shownabove. The File|Security menuitem is
enabled on Intermec, LXE and Symbol devices. The File | Security menu item is disabled on Psion-
Teklogix devices because the GSW Mobile Client uses Psion-Teklogix security levels and is settable under
Start|Security.

Upon selecting the Security menu item, the Security level dialog is presented.
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Figure 48: GSW Mobile Client Security Level Selection

To switch from User to Administrator Security level you select Administrator and enter the Admin
Password. The Admin Password is 7062651018 . Click OK. This will enable all configuration and
operations for the Administrator.

To switch from Adpinistrator to User Security level, select User and click OK. A user password is not required.
Please see the tips section for these mobile device clients for any special tips for Application Protection.

e Intermec CK30 / CK31

e Intermec CV60
o JXE M3X3

o DPsion-Teklogix 7535, Psion-Teklogix 8525

e  Symbol MC 9060G / MC9090G

e DPSC Falcon 4410
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Backup and Restore the Georgia SoftWorks SSH/Telnet Server

At certain times you may encounter a scenario where your system needs to be rebuilt and you want to transfer
the GSW and its settings. This entails two steps.

1. Back up the GSW UTS installation directory and all of its subdirectories.

2. Back up the following registry key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters

If you are using the SSH Server then you need to also back up the following registry key.
HKEY_LOCAL_MACHINE\SOFTWARE\GeorgiaSoftWorks\GSW_SSHD\Parameters

On 64-bit operating systems the key will be:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\GeorgiaSoftWorks\GSW_SSHD\Parameters

On the rebuilt system you will need to:

1. Restore the GSW UTS Installation directory as on the original system.

2. Re-run the GSW UTS setup program.

3. If using the GSW SSH Server, re-run the GSW SSH SHIELD setup.

4. Restore the registry keys that were backed up in step 2 above.

5. Re-register the software using the standard registration procedure or install the Floating license.
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How to use the GSW Universal Terminal Server for Windows

Georgia SoftWorks Client

Note: The example below is for the GSW Telnet Server however the same procedures apply to the GSW SSH
Client unless noted.

Follow these instructions to open the Georgia SoftWorks Client window.
1. Click the Start button at the bottom left corner of your screen.
2. Click Programs
3. Move the mouse cursor to "Georgia SoftWorks UTS" entry.
4. Click to the right where you see "GS Telnet Client"
At this point, the Client window is open and you will get the host prompt (Figure 49 ).

Host
At this prompt, you should enter the hostname that you wish to connect. The hostname is the name your
Windows computer is referenced by via TCP/IP. This can be a text string or an actual IP address. This name
will appear in the client windows title bar.
Example:
Host: Soloman
OR (if you know the IP address you can enter the address)
Host: 100.100.100.101
Or

Host: <ENTER>

This will connect to the local host. You must be at the server for this to work (Useful for
testing).
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Figure 49: Host Prompt

After the Host is found you will see the Georgia SoftWorks Telnet Server connection banners. The connection
banner contains the version of the telnet server as well as the number of sessions available and connected. You
are then presented with the Windows logon prompt.

Login ID
At this prompt you should enter a valid Windows login id.

Example:

Login: JohnSmith

5'The SSH Server has a different connection banner than the Telnet Server. See the User Manual for the SSH Connection Banner.
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B GS Telnet Client G5Wx64 — [m] x

Copyright (C) 1997 - 2020 Georgia Softworks. A1l rights reserved.
40-bit encryption edition

host:

Connecting to 192.168.1.250:23

Connected to server GSWx64

Georgia Softworks SSH Server for Windows vista/7/8/10/2008 - 2016 x64 ver. 8.10.
0002SE

Registered copy, 5000 users enabled.

User 2 of 5000

login:

Figure 50: Logon Prompt

Below is a screen shot of the GSW SSH Connection Banner.

B8 G5 SSH Client 192.168.1.250 - a *

GS_SSH.exe for Georgia Softworks SSH Server for windows vista/7/8/10/2008 - 2016
ver. 8.10.0002

Copyright (C) 1997 - 2020 Georgia Softworks. A11 rights reserved.

FIPS option disabled
host: JD11

User name: RFGUnOl
Password:
Domain:

CONNECTING. . .
Host fingerprint:.....SHA256 5e:bd:b9:22:3b:9a:bd:de:1c:6e:28:al:5c:fb:e4:27:aa:fa:64:19
:89:ca:cc:43:ca:54:b5:ed:2f:9d:71:66
SSH2
.SSH-2.0-GSW SSH Shie1d-8.10.0002 (FIPS)
ClientEncryption .aes256-gcm@openssh.com none
ServerEncryption .aes256-gcm@openssh.com none
4 .diffie-hellman-groupl8-shasl12
rsa-sha2-512

welcome to Georgia softworks Secure shell 2 Rel. 8.10.0002.
Georgia SoftwWorks SSH Server for Windows Vista/7/8/10/2008 - 2016 x64 Ver. 8.10.0002SE
Registered copy, 5000 users enabled.

User 1 of 5000

login:password:domain:

Figure 51: SSH Connection Banner
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This is the password associated with the Login ID. It will not be displayed when typed.

BB G5 Telnet Client  G5Wx6d — O *

GS_Clnt.exe for Georgia Softworks Telnet Server for windows vista/7/8/10/2008 -
2016
Ver. 8.10.0002

Copyright (C) 1997 - 2020 Georgia Softworks. A1l rights reserved.
40-bit encryption edition

host:

Connecting to 192.168.1.250:23

Connected to server GSwWx64

Georgia Softworks SSH Server for windows vista/7/8/10/2008 - 2016 x64 ver. 8.10.
0002SE

Registered copy, 5000 users enabled.

User 2 of 5000

Togin:Johnsmith
password:

Figure 52: Password Prompt

Domain Name
This is an optional field. If you do not wish to connect to a specific domain then you may simply press
"<enter>". Otherwise type in the domain you want to connect. You may eliminate the domain prompt either
by using command line options or by setting a default domain on the Windows Server. To set the default
domain for all users follow the instructions on page 282. The Georgia SoftWorks Telnet Client Command line
options are described next.

B3 G5 Telnet Client  GSWx64 — a X

Copyright (C) 1997 - 2020 Georgia Softworks. All rights reserved.
40-bit encryption edition

host:

Connecting to 192.168.1.250:23

Connected to server GSwWx64

Georgia Softworks SSH Server for windows Vista/7/8/10/2008 - 2016 x64 Vver. 8.10.
0002SE

Registered copy, 5000 users enabled.

User 1 of 5000

Togin:JohnSmith
d:

Figure 53: Domain Prompt
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Georgia SoftWorks Desktop Client Command line options — Description
In addition to supetior Perfect PC terminal emulation the Georgia SoftWorks Telnet and SSH Clients have
powerful command line options facilitating faster, easier and more flexible connections. Many of these options
such as the Host, Username, Password and Domain can be used to eliminate prompting by the client or server
when connecting to the UTS Server. The following optional command line parameters may be useds.

Parameter Description

-4 or -6 Restticts protocol to IPv4 addresses or IPv6 addresses. Otherwise both are supported.

-a This specifies that this Georgia SoftWorks Client can AutoLogon (page 110)

-b Answerback Text passed to the Server and stored in the Environment variable
gwtn_answerback. See page 82 for more details and PPC configuration.

-c TELNET client only: Specifies that the client uses Encryption. This option works only in
conjunction with corresponding settings on the server. See page 93 on setting up
encryption.

-cCertificateName SSH client only. Specifies the Certificate name for certificate-based authentication. This
feature is integrated with Microsoft Certificate Stores.

—-dDomain Specifies the domain of the user. Use "' if you want to use default domain or no domain

-flindex] or This allows additional form feed control capabilities. With some applications unexpected

—F[index] form feeds will be generated at the end of the document causing misalign output and paper
waste. If this behavior is noticed then the -f option may help in suppressing the extra form
feeds. Optional index is the virtual printer index. This option uses the copy command to
print.

—hHostname This specifies host name to connect to.

—Hheartbeat Time

Specifies our client-side heartbeat. You need that parameter for the session cleanup! See
page 156.

-1 Enable SSH client to use FIPS 140-2 when connecting to SSH server. Note: SSH Server
must be installed and FIPS must be Enabled. Only valid with SSH client.

-1 SSH client only. Activates public key authentication by specifying the path to the private key
tile. -Ipath_to_private_key_file

-k Disables the mouse in the telnet or SSH session

-m SSH client only. Specifies Single Sign-On through Kerberos over GSSAPI

-n SSH client only. Specifies Single Sign-On through NTLM over GSSAPI

-pPassword SSH and Telnet client: Specifies password for the user. Use " if user has no password.
Notice that this is a lowercase "p".
SSH Client only: If public key authentication is activated then this is the password for a
password protected private key file.

—PportNumber Specifies the port number to use for telnet or SSH. This port must also be set on the Server

in the services file. Notice this is an uppercase “P”

—-rl=printername
—r2=printername

—-r 9=printername

This specifies Printer1, Printer 2, and Printer 3 ... Printer 9 for Enhanced Mode client-side
printing. No spaces are allowed in the printer name. Please see page 226 for more
information.

Continued on Next Page

6 Note: Dash -’ and Slash ““/”” character are interchangeable when specifying command line parameters.
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—-scmddelay

This specifies the Command Output Display Delay time (Milliseconds) for the results data
displayed in the gs_clnt.exe/gs_ssh.exe window as a result of executing a Client Side
Command (page 261 ) from within a telnet or SSH session. A primary function of the
Client software is to display and refresh the Telnet or SSH Session Window based on
Server Output. So, when a Client-Side Command displays results in the Session Window, a
time is specified for the display of the Client-Side Command Output in the
gs_clnt.exe/gs_ssh.exe window before the display of server-side data is resumed. The
default is 2000[ms] (two seconds).

—uUserName

Specifies the name of the User

-U

Enable Unicode character processing for input and output. See page 252.

-vPathXMLFile

Enable Vangard Voice, specifies path to Vangard XML file See page 314.

-xClient Caption String

The User has additional control over the caption text displayed in the Title bar of the client
window when using the Georgia SoftWorks Telnet or SSH Client. This helps identify
specific sessions especially when multiple sessions are opened simultaneously. No spaces
are allowed in the Client Caption string. See example on next page for further details

-XClient Title Bar String

SSH and Telnet can change the Title Bar content.
Note: This clears the Title Bar and displays the Title Bar String. It overrides the “-x” Client
Caption String,

-2

Disable the Automatic Update of the Georgia SoftWorks Telnet or SSH Client.

Long Options

The “+” plus sign designates ‘Long Option” parameters

The list of algorithms that can be used are in the GSW SSH User’s Manual.

+Ciphers= SSH client only - The list of Ciphers provided to the server for Cipher negotiation

tKexAlgorithms= SSH client only — The list of Key Exchange algorithms provided to the server for Key
Exchange Algorithm negotiation

tHostKeyAlgorithms= | SSH client only — The list of Host Key Algorithms provided to the setver for Host Key
Algorithm negotiation

+Macs=

SSH client only — The list of Message Authentication Codes (MACs) provided to the server
for Message Authentication Code negotiation

Table 18 - GSW Telnet and SSH Client Command Line Options

78




GEORGIA SOFTWORKS AUGUST 13, 2020

EXAMPLE - GEORGIA SOFTWORKS CLIENT CAPTION STRING
-xClient Caption String

The User has additional control over the caption text displayed in the title Bar of the client window when using
the Georgia SoftWorks clients. This helps identify specific sessions especially when multiple sessions are
opened simultaneously.

The command-line option
-xText

specifies a text string that is displayed in the caption section of the title bar on the client window. The text is
appended to the caption after space as x:Text. For instance, if the option -xDavid was entered the title bar in
the client window would be displayed as show below (soloman is the hostname).

B3 Welcome Johnny — O et

GS_Clnt.exe for Georgia Softworks Telnet Server for wWindows vista/7/8/10/2008 -
2016
vVer. 8.10.0002

Copyright (C) 1997 - 2020 Georgia Softworks. A1l rights reserved.
40-bit encryption edition

host:

Connecting to 192.168.1.250:23

Connected to server GSWx64

Georgia SoftwWorks SSH Server for Windows Vista/7/8/10/2008 - 2016 x64 Ver. 8.10.
0002SE

Registered copy, 5000 users enabled.

User 1 of 5000

Togin: Johnny

Figure 54: Client Title Bar Caption
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GSW Telnet and SSH Client command line options - Usage

Following is an example for specifying client command line parameters. The GS SSH2/ Telnet Client shortcut
invokes the batch file GS_SClnt.bat (for Telnet) or GS SSSH.bat (for SSH) which in turn
launches the Geotgia SoftWorks SSH2/Telnet Client. The GS_SClnt.bat and GS_SSH.bat files reside in the
GS_UTS installation directory. The contents of the batch files look as follows.

@echo off
:start

@if exist oncel.bat do call oncel.bat
@if exist oncel.bat do del oncel.bat

—  G@gs_clnt.exe’

@if errorlevel 2 goto copy
@exit

:copy
@copy gs_clnt.new gs_clnt.exe > gsnull.txt

@if exist once2.bat do call once2.bat
@if exist once2.bat do del once2.bat

@goto start

The line @gs_clnt.exe is the line that launches the Georgia SoftWorks Telnet Client. For SSH the
client name is gs_ssh.exe.

Command Line Parameters will be added to this line in the batch file.

InnmﬁcmmsmeGS_SClnt.bat/GS_SSH.batﬁkswﬂbeﬁm&ﬁaﬁnpﬁwﬁc&wpmmnﬁasma
transparent manner to the uset.

EXAMPLE - GEORGIA SOFTWORKS SSH2/TELNET CLIENT COMMAND LINE OPTIONS

Host: soloman

Heartbeat: 150

UserName: johndoe

Password: fastest

Domain: Use the default domain.
Encryption: Yes

Client Caption: System1

7'The SSH client name is gs_ssh.exe
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The Command Line Parameters used are:
-H150 -hsoloman -ujohndoe -c -pfastest -d. -xSysteml
Note: The last dot is for the default domain

And thus the GS_SClnt.bat file will be modified as shown below adding the command line
parameters.

@echo off
:start

@if exist oncel.bat do call oncel.bat
@if exist oncel.bat do del oncel.bat

@gs_clnt.exe -H150 -hsoloman -ujohndoe -c -pfastest -d. -xSysteml
@if errorlevel 2 goto copy

Qexit

:copy
@copy gs_clnt.new gs_clnt.exe > gsnull.txt

@if exist once2.bat do call once2.bat
Qif exist once2.bat do del once2.bat

@goto start
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Automatic Update of Georgia SoftWorks SSH2/Telnet Client
Albways use the matching version of the Georgia SoftWorks SSH2/ Telnet Client with the Georgia SoftWorks UTS Server.

When a Georgia SoftWorks Client connects to the GSW Universal Terminal Server, the GSW UTS is able to
determine the vetsion of the GSW Windows Client that is connecting. If the version of the GSW SSH2/Telnet
Client is different than the GSW UTS version, the GSW UTS updates the remote (client) computer with the
appropriate GSW Client for that version of the GSW UTS Server.

As new versions of the software are released, occasionally matching versions of the GSW Windows Client and
UTS is required to take advantage of certain features. Sometimes this required the System Administrator to
either visit the remote site or via telephone walk remote users through instructions to install or update the GSW
Client software.

Additionally, System Administrators may be administering many GSW Universal Terminal Servers distributed
throughout a large region. Different versions of the GSW UTS may be installed at different sites. Regardless of
the version installed the Administrator will be able to automatically use the appropriate version of the GSW
Windows Client.

Note: This feature requires the minimum GSW Telnet Server and Client version 6.26.

Important Note to Customers of Versions Prior to 6.26
Previous versions of the GSW Telnet Client invoked the client executable directly from the shortcut.

Starting with Version 6.26 the short cut invokes the batch file GS_SClnt.bat which launches the Georgia
SoftWorks Telnet Client. The batch file must be invoked for the Automatic Client Update to occur.

If you want to disable the Automatic Update of the GSW SSH2/Telnet Client then use the —z command line
option.
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When the Remote User connects to the GSW UTS Server computer and the versions do not match the User
will see the following screen. The Text Upgrade initiated is displayed. While the appropriate client is being
transferred a series of periods is displayed indicating the progress of the transfer.

BN G5 Telnet Client 10.0.0.5

Upgrade initiated.

Figure 55: Automatic GSW Client Upgrade Initiated

Once the transfer of the client is complete you will see a screen similar to the one below displayed requesting a
key to be pressed to continue.

lpgrade initiated.
Mew version of client software downloaded.
Your session will restart in a moment.

Figure 56: Automatic Client Upgrade — Session Restart

83



GEORGIA SOFTWORKS AUGUST 13, 2020

After the session is restarted you will be prompted again for the Host. Proceed and log on as usual with the
proper GSW Client version for the GSW UTS Server for which you are connected.

r .
@ GS Telnet Client g = |

-

Upgrade initiated.
Mew version of client software downloaded.
Your session will restart in a moment.

WGS_Clnt.exe for Georgia SoftlWorks Telnet Server for Windows NT-2000-5P-2883-Uist
a-28088 .7
Uer. 8.601.80812

Copyright <G> 1997 — 28879 Georgia Softlorks. All rights reserved.

Ihust:

. L]

Figure 57: Automatic Client Upgrade - Host Prompt

Developer Tip: If a client-side application must launch the Georgia SoftWorks Client then the application
should check the return code from the call to gs_clnt.exe/gs_ssh.exe. If the rerun code is two (2) then the client
and server versions are different and newer client was copied to the file gs_clnt.new. It should be renamed and
copied to gs_clnt.exe/gs_ssh.exe and then launched.
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Application Title Display

% Use the GSW GUI Configuration Tool — See Client Control page 408
Or use legacy style below

You may want the Application Title to display in the title bar of the Georgia SoftWorks Client Windows Title.
This capability is disabled by default. To enable you should set the gwtn show console title
environment variable in your logon script (Learn more about logon scripts on page 408).

The environment variable for displaying the Application Title in the Georgia SoftWorks Client Window title
bar is:

gwtn_show_console title
Possible values are Y (or 'N', or 'y' or 'n)
Y — Enable the display of the application title in the Georgia SoftWorks Client Window Title
N — Disable the display of the application title in the Georgia SoftWorks Client Window Title (defasnl})
For example, to enable the display of the Application Title in the Georgia SoftWorks Client you would enter:
set gwtn_show_console title=Y
in the Logon Script for a particular user.
NOTE: No spaces are allowed when setting environment variables.
For example:
set gwtn_show_console_ title=Y is correct

set gwtn_show_console title = Y is not correct.
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Desktop Client Display ‘X’ in Top Right Corner

% Use the GSW GUI Configuration Tool — See Client Control page 408
Or use legacy style below

You may not want the <’ (close button) to display in the top-right title bar of the Georgia SoftWorks Desktop
Client. If the %’ is pressed in the top-right corner then the connection between the client and server is
abnormally closed. The session may get suspended if the system is configured to do so. The administrator may
require a specific method for the user to exit the application and thus may want to eliminate the <’ (close
button) as an option for the user.

The %’ is displayed (enabled) by default. To disable you should set the gwtn clnt no x environment
variable in your logon script (Learn more about logon scripts on page 218).

The environment variable for disabling the display of the <’ in the Georgia SoftWorks Desktop Client window
title bar is:

gwtn_clnt_no_x
Possible values are 'Y' or 'N', or 'y' or 'n'.
Y — Disable the display of the %’ in the title bar in the Georgia SoftWorks Desktop Client window Title
N — Enable the display of the ” in the title bar in the Georgia SoftWorks Desktop Client window Title (defazi?)
For example, to disable the display of the %’ in the Georgia SoftWorks Desktop Client you would enter:
set gwtn_clnt no x=Y
in the Logon Script for a particular user.
NOTE: No spaces are allowed when setting environment vatiables.
For example:
set gwtn_clnt no x=Y is correct

set gwtn_clnt no x = Y isnot correct.
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Answerback Text

The User can pass a text string (up to 20 characters) from the client to the server when connecting. The
received text string is stored the environment gwtn answerback. The command-line option

-bText

specifies a text string that is passed to the server. For Example, the command line parameter

-bdeltal87

would be available on the server in the environment variable gwtn answerback. The example below
shows both the client MAC address and the Answerback text.

client_mac

Cistenp?

Figure 58: Answerback and MAC Address environment variable

GSW Mobile Device (Windows Mobile and Windows CE .NET V4.2/5.0+) client’s configuration.

Below is a screen shot of the GSW Mobile Device configuration for the Answerback text.

£ |csw chent &2 Wz zos @
Ercryption: | seg -
Answerback: [deltals? «—

Haartbaat interva:

Avtornatic logon: [

o s

iza{1[2]al4]s[a[7[a]o]n].
|Tabla[wle[r[t]y[u[ifo[p|[]]
lcapla|s[d[flafnlie]1]:]"]

e

[snirt[z [#[c[v[p[nlm[, [.[J/[+
|culaa] - [y ] NEEE

Figure 59: GSW PPC Client Answerback text configuration
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Desktop Keyboard Macros

Keyboard macros are a powerful and time saving feature that lets the administrator define custom keys on the
device when the session is actives. Macros are used for remapping Function keys (F1 - F12) to keystroke
sequences. Macros definitions have the form:

Function Key=Keystroke Sequence

or

Function Key=(shift:ctrl:alt) Keystroke Sequence

Where
Function Key is F1 through F12

and
(shift:ctrl:alt)
This is optional extended syntax that provides the capability to specify the Shift,
Ctrl and ALt key states. You may want to havea Shift Flora Ctrl F1,
Shift Alt F2, etc and thesyntaxof (Shift:Ctrl:Alt)isa fastway to
specify if the key is pressed. To indicate a key is pressed is by using the value 1 and so
specify that it is not pressed is to use the value 0.

For example
(1:0:0) specifies that the SHIFT key is pressed but not the CTRL or ALT.
(0:1:0) specifies that the CTRL key is pressed but not the SHIFT or ALT.
(0:0:1) specifies that the ALT key is pressed but not the SHIFT or CTRL.
Or combinations can be specified:
(L:1:0) specifies that the SHIFT key and CTRL keys are pressed but not
the ALT.
Whitespace is optional.
See the example in the configuration section below for detailed examples.

and
Keystroke Sequence follows the same format as the GSW Termination strings (page
158).

The keys that can be remapped are

Function Keys: ¥1,¥2,F3,F4,F5,¥6,F7,F8,F9,F10,F11,F12
Configuration
The keyboard macros are defined in the session configuration files. The session configuration file for
the desktop clientis GSWC1nt.ini.

For mobile clients the file name is up to the administrator as long as the extension is . gswtc.

The configuration files have the “Windows ini” format.

8 Keyboard Macro’s are different than Keyboard Accelerators. Accelerators are available on the device when there is no session (outside the
session).
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A new section [Macros| needs to be manually added to the configuration file.

For example, to remap all Functions Keys to send capital F, followed by function key index and the
enter key you would add the following section to the configuration file GSWClnt.ini.

[Macros]

Fl=shift-f,1,ENTER
F2=shift-f,2,ENTER
F3=shift-f, 3, ENTER
F4=shift-f, 4, ENTER
FbS=shift-f, 5, ENTER
Fo=shift-f, 6, ENTER
F7/=shift-f,7,ENTER
F8=shift-f, 8, ENTER
F9=shift-f, 9, ENTER

F10=shift-f,1,0,ENTER
Fll=shift-f,1,1,ENTER
Fl2=shift-f,1,2,ENTER

F1=(1:0:0)SHIFT-S,
F2=shift-f,2,ENTER
F3=shift-f, 3, ENTER
F4=shift-f, 4, ENTER
F5=shift-f,5,ENTER
F6=shift-f, 6, ENTER
F7=shift-f, 7, ENTER
F8=shift-f, 8, ENTER
F9=shift-f, 9, ENTER

SHIFT-F,

F10=shift-f,1,0,ENTER
Fll=shift-f,1,1,ENTER
F12=shift-f,1,2,ENTER

Terminating a session

1

Type exit at the client window prompt (command prompt) followed by the ENTER key and the session will
terminate and the window will clear and then close. If you are unable to get to the command prompt then you
should use the client self-termination (see below).

Client Self-Terminate a Session
The client user can terminate their session by entering Ct r1-X followed by F9.

In situations where the client user believes that the application has hung or is not responding, the user can self-

terminate the session without getting the system administrator involved.

Please note that the Team Services Hotkey (see page 143 ) must be enabled. It is enabled by default. If it is

disabled then the ability for a client to self-terminate is also disabled.
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Connecting using a 3™ Party Client

Please see the section on Emulations for descriptions in connecting to the Georgia SoftWorks UTS for
Windows using 3" party clients (page 166).
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Feature Packs - Overview

The Georgia SoftWorks Windows Universal Terminal Server is packed with features. The aggregation of the
features is geared toward industrial and commercial application. The features logically group into units called
packs. All feature packs are included with the Georgia SoftWorks UTS at no extra cost!

Security Pack — (see page 92)

The Security Pack provides the system administrator with confidence that the Windows System and the data
transferred remains secure. Encryption, access and usage restrictions are among security features implemented.

Performance Pack — (see page 109)

Advanced proprietary algorithms, optimizations and compressions provide for the fastest SSH2/Telnet Server
for Windows on the market.

GSW Team Services — (see page 117)

Allow mobile users to quickly share resources to improve productivity while keeping cost down without
requiting system administrator / I'T intervention.

Failure Detection/Recovery Pack — (see page 149Error! Bookmark not defined.)

Industrial and commercial applications demand sophisticated failure detection and recovery methods. Georgia
SoftWorks recognized the requirement and has unequaled capabilities in this area.

Legacy Pack — (see page 163)

Proper operation with Legacy applications is the foundation of a quality SSH2/Telnet setver. The Georgia
SoftWorks Telnet Universal Terminal Server for Windows will meet or exceed all expectations with respect to
running character oriented and legacy applications.

Emulation Pack — (see page 160)

The Emulation Pack provides all the popular emulations required by most 3 party clients. Not only are the
emulations provided but they are implemented correctly.

Power Features Pack — (see page 187)
The Georgia SoftWorks UTS provides the most powerful, needed and useful features on the market.
Compatibility Pack — (see page 244)

RFC 854 compliance provides access from other platforms allowing the Telnet Server to be utilized by a variety
of users.

RF Terminal Features - (See page 244)
Utility Pack — (see page 259)

Several utilities are provided for the telnet user to simplify and ease the use of SSH2/Telnet.
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Security Pack

Georgia SoftWorks provides wnmatched security when using our Telnet Server for Windows. It is the only Telnet
Server that offers complete Data Stream Encryption. The Georgia SoftWorks Telnet server has been
submitted to the United States Department of Commerce and has obtained the proper license exceptions so it
can be legally exported around the world.

Data Stream encryption can be enabled on a global or a per user basis with undetectable performance loss. This
is useful if users are running accounting, banking, medical or other applications that contain sensitive data.

Logon only encryption may also be employed. This protects User Ids, Passwords and other logon data.

The Georgia SoftWorks Universal Terminal Server is integrated with Windows Security. All Windows security
concepts apply. The Georgia SoftWorks UTS allows the system administrator to optionally restrict telnet access
based on User ID or IP address. These are additional security measures above the normal Windows security.
The system administrator can specify the users that are allowed to logon via telnet

Security Pack Configurable | GSW 3 Party
Windows Client
Clients

Encrypted Data Stream - Telnet Server Specific Yes Yes No

Encrypted Data Stream — Strong 128 Bit* Yes Yes No

- Telnet Server Specific

Encryption - Enable or Disable based on IP Address | Yes Yes

— Telnet Specific

SSH Strong Encryption - AES-256 Yes Yes Yes

(End to End — Authentication and Data Stream)
- GSW SSH Server

Encrypted Logon Session - Telnet Server Specific Yes Yes No
FIPS 140-2 Compliant Option — SSH Server Yes Yes No
AES-256 Encrypted Logon Session — SSH Server Yes Yes Yes
Connection Restrictions
- User Id Yes Yes Yes
- IP_Address Yes Yes Yes
- 3 Party Clients Yes Yes Yes
- Connection count Yes Yes Yes
- Connection count by User ID Yes Yes Yes
- Connection count by IP Address Yes Yes Yes
Encrypted Sessions Only — Telnet Server Yes Yes No
Encrypted Sessions Only — SSH Server Yes Yes Yes
Specific application Yes Yes Yes
Expired Password Handling N/A Yes Yes
Integrated with Windows Security N/A Yes Yes

* Must have the SE (Strong Encryption) version of the software

Table 19 - Security Pack

9 Certain Generic Export Restrictions apply to some countries.
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Encrypted Data Stream - Telnet Server
Encryption of the Data Stream for Telnet on Windows is another feature pioneered by Georgia SoftWorks.
Complete Data Stream encryption is available on a global or per user basis when using the Georgia SoftWorks
Telnet Client. For encryption to work both the sending and receiving ends of the data must know to encrypt
and decrypt the data. Since third party clients would not be aware of encryption or decryption, data stream
encryption is only available with the Georgia SoftWorks Telnet Client.
The Setup for Data Stream Encryption requires:

1. The encryption parameter must be passed when invoking the Georgia SoftWorks Telnet Client

2. The setting of an environment variable on the server in either a Global or User login script

3. The registry variable EnableEncryption is set to 1.

4. The proper Microsoft Windows operating system DLLs and API’s are installed on both the client
and server systems.

Data Stream Encryption Client Parameters
The parameter —c should be passed when invoking the Georgia SoftWorks Windows Telnet Client. This can
be passed from the command line via the following command:

gs clnt.exe -c
The shortcut may be modified to pass Data Stream Encryption parameter.

Data Stream Encryption Server Environment variable.
An environment variable must be set on either a Global or Per User basis to activate Data Stream Encryption.

& Use the GSW GUI Configuration Tool— Global 370 or Per User 408
Or use legacy style below

The environment variable for the complete data stream encryption is:
gwtn_encrypt_session

in the Logon Script for a particular user (or the Global Logon Script for all users.).

NOTE: No spaces are allowed when setting environment vatiables.

For example: To Activate Data Stream Encryption the following line should be present in the logon script.
set gwtn_encrypt session=l is correct
set gwtn_encrypt session = 1 isnot correct

For example: To De-activate Data Stream Encryption the following line should be present in the logon script.

set gwtn_encrypt_session=0 is correct
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Enable Encryption Server Registry variable
The variable EnableEncryption is a registry key value. This Registry key enables or disables the ability to
activate Encryption. If it is disabled then all encryption environment variables are ignored. Also, the client
command line parameter must not be used when the registry value is disabled. The key is:

HKEY_LOCAIL_MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\ EnableEncryption

The default value is O(That is disabled.) The value 1 enables the ability to use Encryption. The value O disables
the ability to use encryption.

This is how to change the registry key for Encryption.

Note: You must be on the Windows system that the Georgia SoftWorks Telnet Server is installed. However,
you may connect to the Windows Registry from a remote location.

1. Click the Start button at the bottom left corner of your screen.
2. Click RUN
3. Type REGEDIT
4. Click OK
5. Select Registry Key:
HKEY_LOCAL _MACHINE\SYSTEM\CutrentControlSet\setvices\GS_Tnet\ Parameters\ EnableEnctyption
6. Select the menu item Edit and then click on Modify
7. Enter the new value for the EnableEncryption and click OK
The new EnableEncryption value will take effect for all new connections.

Proper Operating System DLL’s
Encryption requires specific operating system DII’s (that are present on most systems) to exist to run the telnet
client and server.

These files come with Windows NT 4.0/XP/VISTA/2000/2003/2008/W7/W10 and are included in
Microsoft Internet Explorer Version 3.0 and above. If you do not have these system files encryption will not
operate.

If you have Windows 95 then you must have Windows 95 OSR2 (OEM Service Release 2) or later (or
Windows 95 with IE 3.02 or later). Windows 98 and newer versions have all the required files.

Georgia SoftWorks Telnet Server SE: 128-bit Strong Complete Data Stream Encryption.
Some applications require extremely strong Complete Data Stream Encryption. For these customers,
Georgia SoftWorks offers their Telnet Server in a Strong Encryption (SE) version. This utilizes a full 128-
bit data stream RSA encryption algorithm.

NOTE: 128-Bit Complete Data Stream is the default version when shipped on a CD.
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The Georgia SoftWorks configuration needed to run the 128-bit encryption is the same as for the 40-bit
encryption. The system requirements needed to run the encryption are slightly different. In order to run
the 128-bit encryption the system requires either:

Server or Client Requirements
e Windows NT 4.0 with domestic version of SP 3 or domestic version of SP4 or
e Windows 7/8/10/VISTA/2008/R2/2012/2016/2019, XP/2000/2003

Additional Client Options

e Windows 95 with domestic version of Microsoft Internet Explorer 4.0. or
e Windows 98 with domestic version of Microsoft Internet Explorer 4.0.

e Windows ME with domestic version of Microsoft Internet Explorer 4.0

If you have further questions about of ensuring that your computer systems can accommodate 128-bit
encryption please see the Microsoft Web site.

Both the client and server must meet the system requirements for the SE version. Also, both the Client
and server must be of the SE version.

Encrypted Logon Sequence

You may choose to only encrypt the logon sequence when using the Georgia SoftWorks Telnet Client. This
entails the same steps as described with Complete Data Stream encryption exzep? there are no environment
variables to set in the logon scripts.
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Encryption Based on IP Address

In certain situations, it may be desirable to have encryption enabled or disabled based on the IP Address of the
connecting telnet session. Complete Encryption (both Logon and Data Stream) can be enabled/disabled based
on the IP address using the configuration text file gs_ipenc.txt!. The Data Stream Encryption Client-
side parameter must also be used when configuring encryption based on IP addresses as described on page 93.

When configured the settings in the gs_ipenc.txt file overrides the normal encryption registry and
environment settings.

The order of the fields in the gs  ipenc. txt file is as follows:

Field Description
1P Address The IP address/IP Address Range of the client
Enable or Disable Encryption Value 0=Disable, 1=Enable

"Table 20— Encryption based on IP Address - gs_ipenc. txt when using GSW Clients
For example, the following entry in the file:
168.92.55.4 0
disables logon and session encryption for GSW Telnet Clients connecting from 168.92.55.4
Another Example:

205.20.63.* 1

enables logon and session encryption for GSW Telnet Clients connecting from 205.20.63 . *

NOTET: The IP address must start in the first column. IP Address Ranges and wildcards are allowed. Please
see the file gs_ipenc.txt for further details.

NOTE2: For security reasons it is prudent to set the file gs ipenc. txt to allow only SYSTEM — Read
Access. NO other accounts should be allowed to access this file.

NOTES3: This feature is for power users that have a thorough understanding of the network and system
security issues and topics.

10 Located in the root installation folder of the GSW UTS Server.
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Encryption - SSH Server
The GSW SSH Server offers very strong end-to-end encryption for all data. This includes the authentication
and data stream. Please see the GSW SSH User’s Guide for more information on the SSH Server encryption.

Encryption - FIPS 140-2

A Federal Information Processing Standards Publication (FIPS) 140-2 compliant option is available and may be
purchased for the GSW SSH Server. This standard specifies the security requirements that will be satisfied by a
cryptographic module utilized within a security system protecting sensitive or valuable data. This option is
available to Federal agencies, including the US Military. It may also be purchased by other organizations such as
state governments, educational and research institutions, commercial businesses and other entities with the need
or desire to comply with this security requirement for cryptographic modules standard. Please see the GSW
SSH User’s Guide for more information on the SSH Server FIPS option.

When the FIPS 140-2 option is enabled on the GSW SSH server, FIPS 140-2 compliant connections can be
identified by using the Session Administrator.

cv Session Administrator - C:\GS_UTS\GS_Admin.exe

ession roadcast

User Nane Logon Timed Process ID Monitor ID IP

*pos_south 86,85 88:15 424 A 19.98.8.124
*»yarchouse 5 86,85 @ 5 5144¢ a 19.9.8.116

*pos_south 66/85 Af:1- 514 4
*yareh

¥
¥ True GSW FIPS 140-2 connections

86,85 88:14 X a .0.8.

86,85 AR:14 51212 _A_A. Conn
Conn
A True GSW FIPS 140-2 connection is when bolh the Conn

Server and the Clients are FIPS 140-2 compliant and enabiled Conn |

gnnn &
5 onn

FIPS 140-2 Fé% fane Conn |

. ompiant ~

Compliant GSW Client Conn
GSW SSH2 Server i Conn
: Conn
FIPS Camficate 2560 Conn
FIFS Camficate #8525 Conn
FIPS Carificate 2918 Conn
Conn
86/63 0O -LD E TN Conn
86,85 88:13 - .8.8. Conn

FiPS Certihcate #918

No Asterisk *’ indicates that these sessions are
NOT True GSW FIPS 140-2 conne

Georgia Softlorks Seccion Administrator Uer. 72.50

Figure 60: Session Administrator view FIPS 140-2 sessions

A True GSW FIPS 140-2 connection is identified by an asterisk “*” prepended to the wsermame in the session
administrator. This means that a GSW FIPS 140-2 compliant client is connected to a FIPS 140-2 compliant
server. Both ends are compliant and thus you can have confidence that this is a GSW True FIPS 140-2
compliant connection. Usernames without an asterisk “*”’cannot be confirmed as FIPS 140-2 compliant.
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Connection Restrictions
The system administrator may restrict access to the SSH2/Telnet Server based on a vatiety of criteria advancing
the level of security.

Restrict access based on User ID
The system administrator may optionally restrict connections via SSH2/Telnet based upon the useréd. This is
useful when you have a defined set of users that you would allow access to the Windows Server via
SSH2/Telnet . If the system administrator decides to limit the users allowed to logon via SSH2/Telnet then the
local group Gwm Users must be created. If this group exists then only members of this group will be allowed to
logon via SSH2/Telnet . If this group does not exist then all users that can logon locally can log on via
SSH2/Telnet. Once the group Gwin Users is created, each user allowed to logon via SSH2/Telnet must be
added to this group'. Windows does not instantaneously update the group membership after the user manager
is closed. You will have to restart the Windows server after creating the group and adding users.

Restrict access based on IP Address
The system administrator may optionally restrict connections via telnet based upon the Host IP address.
Remote access may be limited only to specific IP addresses. The system administrator may also restrict specific
IP addresses from connecting via SSH2/Telnet.

Restrictions based on IP address are enforced when the file thosts exists. The IP addresses of interest are
listed in the thosts file. In short, only IP addresses listed in the thosts file are allowed to connect via
telnet/SSH. The provision also exists to exclude specific IP addresses from connecting via SSH2/Telnet. A
keyword [Exclude] is used that indicates all IP Addresses listed in the file should be excluded from logon via
SSH2/Telnet.

How to set up Host IP Address Restriction.

& Use the GSW GUI Configuration Tool — Edit thosts file 371
Or use legacy style below

You must create the file:
thosts

The file must reside in the Georgia SoftWorks Universal Terminal Server installation directory. The directive
[EXCLUDE] indicates if the IP Addresses should be excluded from connection.

NOTE: The System account must have permission to read the thosts file.
The rules are simple for setting up the thosts file.
1. Itis atext file

2. 'The # character is the comment character

11 Only Individual Users can be added to Gwtn Users. Groups can not be added to the group.
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3. [EXCLUDE] directive placed in the 1st line will force the interpretation as the exclusion file, otherwise only
IP addresses listed are allowed.

4. Data after the IP address is ignored and therefore can be used for additional comment data.

Following are example thosts files.

EXAMPLE - IP RESTRICTION: RESTRICT CERTAIN HOSTS FROM CONNECTING.

Bill and Tom have machines that are in a public location and are not secure. The system administrator does not
want to allow SSH2/Telnet access from those machines. However, Bill and Tom have other machines that
need SSH2/Telnet access to the server. This is how to set up the thosts file to exclude those patticular
machines.

Information needed:
IP address of Bill's machine: ~ 198.68.20.21
1P address of Tom's machines: 198.68.22.25
Edit the file thosts and add the following lines.
[EXCLUDE]
# Here is the list of hosts that are not allowed to log in via SSH2/Telnet
198.68.20.21 Bob's machine
198.68.22.25 Tom's machine
Now let’s look at the contents of the file.

The [EXCLUDE] directive specifies that all IP addresses listed in the thosts file are not allowed to connect via
telnet.

The next line is a comment reminding the System Administrator that the following Host IP addresses will not
be allowed to connect via SSH2/Telnet .

Next is the list of Host IP addresses to exclude. The list can be as long as you desire.

EXAMPLE - RESTRICTION: ALLOW ONLY SPECIFIC HOSTS TO CONNECT

ACME Accounting has 3 remote locations. For the machines at each location there may be dozens of different
users that may be connecting at different times of the day. The system administrator only wants to allow
SSH2/Telnet connections from the 3 remote locations.

However, the ACME remote Location 3 office is temporally closed and is under remodeling. Therefore, the
system administrator wants to easily comment remove them from the "allowed" list and quickly add them back
as soon as the office reopens.
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Information needed:
IP address of ACME accounting location 1 machine: ~ 198.68.35.21
IP address of ACME accounting location 2 machines:  198.68.35.25
IP address of ACME accounting location 3 machines:  198.68.35.26

Edit the file thosts and add the following lines.

# Here is the list of hosts that are allowed to log in via SSH2/Telnet

#
198.68.35.21 ACME accounting location 1 machine
198.68.35.25 ACME accounting location 2 machine

#Let’s not allow location 3 until the office reopens.
#198.68.35.26 ACME accounting location 3 machine

#

Restrict users access to a specific application
The system administrator may optionally limit a user to run a specific application. This is accomplished using
the c_start.bat file logon scripting technique. A detailed example and description is on page 219.

Restrict connections from 3™ Party Clients
This feature allows connections only from the Georgia SoftWorks SSH2/Telnet Client. This is another level of
security that the system administrator can configure. Many times, the system administrator will not want users
using any generic client to connect to his or her system.

The variable Enab1eRFC854Clients is a registry key value. This Registry key enables or disables the
ability to restrict connection from 3" party clients. If it is disabled then only users using the Georgia SoftWorks
SSH2/Telnet client are allowed to connect. The key is:

HKEY_LOCAIL_MACHINE\SYSTEM\ CurrentControlSet\Services\GS_Tnet\Parameters\ EnableRFC854Clients

The default value is 1(That is enabled.) The value 1 enables the ability for connection from all telnet/SSH
clients. The value 0 restricts connection to the Georgia SoftWorks Telnet/SSH client.

This is how to change the registry key for 3 Party Client Restriction.

Note: You must be on the Windows system that the Georgia SoftWorks Windows UTS is installed. However,
you may connect to the Windows Registry from a remote location.

1. Click the Start button at the bottom left corner of your screen.
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2. Click RUN
3. Type REGEDIT
4. Click OK
5. Select Registry Key:
HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\services\ GS_Tnet\ Parameters\ EnableRFC854Clients
0. Select the menu item Edit and then click on Modify
7. Enter the new value for the Enab1leRFC854Clients and click OK
The new value will take effect for all new connections.

Restrict access based the number of connections

b Use the GSW GUI Configuration Tool — Set Max Sessions 372
Or use legacy style below

This feature specifies the total number of connections allowed. This is another level of security that the system
administrator can configure. Many times, the system administrator may want to limit the total number of
connections to be a smaller value than the number of connections purchased.

The variable MaxSessions is a registry key value. This Registry key enables or disables the ability to restrict
connection to the number of sessions specified. If it is disabled (Oxfttftttf) then all of the sessions purchased are
available, otherwise then the MaxSessions Registry value is compared to the number of sessions purchased.
The smaller of the two numbers is used as the number of sessions to allow. The key is:

HKEY_LOCAI,_MACHINE\SYSTEM\ CurrentControlSet\Services\GS_Tnet\Parameters\MaxSessions

The default value is Oxf£££££ £ £ (That is disabled). Other values limit the number of connections allowed to
the value chosen.

This is how to change the registry key to limit the number of connections.

Note: You must be on the Windows system that the Georgia SoftWorks Universal Terminal Server is installed.
However, you may connect to the Windows Registry from a remote location.

1. Click the Start button at the bottom left corner of your screen.
2. Click RUN

3. Type REGEDIT

4. Click OK

5. Select Registry Key:

HKEY_LOCAIL_MACHINE\SYSTEM\ CurrentControlSet\services\GS_Tnet\ Parameters\MaxSessions
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6. Select the menu item Edit and then click on Modify
7. Enter the new value for the MaxSessions and click OK

The new value will take effect for all new connections.

Restrict Number of connections by a Specific User ID

b Use the GSW GUI Configuration Tool — Set Max Sessions 372
Or use legacy style below

The system administrator may want to limit the number of simultaneous logons for specific User Ids. This is
especially useful for ASP environments where an entire company, department or group is assigned a single User
Id that everyone shares. The system administrator may want to limit the number of simultaneous connections
for that company for a variety of reasons that range from server resource allocation to purchased access.

Restrictions based on the number of User Id sessions are enforced when the file gs_ 1 usr.txt exists. The
User Id’s with connection restrictions counts are listed in the gs 1 usr.txt file. For each entry in the
gs 1 usr.txt file two fields are specified: The User ID and the Count.

How to set up User ID Count Restriction
Notice the file in the GSW UTS installation directory:

gs 1 usr.txt
The file must reside in the Georgia SoftWorks Universal Terminal Server installation directory.
NOTE: The System account must have permission to read the gs 1 usr.txt file.
This file is used for configuration of the User ID Count Restrictions.
The rules are simple for settingup the gs_ 1 usr. txt file.
- Itisa text file
- The # character is the comment character
- Each entry must start in the first column.
- Each entry consists of the User ID and the Count
- The User ID and the Count are separated by a single space

Following is an example for using the gs_ 1 usr.txt file.
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EXAMPLE — USER ID COUNT RESTRICTION

ACME ASP is an Application Service Provider (ASP) where they have a Specialized Database Lookup
Application (SDLA) located on a server at their headquarters. They sell access to the SDILA to companies
where pricing is based on the number simultaneous connections. Each company accesses the SDLA via the
Internet from undetermined or varying locations. Each company that purchases access to the SDLA is
provided a User ID on the ACME server, that everyone from their company shares.

Currently AMCE has sold access to the SDLLA to six companies. Four companies purchased three connections
each; the remaining two companies purchased twelve connections each.

ACME wants to restrict each company to the number of sessions that they have purchased.

The ACME System Administrator can configure the gs_ 1 usr. txt file that specifies the number of
sessions allowed for each User ID.

The Information for each company is:

Company Name User Id Assigned to Company | Number of Concurrent Sessions
BigBrain Intelligence bbrain 12

Vigorous Investments viginv 3

Sweet Apple Suppliers sweeta 3

Warehouse Storage warstore 3

Sure Shipping Co surship 3

Wireless Security Wiresec 12

Figure 61: Security: Restriction based on User ID Count.

This is how to set up the gs_I_usr.txt file to limit the number of connections for each company.

Edit the file gs 1 usr.txt and add the following lines. (Be sure to start in column one)

bbrain 12
viginv 3
sweeta 3
warstore 3
surship 3
Wiresec 12

Each time a logon request occurs the GSW Universal Terminal Server determines the number of active
sessions associated with that User ID. If the count of active sessions exceeds the configured count in the
gs_1 usr.txt file then the logon is denied.

Asample gs_1 usr.txt file with examples is installed with the software. It can be easily modified and used
for your purposes.
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Restrict Number of connections from a Specific IP-Address

& Use the GSW GUI Configuration Tool — Set Max Sessions 372
Or use legacy style below

The system administrator may want to limit the number of simultaneous logons from specific IP Addresses.
This is especially useful for ASP environments where many users access the GSW UTS from locations that can
be identified by a specific IP Address. The system administrator may want to limit the number of simultaneous
connections for a variety of reasons that range from server resource allocation to purchased access.

Restrictions based on the number of sessions originated from specific IP Addresses are enforced when the file
gs 1 ip.txt exists. IP Addresses with connection restrictions counts are listed in the gs_ 1 ip file. For
each entry in the gs_ 1 ip file two fields are specified: The IP Address and the Count.

How to set up IP Address Count Restriction.
Notice the file in the GSW UTS installation directory:

gs 1 ip.txt
The file must reside in the Georgia SoftWorks Windows Universal Terminal Server installation directory.
NOTE: The System account must have permission to read the gs_ 1 ip.txt file.
The filegs 1 ip.txt isused for configuration of the IP Address Count Restrictions.
The rules are simple for setting up the gs_ 1 _ip.txt file.
- Itis a text file.
- The # character is the comment character.
- Bach entry must start in the first column.
- Each entry consists of the IP Address (or IP Address Range) and the Count.
- The IP Address and the Count are separated by a single space.

Following is an example for usingthe gs 1 ip.txt file.

EXAMPLE — IP ADDRESS COUNT RESTRICTION

ACME ASP is an Application Service Provider where they have a Medical Database Lookup Application
(MDLA) located on a server at their headquarters. They sell access to the MDLA to companies where pricing is
based on the number simultaneous connections. Due to the sensitive nature of Medical information access is
only granted from specific locations that can be associated with known IP Addresses. In addition, each User has
access to private medical information based on their User ID. The typical ACME customer may have 300 users
that need access to the MDLA but no more than 20 will be using the system at any given time.

Cutrrently AMCE has sold access to the MDLA to four companies. Two companies purchased twenty
connections each; the remaining two companies purchased twenty-five connections each.

ACME only wants to restrict each company to the number of sessions that they have purchased.
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The ACME System Administrator can configure the gs 1 ip.txt file that specifies the number of sessions
allowed for each User ID. The Information for each company is:

Company Name IP Address or Range Number of Concurrent Sessions
Heath Matters Inc. 192.71.34.107 20

Live Long Insurance 170.40.255.231 25

Grow Tall 164.10.15.210 164.10.15.220 20

Pharmaceutical 164.10.15.211 164.10.15.221

(They want access from | 164.10.15.212 164.10.15.222

any the following IP 164.10.15.213 164.10.15.223

Addresses to work.) 164.10.15.214 164.10.15.224

164.10.15.215 164.10.15.225
164.10.15.216 164.10.15.226
164.10.15.217 164.10.15.227
164.10.15.218 164.10.15.228
164.10.15.219 164.10.15.229
164.10.15.230

Sharp Doctors for You 205.20.63.0 25
(Sharp Doctors for You | Through

has a large range of 205.20.63.255

IP Addresses that are

valid.)

Figure 62: Security: Restriction based on Count. from IP Address

This is how to setup the gs 1 ip.txt file to limit the number of connections for each company.

Editthe filegs 1 ip.txt and add the following lines.
192.71.34.107 20
170.40.255.231 25

164.10.15.210-164.10.15.230 20
205.20.63.* 25

Each time a logon request occurs the GSW Universal Terminal Server determines the number of active
sessions associated with that the originating IP Address. If the count of active sessions exceeds the configured
countinthegs 1 ip.txt file then the Logon is denied.

Note 1: An Address range is specified in line 3
164.10.15.210-164.10.15.230 20

This translates to include all IP Addresses between:

164.10.15.210 and 164.10.15.230

Note 2: An Address Wilde Chard is specified in line 4

205.20.63.* 25
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This translates to include all IP Addresses no matter what the values for
the last field. The list below helps visualize the IP addresses included.

164.10.63.0
164.10.63.1
164.10.63.2

164.10.63.253
164.10.63.254
164.10.63.255

Asample gs 1 ip.txt file with examples is installed with the software. It can be easily modified and used
for your purposes.
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Restrict connection to only encrypted sessions - Telnet
& Use the GSW GUI Configuration Tool — Telnet Encryption see page 370
Or use legacy style below

This feature allows connections only from the encrypted Georgia SoftWorks Telnet Client. This is another level
of security that the system administrator can configure. Many times, the system administrator wants to ensure
that ALL connections to the GSW UTS are encrypted.

Note: This feature is only relevant for Telnet. By the nature of SSH all connections are encrypted.

The variable RequireEncryptedSession is a registry key value. This Registry key enables or disables
the ability to restrict encrypted only sessions. If it is disabled then only users using the Georgia SoftWorks
Telnet client are allowed to connect. The key is:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\RequireEnctyptedSession

The default value is O(Disabled.) The value 1 only allows encrypted session to connect. The value 0 allows both
encrypted and un-encrypted sessions to connect to the Georgia SoftWorks Telnet client. This value must be left
set to 0 (the default) if running the GSW SSH Server.

Use of this feature overrides user settings in the logon script and force clients to use encrypted session data stream.
Please make sure the registry parameter:
EnableEncryption
is set to 1 and that the Georgia SoftWorks Telnet Client uses the /¢ command line option.
After you complete your settings you will notice the following:
a. 3rd party clients will report disconnected session before the user even tries to type his logon name.
b. GS clients which do not have /¢ option will fail to connect.
This is how to change the registry key for connection by only Encrypted Sessions.

Note: You must be on the Windows system that the Georgia SoftWorks Windows UTS is installed. However,
you may connect to the Windows Registry from a remote location.

1. Click the Start button at the bottom left corner of your screen.
2. Click RUN

3. Type REGEDIT

4. Click OK

5. Select Registry Key:

HKEY_LOCAL_MACHINE\SYSTEM\CuttentControlSet\setvices\GS_Tnet\ Parameters\RequireEncryptedSession
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6. Select the menu item Edit and then click on Modify

7. Enter the new value for the RequireEncryptedSession and click OK

Expired Password Handling

The Georgia SoftWorks Universal Terminal Server has pioneered and introduced another expected but missing
feature in the Windows world. Typically, when a user password is expired connections are simply refused by
Windows SSH2/Telnet servers. This is not the case with the Georgia SoftWorks Universal Terminal Server.
The user is prompted for the new password just as if they were logged on locally to the Windows Server.

Integrated with Windows Security
The Georgia SoftWorks Universal Terminal Server for Windows is integrated with Windows security, adhering
to the native security already existing on Windows.
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Performance Pack

The Georgia SoftWorks SSH2/Telnet Setver is the fastest SSH2/Telnet Setver available for Windows . The
Georgia SoftWorks UTS is designed to work in the most demanding industrial and commercial applications.
This means that it must have reliable and consistent operation all of the time. It does not matter if there is one
connection or 100 connections. It is dependable, reliable, consistent and robust.

Performance Pack Configurable | Georgia SoftWorks | 3 Party
Client Client
Fast, Fast, Fast! Yes Yes
Compression for slow speeds N/A Yes No
Slow Link, Internet Support N/A Yes Yes
Proprietary performance algorithms N/A Yes Yes
Proprietary code optimizations N/A Yes Yes
DOSBOSS - MS DOS application Yes Yes Yes
performance booster!
Automatic Logon Yes Yes Yes (page 183)
GSW UTS x64 native 64-Bit Software N/A N/A N/A
RF DTIO Interface Yes Yes Yes

Table 21 - Performance Pack

Fast, Fast, Fast

The Georgia SoftWorks UTS provides incredibly fast screen updates, in fact the fastest on the market. Several
optimizations have been implemented with respect to screen updates. For example, when data is sent from the
server to the client only the screen data that has changed is sent.

Keyboard response is also incredibly fast. When you type a character, it is displayed immediately. A fast typist
will have to work hard to outrun the keyboard response of the Georgia SoftWorks Universal Terminal Server.

Compression for slow link speeds
The Georgia SoftWorks Universal Terminal Server for Windows compresses data to increase the overall

throughput of data. Ineredible performance optimizations are utilized when using the Georgia SoftWorks
SSH2/Telnet Clients.

Slow link and Intermet optimizations
Many access the host system via slow dialup links or by the Internet. Significant performance optimizations are
realized when using any SSH2/Telnet client.

Proprietary performance algorithms and code optimizations.

To accomplish the desired performance, the GSW SSH2/Telnet Server designers used object otiented C++ for
the foundation of the software, providing a modular, easily extensible and maintainable design. In addition to
sophisticated performance algorithms, all time critical sections of the software are written in highly optimized C
code.

DOSBoss MSDOS Application performance booster.
The Georgia SoftWorks DOSBoss dramatically improves system performance in situations when MSDOS
applications are running under Microsoft Windows NT. In fact, some say it is incredible!
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NOTE: DOSBoss will only run on 32-bit platforms.

Many MSDOS applications run under Windows but do not perform well, especially when multiple instances of
them are being used at the same time (This is without SSH2/Telnet in the picture). This is because MSDOS
applications do not know about Windows and assume they are the only application(s) running on the
computer. As a result, the MSDOS applications are not always Windows friendly.

For example, start 3 instances of the Microsoft Edit program in 3 separate command prompt windows. Next
start the Performance monitor. You will notice the CPU usage is very high even though you are not actively
using the editors. Your computer does not perform well when the CPU usage is high. This problem occurs
with many MSDOS applications.

To enable the Georgia SoftWorks DOSBoss put the following line at the beginning of your logon
script:

<telnet dir>\dosboss

where <telnet_dir> stands for the Georgia SoftWorks Telnet Server Directory, for example:
c:\gs_uts\dosboss

The above activates the DOSBoss with default parameters that satisfies most users requirements.

Note for power users
You can specify additional command line parameters for the DOSBoss. Valid command lines are:
/cnn - specifies the count of time slices to release. Default is /c3.
In the case where DOSBoss is already loaded the installed instance will change its parameter(s) to the
new value(s).
/h - to display the help message
/ r - uninstall the resident part of the program (Do not use with /c option)
/s - show statistics of the resident portion (DOSBoss must be loaded first)

Examples:
DOSBoss /c5 /s ' Set time slices to release to 5, dump statistics
DOSBoss /r /s "uninstall the DOSBoss, dump statistics.
DOSBoss /h ' display the help message
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Automatic Logon - Autologon

This feature allows you to pre-configure a list of IP addresses that will be able to connect and log on without
any User ID, Password or Domain prompting when using the Georgia SoffWorks SSH2/ Telnet Clients or 37 Party
Telnet Clients.

Autologon is useful in many situations; however, the real power of this feature is realized when coupled with
the Session Saver (page 149) for fast and easy connection establishment. For example, when a connection is
broken due to a link failure you can reconnect without the time consuming UserID), Password and Domain
prompts and resume work exactly where you left off before the link failure.

The configuration procedure for Automatic Logon is different for GSW Windows Clients and Third-Party
Clients. A list of IP address can be associated with either GSW Windows Clients or 3" Party Clients but NOT
both.

Automatic Logon for GSW Clients is configured using the gs auto. txt file. Automatic Logon for
Third Party Clients is configured using the gs  Logon. txt file.

Automatic Logon for GSW Telnet and SSH Clients is configured using the gs _auto. txt file.
Automatic Logon for Third Party Telnet Clients is configured using the gs_ 1ogon. txt file.

Automatic Logon for Third Party SSH Clients requires the use of Public/Private key authentication. For
more information please contact Georgia SoftWorks support

The format of the files is exactly the same but it is important to remember which files are used for each
client type.

Note: An IP address cannot be associated with both a GSW Client and a Third-Party Telnet Client. No
overlap between IP Address ranges defined inthe gs auto.txt and gs logon.txt isallowed.
Unpredictable results will occur.

Autologon with GSW Windows Clients

& Use the GSW GUI Configuration Tool — Automatic 1 ogon see page 368
Or use legacy style below

For cotrect operation of the AutoLogon feature when using the Georgia SoftWorks SSH2/Telnet Client two
steps must occut.

First, the Geotgia SoftWorks Telnet/SSH Client must be enabled for automatic logon.

e GSW Desktop Clients — Automatic Logon is enabled using the command line parameter — when
initiating the client (See page 77).
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e GSW Windows Mobile Clients — Automatic Logon is enabled by checking the Autologon checkbox
on the Session | Settings | Session menu options. (see page 49)

Second, a server-side configuration text file is used for specifying the IP address that will AutoLogon. The name
of the file for the Georgia SoftWorks SSH2/Telnet Clientis gs auto. txt and is installed in the GSW UTS
Root Directory. All Clients connecting with IP addresses specified in the gs auto. txt file must be GSW
Clients AND the TP Addresses CAN NOT also be used in the 3 Party Automatic Logon configuration text
file. No overlap between IP Address ranges defined in the gs_logon.txt and gs_auto.txt is allowed.

The order of the fields in the gs auto. txt fileis as follows:

Field Description

1P Address The IP address of the client

Domain Specify the dot ” character if no domain is used.
User Name The User ID for the connection

Password The Password

Table 22 — Automatic Logon Specifications gs_auto . txt when using GSW Clients

An TP address can be associated to Autol ggon with a Geotgia SoftWorks OR a 3" Party Telnet Client but
NOT both. No ovetlap between IP Address ranges defined in the gs auto.txt and gs logon.txtis
allowed.

For example, the following entry in the file:
63.80.112.70 . rayr sharpbook

Instructs the system that when a user connects from the IP Address 63.80.112. 70 that the connection
should be authenticated as ‘. /rayr’ with the password set to ‘sharpbook’.

The ‘#’ character in the first column designates a comment line.
NOTET: The IP address must start in the first column. IP Address Ranges and wildcards are allowed.

NOTE2: For security reasons it is prudent to set the file gs _auto. txt to allow only SYSTEM — Read
Access. NO other accounts should be allowed to access this file.

NOTES3: The format of this file is the same as gs_1ogon. txt, the automatic logon configuration file used
with 3" party clients. Only the name of the file is different.
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Automatic Logon 3™ Party Clients

& Use the GSW GUI Configuration Tool — Antomatic I ggon see page 368
Or use legacy style below

This feature allows you to pre-configure a list of IP addresses that will be able to connect and log on without
any User ID, Password or Domain prompting when using 3" Party Telnet Clients.

Autologon is useful in many situations; however the real power of this feature is realized when coupled with the
Session Saver (page 149) and/or used with RF Data collection devices for fast and easy connection
establishment. For example, when a connection is broken due to a link failure you can reconnect without the
time consuming UserID, Password and Domain prompts and resume work exactly where you left off before
the link failure.

A server-side text file is used for specifying the IP addresses that will Autol.ogon. The name of the file is
gs_ logon.txt and is installed in the UTS Root Directory. No client configuration is required for 3 party
telnet clients.

The order of the fields in the gs_logon. txt file is as follows:

Field Description

TP Address The IP address of the telnet client

Domain Specify the dot “ character if no domain is used.
User Name The User ID for the connection

Password The Password

Table 23 - Automatic Logon Specifications gs_1ogon . txt when using 34 Party Clients

An TP address can be associated to Aol ggon with a Georgia SoftWorks OR a 3 Party Telnet Client but NOT
both. No overlap between IP Address ranges defined in the gs_ logon.txt and gs auto.txtis

allowed.
For example, the following entry in the file:
63.80.112.70 . rayr sharpbook

Instructs the system that when a user connects from the IP Address 63.80.112.70 that the connection should be
authenticated as ‘. /rayr’ with the password set to ‘sharpbook’.

The ‘#’ character in the first column designates a comment line.

NOTET: The IP address must start in the first column. IP Address Ranges and Wildcards are allowed.

NOTE2: For security reasons it is prudent to set the file gs_logon.txt to allow only SYSTEM — Read Access.
NO other accounts should be allowed to access this file.

NOTES3: The format of this file is the same as gs_auto. txt, the automatic logon configuration file used
with the Georgia SoftWorks Telnet/SSH clients. Only the name of the file is different.
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Automatic Logon Summary

Automatic Logon requires Server-Side Configuration and Client-Side Configuration for GSW Clients.

Server-Side Configuration

Automatic Logon Configuration File on Server

GSW Windows Client

Third Party Client

Edit specific Server File that contains
Automatic Logon Information

gs_auto. txt

gs_logon. txt

Table 24 - Automatic Logon Configuration Files

Client-Side Configuration for Automatic Logon

Client-Side Configuration

GSW Desktop Client

GSW Mobile Client

Third Party
Telnet Client

Add the command line parameter

client not to send logon information to the server.

-a when initiating the client (page 77). This tells the

Check the Box in the configuration options
screen (page 49).

Example in the GS_SClnt.bat file
Qecho off

:start

@if exist oncel.bat do call
oncel.bat

@gs_clnt.exe -a

if errorlevel 2 goto copy

@exit

:copy

@copy gs_clnt.new gs_clnt.exe >
gsnull.txt

@if exist once2.bat do call
once2.bat

@goto start

@if exist oncel.bat do del oncel.bat

@if exist once2.bat do del once2.bat

File ~ Session Help
T Lt =" —

| Connection | Session

None
Required

Answerback: |

Heartbeat interval: |30

Automatic logon: [
Unicode session: [
Allow suspend: [
Stay connected: [
No scrollbars []

Table 25 - Automatic Logon Client-Side Configuration
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GSW UTS x64 Native 64-Bit

Georgia SoftWorks created a native build optimized for 64-bit platforms. Indeed many 32-bit applications will
run on a 64-bit platform including the standard GSW UTS, but our philosophy of continuous improvement
demands that we put forth the effort to make the software native on the powerful 64-bit platform. This
eliminates potential compatibility issues of non-native code running while taking full advantage of the
performance and addressing opportunities afforded by the 64-bit platform.

M Session Administrator - CAGS_UTSVES_Admin.exe - O >

ile iew ession roadcast

User hName Logon Time Process IDE Mon IF Addre S5tate Teams

RFuser @3/84 18:84 7188 192.168.1.166  Conn &l
MC-4 ©3/04 09:0¢ 192.168.1.243  Conn |
B9 : B 192.168.1.211  Conn

[
(Vs ]

(o o o o e e o o o o o

Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn

RFuser
BackOffice-¢
Acc-18

RFuser

1
1
1
1
1
1
1
1
1
1
1
1
1
1

Figure 63: Extraordinary High Session Count (Actual Screen Shot)

The above is a screen shot of gs_admin when GSW Engineering performed burst connection testing with the
GSW UTS x64. This is where hundreds of connections are initiated rapidly over and over taxing the system
until several thousand connections are maintained. Even though this test goes beyond what is considered real
wotld it provides information as to the benefits of a 64-bit system as well as the glimpse of the extensive testing
performed to ensure the GSW UTS meets and exceeds the demands of commercial environments. At this
point in testing GSW UTS x64 the screen shot was taken from GS_Admin with over 4999 connections.

This particular test was performed on a modest 2 GHz dual processor Xeon with 6 GB RAM running
Windows 2008 Server. We have observed over 2400 sessions on a modest 2 GHz dual processor Xeon
with 2 GB RAM running Windows XP!
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RF DTIO Interface

The GSW UTS has a built-in interface to work with the GSW RF Directed Terminal Input/output
Engine. The GSW Directed Terminal I/O Engine is an add-on component that intercepts a specific set
of terminal input/output operating system calls initiated by your application and directs terminal I/O
through a specialized high-performance interface within the GSW Universal Terminal Server (UTS).

A new performance standard is realized when using the GSW Directed Terminal I/O Engine with the
GSW UTS for Windows. Large systems will experience a dramatic performance improvement as well as
a substantial increase in the number of sessions on a server.

The GSW DTIO Engine is specialized software, focused on a narrow set of goals. The objectives are to

provide significant performance improvements and a higher number of sessions on a server than
previously possible due to processing bottlenecks and CPU Limitations

Please visit the GSW website for more information on the GSW RF DTIO Engine.
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Team Services

Team Services is about collaboration and efficiency

GSW Team Setvices provides your mobile device users a breakthrough in telnet/SSH technology that shatters
all prior usability and efficiency standards by allowing for unprecedented user collaboration and cutting the
costs of hardware. The implications are enormous. GSW Team Services has the potential to radically transform
the client/setver applications universe from isolated and fragile sessions to the wotld of petsistence and creative
collaboration of empowered users.

Team Services furnishes your mobile device users with innovative session management tools that are initiated
from the client. Team Services is fast and easy to use.

GSW Team Services empowers the mobile device users to share resources, transfer, swap, share and recover
mobile device sessions from the mobile device! This provides your mobile device users the capability to quickly
solve common mobile device session and device problems without having to perform administrative operations
on the server or needing to involve Information Technology (IT) personnel.

e Empowers Mobile Device User — session management operations initiated from the mobile
device. This is a breakthrough feature!

e No system administrator intervention required.

e  Works with GSW and 3" party clients.

e Incredible Features — Sharing, Swapping, Transfer and Recovery of sessions.

e Fast and Easy - No technical degree required and the fastest way to resume work.

Team members helping team members. Instead of purchasing multiple types of devices per user; or all
high-end devices for the occasional need for high end features, team members can maximize device utilization
by quickly sharing or swapping devices without even having to log off or involving the system administrator.

Often user(s) needs to use a different or an additional device, while preserving their session. GSW Team
Services Transfer, Swap and Share operations addresses this need.

e Transfer — Transfer (move) your session to another team member’s device. Terminates the
existing session on the second device when the transfer is complete.

e Swap — (Swap devices but keep your session) Transfer your session to another team
membet’s device and at the same time Transfer their session to your device.

e Share — Two devices share the same session. Fither device may be used within a single
session. This is similar to the GSW Session Administrator Shadowing feature, except Share is
initiated from the client. The Share Team Service can be used when a forklift operator has a
vehicle mount device and also needs a wireless mobile device, both using the same session. It
can also be used for training and assistance. The range of possibilities for Team Service Share
is so powerful it is limited only by your imagination.

Recover dropped sessions. It doesn't matter if the session is dropped due to battery failure, device
destruction, network problems or simply because the user went out of range. With GSW, #he session is maintained
on the server and with Teams Services the session can be recovered from the same or another team membet's
device. Of course, you will resume work at the exact point where you were when the session dropped.
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GSW Team Services increases productivity by allowing your team members to minimize down time when
ordinary work flow interruptions occur and resume work with unmatched speed and ease.

Strict Teams. Often workflows are specific to distinct groups (or teams) and the administrator wants to allow
only members within that group to have the capability initiate Team Services operations SHARE, SWAP,
TRANSFER and RECOVER.

With Strict Teams, system administrators can create multiple Teams such that only members within each team
can participate in Team Services operations with other members of their team. This is particularly useful in
Application Server Environments and in situations when the pool of SSH/Telnet users span multiple
departments, locations or companies.

Individuals may be assigned to more than one team, allowing flexibility such as supervisors overseeing multiple
teams or specifying floating individuals for overflow situations.

e Only users defined as part of a team can participate in Team Services operations with other
members in the team.

e Organize groups, departments, locations into Teams such that they can help each other, but not
impact other Teams.

Configuration instructions and examples are contained in the t sgroups . txt file. This file resides in the
GS_UTS installation root folder.
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Team Services General Operation

Overview
Team Services operations are straightforward to understand and use. Below is an overview for using GSW
Team Services. In this document GSW Team Services is often abbreviated "TS".

The Team Services Transfer, Swap and Share operations requires the team member who originates the
operation first communicate with the 2™ team member in order to request that the 2 team member put their
device (session) in the proper Team Service Accept mode for the operation. The 2™ team member must affirm
that they are willing to accept a Transfer, Swap or Share. This way the 2 team membet's session is not
unknowingly altered without expressly consenting to the operation.

The 2™ team member initiates Team Services and enters the “Accept Mode” for the specific Team Service to
consent to the operation. This is done by pressing the corresponding function key for the Team Service
operation. Session Identification information is displayed and can be quickly communicated to the originating
team member.

The originating team member then enters Team Services, selects the Team Service operation, identifies the 2™
team membet's session and completes the operation.

The entire process can take less than 60 seconds.

In summary, the Transfer, Swap and Share Team Service operations each have an Accept Mode and a Team
Services Operation.

The Recover Team Service does not have an Accept Mode. You could consider a suspended session as
consenting by default.

The Transfer, Swap and Share Team Service general procedural flow is:

1. One team member (originator) requests a 2 team member to participate in a Team Service
operation.

2. The 2™ team member puts their session in Accept Mode for the Team Service operation.

3. Team member (originator) starts Team Service operation.

4. Team member (originator) identifies 2° team member's session, selects and completes operation.

The Recover Team Service operation general procedural flow is:

1. Team member initiates the Team Service Recover option.
2. Team member identifies the suspended session, selects and completes operation.

Team Services state and status information is displayed in the Session Administrator. This allows the
administrator to know which devices are sharing, waiting for Team Service Transfers, Swaps, Shares and etc.
Please view page 145 for more information on the Session Administrator and Team Services.

12 Tn some cases a single Team Member serves both roles as the originating team member and the 27d team member.
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Enter Team Services Tasks by typing C#l-x (see page 121 for more details) or the configured hot key. The
Team Services Tasks menu is show below.

BE Londen — O x
GSW Team Services

.Accept session transfer mode
..Transfer session

..Accept session swap mode
.Swap session
..Accept session sharing mode
..Share session

.Recover suspended session

..Session info .
..Terminate my session
.Cancel

Figure 64: Team Services Tasks Menu

Each of the Team Service tasks is initiated by using a function key on the device. Team Service tasks that
require an Accept mode use a pair of function keys, one for the Aaep? and the other for the Teaw Service tasks.
When Accept Mode for a Team Service is performed, the client device display is similar to Figure 65.

Accept Mode Display Session Selection Display

i On the left we see the display after | mor o S
a user has entered Accept Mode | [Prr S
for Team Service Share. Note that
the Session Id is s5.

GSW Team Services

My session id is s5

On the right we see the display
after the Team Service operation
Swap is entered. A list of all
sessions available for a Swap is
displayed.

Figure 65: Accept Mode Display Figure 66: Session Selection Display
Note: Only sessions in Accept
Swap mode are displayed. So, there
will be no confusion swapping with
someone that did not consent to a
swap.

Fl0-Cancel

The associated Team Service operation displays a list of sessions available for that operation similar to Figure
0606. The session is selected for the operation by entering the displayed line number for that session. For
example, to swap with session s5 the user would enter a 2 since that is the line number for session s5.
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The Transfer operation uses the F1 key for Transfer Accept Mode and the F2 key to perform the Transfer
operation. The Swap operation uses the I3 key for the Swap Accept Mode and the F4 key for the Swap
operation. The Share operation uses the F5 key for Accept Share Mode and the F6 key for the Share operation.

2" Team Originating
Member Team Member
Team Services | Description Accept | Operation
Operation Mode
Transfer Transfers your session to another device F1 F2
Swap Transfers your session to another device F3 F4
Transfers the other session to your device
Share One session is shared by two devices F5 F6
Recover Recovers a suspended session to your device n/a F7
My TS Info Display Session ID, User Name, IP Address n/a F8
Reserved n/a F9
Cancel Cancel Team Services Operation, Exit Menu n/a F10
Enter Team Open Team Services Menu Configurable hot key
Services

Table 26 - Teams Services Function Keys

A configurable hot key is used to enter GSW Team Services. The default hot key is Cr/-x. When initiated, Team
Services presents the user with a menu that is used to transfer a session, recover a session, swap sessions, share
a session etc. Learn more about the configurable hot key on page 143.

121



GEORGIA SOFTWORKS AUGUST 13, 2020

Dynamic non-cryptic text abbreviations for small screens

Devices come with a variety of screen sizes offering large display areas on stationary or truck mount devices and
smaller display areas on smaller hand held mobile devices. With GSW Team Services the text is automatically
adjusted based on the number of columns and rows defined with the "Mode Con" command (page 298) in
your logon script. If there are not enough columns to display the complete Team Service text then intelligent
abbreviations are used so you can view the essential information in the normmal font for your application.

This works well with the small hand held mobile device displays as well as the larger truck mount displays. No
magnifying glass is required to read the text, nor do you have to be a detective to decipher the meaning of the
abbreviations.
The three most used Team Services screens are:

e Team Services Main Menu

e Team Services "Accept Mode" Display

e 'Team Services "Select Session" Menu

Below is an example of the full text of the Team Services tasks menu on the left and the abbreviated text on the

right. In order to maximize the readability alternate abbreviations are used based on the number of columns

and rows defined.

Team Services Main Menu

Abbreviated Team Services Tasks

[EH China - O
GSW Team Services

...Accept session transfer mode
..Transfer session

..Accept session swap mode
..Swap session

..Accept session sharing mode
..Share session

. .Recover suspended session

..Session info ;
.Terminate my session
Cancel

Set the number of
columns and rows for
your application and
GSW Team Services will
display all the text or
abbreviate it based on
your configuration.

BEE China — [m] X
GSW Team Services

.Acc xfer
..Transfer
..Acc swap

ET
..Acc share
..Share

.Recover

..Info_
.Terminate
Cancel

Table 27 - Team Services Tasks Menu Abbreviations

Note that "Accept" is abbreviated "Acc", and "transfer" uses the common abbreviation "xfer" while the words

"session", "mode" and "suspended" are completely omitted.

Below is an example of the Team Services Accept Transfer mode display. The Accept modes for the other
operations are similar. The unabbreviated version is on the left and the abbreviated version is on the right.
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Abbreviated Accept Transfer Mode

Accept Transfer Mode Display Display

&8 London - b0 % B¥ London — O *
GSW Team Services

GSW Team Services

An unabbreviated
My session id is s5 "Waiting for transfer"
dialog is shown on the
left.

On the right is simply
the session id (s5) and
"Waiting..."

Table 28 - Team Services Accept Mode Abbreviations

Note that the text "My session id is" and "for transfer" is omitted yet the essential session id (s5) is presented as
well as the "Waiting..." text providing a reminder to the user.
8 8
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The TS Select Session display is shown below.
There atre a few items to note.

o If more than one page is required to display all the available sessions then the function key F'2 is used
to display the next page. 1 navigates to the previous page. This is true for both the abbreviated and
unabbreviated lists.

o FEach page has a Page x of y count display, where x is the page you are viewing and y is the total
number of pages.

o On each page the line numbers corresponding to the session id are zero based. Below on page 1, line 0
corresponds to session id (s 0). On page 2, line 0 corresponds to session id (s 5).

Accept Transfer Mode Display Abbreviated Select Session Display

B¥ China — O X BH China — O X

GSW Team Services

Page 1 of 1
0

F10-Cancel

F2-Next Fl1-Prev
F10-Cancel F10-Cancel

Figure 67: Unabbreviated Select Session

Figure 68: Abbreviated Select Session Page 1 of 2 Figure 69: Abbreviated Select Session Page 2 of 2

Table 29- Team Services - Select Session Display
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Team Services Tasks

Transfer
The Team Services Transfer operation takes a session on one device and moves it to a 2nd device. It
terminates the existing session on the 2nd device. The session will resume exactly where it was when the
transfer occurred.

In the diagram below we have two people, Barry and Sam. Each has a session and a device. Sam is going to
lunch and Barry wants to use Sam’s wireless mobile device to scan some items his truck mount device cannot
reach. With TS Transfer, Barry can transfer his session to Sam’s device without even logging off.

" SESSIONS CONNECTIONS DEVICES PERSON )
k Team Services TRANSFER )
5:5‘“;:3'“ { CONNECTION i SAM
R — CONNECTION é& BARRY
L
. S
Figure 70: Before Team Service - TRANSFER
The TS Transfer example is described below.
SAM BARRY
& London - o x &8 China - o X & China - o x

GSW Team Services GSW Team Services

..Acc xfer
..Transfer
. .Acc swap
. .Swap
..Acc share

.Acc xfer
..Transfer
..Acc swap

.Swap
..Acc share
..Share
. .Recover
..Info

.Terminate

Cancel

. .Share

. .Recover

..Info
...Terminate

. .Cancel

F2-Next
F10-Cancel

Figure 74: Session s5 is not listed on
page 1 so Barry presses F2.

Figure 71: Enters Team Services Figure 72: Accept Transfer Mode
(Ctrl-x) (F1). Note session id is s5

Figure 73: Enters Team Services (Ctrl-x)
& presses F2

Barry asks Sam if he can Transfer to his device. Sam consents and enters Team
Services (Figure 71) and presses F'1 to enter Accept Transfer mode. Sam’s display
shows he is session id “s5”  (Figure 72) .

Barry enters Team Services on his truck mount device (Figure 73) and presses F2 to
initiate the Transfer operation. Figure 74 shows a list of sessions in Accept Transfer
mode. Barry does not see session s5 so he presses F2 to go to the next page. Now

Fl-Prev
he sees session s5 is listed by line number 0 (Figure 75) . He presses 1 to complete e

the transfer to session s5. Sam’s session is terminated and Barry's session is on
Sam's mobile device and Barry can resume exactly where he left off.

Figure 75: Presses 1 to select session 55
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Notice that Barry is now on the mobile device and is still using his original session. He did not have to log off
or get administrative assistance.

'( SESSIONS CONNECTIONS DEVICES PERSON )
k Team Services TRANSFER )

-
SAMs BARRY
CETITI e CONNECTION i 8
- -
-
BARRYs e
SESSION =

8

Figure 76: After Team Service - TRANSFER

The session Sam was using is terminated during the process, freeing Sam to take his lunch break.
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Swap

The Team Services Swap operation takes two sessions on two devices and moves the session on the 1% device
to the 2™ device and moves the session on the 2™ device to the 1% device. Each session is preserved and will

resume exactly where it was when the swap occurred.

In the diagram below we have two people, Doug and Andy. Each has a session and a device. Doug wants to
use Andy’s wireless mobile device to scan some items his truck mount device cannot reach. Andy still needs to
work but can finish his work with the truck mount. With TS Swap, Doug can transfer his session to Andy’s
device, while simultaneously transferring Andy’s session to Doug’s truck mount device. Both can continue

their work in the application and not even have to log off.

(" SESSIONS

CONMNECTIONS

DEVICES

Team Services SWAP

-

.

FERSON

-,

Figure 77: Before Team Service -SWAP

Doug asks Andy if they can Swap devices. Andy consents and enters Team Services and presses F3 to enter
Accept Swap mode. Andy’s display shows he is sessionid “s5” .

ANDY

DOUG

..Acc xfer
.. Transfer
..Acc swap
. .Swap

..Acc share

...Share

. .Recover

..Info
.Terminate
Cancel

Figure 78: Enter Team Services
(Ctrl-x)

GSW Team Services

Figure 79: Accept Swap Mode (F3)
Note the session id is s5

B3 China — O

..Acc xfer
..Transfer
..Acc swap
. .Swap

..Acc share
. .Share

. .Recover
..Info
...Terminate
..Cancel

Figure 80: Enter Team Services
(Ctrl-x) & press F4

B China - a X
GSW Team Services

Page 1 of 1
(o}

1

2
Z

Fl0-cCancel

Figure 81: Selects 2 to Swap with s5

Doug enters Team Setvices on his truck mount device and presses F4 to initiate the Swap operation. Figure 81
shows a list of sessions in Accept Swap mode. Doug sees s5 is listed by the number 2. He presses 2 to
complete the swap with session s5. Andy’s session is moved to the truck mount device and Doug's session is
on the mobile device and both can resume exactly where he left off.

Notice in the following diagram that Doug is now using the mobile device yet he is still using his original
session. Likewise, Andy is now using the truck mount device and is still using his original session as well.
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" SESSIONS COMNECTIONS DEVICES  FERSGN %
Team Services SWAP

[ 0 B oo
- B 8

Figure 82: After Team Service - SWAP

If in Andy and Doug want their original devices back, they can just perform a TS Swap again!
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Share
The Team Services Share operation allows two devices to share a single session. Input from either device is sent
to the session. Output from the session is displayed on both devices. This is similar to the Session
Administrator "Shadow" feature (page 195) but developed for Team Members.

This feature has several applications. One is to allow a single user to work with two devices in the same session.
Another application is when one team member needs to help another team member. Share can also be used for
quality control purposes. You may have ideas for your own environment.

In the diagram below we have two devices and one person - Tom. Tom's device is a truck mount device. He is
the only one working in the warehouse today and also wants to have a wireless mobile device to scan items his
truck mount device cannot reach. Tom needs all his work be in a single session and he does not want to log on
and off each time he uses each device. Tom can use the TS Share feature and have two devices connected to a
single session. With each scan he can use the most convenient device.

" SESSIONS CONMECTIONS DEVICES  FERSON %
Team Services SHARE )

-

' B .
- COMKECTION H

\

A

Figure 83: Before Team Service -SHARE

Tom obtains the wireless mobile device. He is already connected with his truck mount device. Tom wants to
allow his truck mount device session to be shared. From the truck mount device, he enters Team Services
(Figure 84) and then initiates the task Accept Share by pressing F5. The truck mount device display
shows his session id is “s5” and waiting for a partner (Figure 85) .

Tom's Truck Mount Device Wireless Mobile Device

BE London — [m] :
GSW Team Services

B China - m] x B8 China — [m] x
GSW Team Services

GSW Team Services

GSW Team Services

..Acc xfer
..Transfer
. .Acc swap
. .Swap
..Acc share
. .Share

Page 1 of 1
0

..Acc xfer
...Transfer
..ACC swap
. .Swap
..Acc share
..Share
. .Recover
..Info
.Terminate
Cancel

1

2
Z

. .Recover

..Info
.Terminate
Cancel

F10-Cance]l

Figure 84: Enters Team Setvices Figure 85: Accept Shate Mode (F5) Figure 86: Enters Team Services Figure 87: Selcqs 2 to Share session
(Ctrl-x) Note session id is s5 (Ctrl-x) & presses F'6 id s5

Tom takes the wireless mobile device and connects creating a temporary session. Tom enters Team Services
on his wireless mobile device and presses F6 to initiate the Share task (Figure 86). The list of sessions in
Accept Share mode is shown (Figure 87). Tom sees s5 is listed by the number 2. He presses 2 to join session
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s5. Tom's mobile device is now connected to the same session as the truck mount device. The result is shown
in Figure 88.

" SESSIONS CONMECTIONS DEVICES  FERSON %

Team Services SHARE )
' 8 TOM

\

Figure 88: After Team Service - SHARE

Undo Share

Tom's original temporary session is maintained and he can return to it by #zdoing the share by pressing control-x
from the wireless mobile devices. The truck mount device continues in its session. This is shown in Figure 89.

" SESSIONS CONNECTIONS DEVICES  PERSGN %
Team Services SHARE )

-

- COMKECTION E

Figure 89: Undoing the Share

o

This can be useful when a Team Member is working and needs to temporally join another team member's
session (for assistance, support, quality assurance, etc.) and then needs to resume his work.

Note: If you exit the session (from either device) the truck mount session is closed and the mobile device is
returned to its original session as shown below.

(" SESSIONS CONNECTIONS DEVICES PERSON )
Team Services SHARE D)

/

CONNECTION
% CONNECTION é

Figure 90: Exit typed in Share

TOM

13 Pressing control-x from the truck mount device does not undo TS Sharing.

14 Either by typing EXIT or any other means of closing the session.
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Recover
The Team Services Recover operation allows a suspended session to be recovered to another device. This
differs from the Session Saver Auto-Reconnect which allows the same device to recover a suspended session.

In the diagram below we have two devices and two team members. Amos is working, but laid his device down
to look behind a crate. Batry, just learning to drive the fork lift, ran over Amos's device. Amos was in the
middle of some critical work and cannot afford to lose his session. Team Setvices can Recover Amos's session
to a different device.

" SESSIONS CONNECTIONS DEVICES  FERSGN %
Team Services RECOVER ]

-

fmm':\ BARRY
EESEION [ B N N N N B N J

| AMOSE's l

SESSION [ X N N N N N N | Ams
\ Y,
Figure 91: Before Team Service - RECOVER
¢ sEssioNs CONMECTIONS  DEVICES  FERSON
Team Services RECOVER )
-
' BARRY
[ B N N N N N N ]
\ Y,

Figure 92: After Accident but before Team Service -RECOVER

After Amos's device is destroyed, his session is suspended but recoverable with TS. Barry has an extra wireless
mobile device. Amos obtains the wireless mobile device. On the mobile device Amos enters Team Services
Recover by pressing F7. The mobile device display shows a list of suspended sessions (Figure 94).

Wireless Mobile Device

B3 China - [m] X

SESSIONS CONNECTIONS DEVICES ~ PERSON N

Team Services RECOVER J

..Acc xfer
..Transfer
. .Acc swap
. .Swap
..Acc share
. .Share

.. .Recover
..Info

...Terminate
..Cancel

-

[,L]Nr*um

Figure 95: After Team Service - RECOVER

F10-cCancel

w

Figure 93: Enters Team Services

Figure 94: List of Suspended Sessions
(Ctrl-x)

(F7) and select session.

Amos is able to identify his session as s0 by the User Id and the IP Address. Amos presses number O to
recover session 0 (s0). Amos can continue his work exactly where he left off.

131



GEORGIA SOFTWORKS

AUGUST 13,

2020

Session Information

Often it is useful to obtain Session Information about your current session. Team Services "Session Info" can

be viewed using the F'8 key.

B London - o ® | )
Session

Identifier

G5W Team Services

IP Address

Sessien informatriun

GSW Team
Service
Feature

T

User Name

Figure 96: Team Services - Session Information

The session information displayed consists of:

e Session Id Number

The Session Id is a unique number assigned to the session by GSW Team Services.

e JP Address
The IP Address of the client device.

e Userld

The User Id is displayed in the bottom right corner of the screen. In Figure 96 the User Id is

"london"
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Open Team Services Tasks Menu

The GSW Team Services Tasks menu provides the user access to the Team Services operations.

Enter GSW Team Services by entering the hot key combination from the device. The default key combination
is Ctr1-x. This can be changed to meet your requirements (see page 143). To enter the hot key - depress
Ctrl then x, and then release the keys. The Team Services Tasks menu is displayed.

GSW Team Services

...Accept session transfer mode
..Transfer session
..Accept session swap mode
...Swap session
..Accept session sharing mode
..Share session
...Recover suspended session
..Session info

.Terminate my session

Cancel

Figure 97: Team Services Tasks Menu

Function Key Team Service Operation

F1 Accept Transfer Mode
F2 Transfer
F3 Accept Swap Mode
F4 Swap
F5 Accept Share Mode
F6 Share
F7 Recover
F8 My Team Service Information
F9 Terminate my session
F10 Cancel Team Service Operation

Configured hot key | Opens Team Services Menu

Table 30- Team Setvices Menu
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Strict Teams Configuration

Often with multiple users, departments, locations, customers it is beneficial to organize users into distinct teams
for participation in Team Services. This strict team grouping prevents users from accidently sharing, swapping,
transferring or recovering sessions with users outside their assigned group.

Configuration of Strict Teams is performed through the t sgroups . txt file.

The order of the fields in the t sgroups . txt file is as follows:

Field Description

Team Name Unique name assigned to a team

User Domain Name Domain Name. Exactly as specified during logon
User Logon Name Logon name. Exactly as specified during logon.

Table 31 — Team Setvices - Strict Teams

Using a simple example, if you have seven (7) users with three (3) in receiving and four (4) in shipping then
you may want to have two strict teams. Matt, David and Luke are in receiving and Diane, Naomi, Doug and
Phillip are in shipping. You want to create two teams with the names Receiving and Shipping.

Team Name User Domain Name User Logon Name
receiving highjumpserver 1 matt
receiving highjumpserver 1 david
receiving highjumpserver 1 luke
shipping highjumpserver 1 diane
shipping highjumpserver 1 naomi
shipping highjumpserver 1 doug
shipping highjumpserver 1 phillip

You would modify the tsgroups.txt file by adding the lines as follows:

receiving, highjupserver 1,matt
receiving, highjupserver 1,david
receiving, highjupserver 1, luke
shipping, highjupserver 1,diane
shipping, highjupserver 1,naomi
shipping, highjupserver 1,doug
shipping, highjumpserver 1,phillip

The ‘#’ character in the first column designates a comment line.
NOTEI1: The team name must start in the first column.

NOTE2: The ‘#’ character in the first column designates a comment line.
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EXAMPLE - STRICT TEAMS - MULTIPLE COMPANIES IN AN ASP ENVIRONMENT

You are an Application Service Provider and your customers want to use Team Services and it is critical that
they do not accidentally Share, Transfer, Swap or Recover sessions from the other companies.

You can organize each company as its own Strict Team and they will only be able to participate in Team
Services with members in their company. You can even organize multiple Strict Teams within each company to
further segregate team members.

8.m8 i s ﬁ

il

+-f

nERaAA8H =] R =
ACME Sprockets Miltary Automotive Factory Train station
Warehousa Comgplax

Appheaten Seriee Previtsr  Server Server

User Domain Name
acme_ server 1

Team Name
acme sprockets

User Logon Name
acme user a

acme_ user z
army user 1

acme server 1
army intelligence

acme sprockets
army complexl

army complexl
auto factory

auto factory
train_station

train station

army intelligence
sports cars 7

sports cars 7
public trans rr

public trans rr

army user 1000
emerson

elliot
train point 1

train point 400
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You would modify the tsgroups . txt file by adding the lines as follows:

acme_sprockets,acme_server 1,acme_user a

#Add a line for each Team Members at Acme Sprockets
acme sprockets,acme server 1,acme user z

army complexl,army intelligence,army user 1

#Add a line for each Team Members at Army Complex

army complexl,army intelligence,army user 1000

auto factory, sports cars 7,emerson

#Add a line for each Team Members at the Automotive Factory
auto_ factory, sports cars 7,elliot

train station,public trans rr,train point 1

#Add a line for each Team Members at the train station
train station,public trans rr,train point 400
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Team Services Configuration and Security

Use the GSW GUI Configuration Tool — Team Services Global see page 379, Per User - 414
Or use legacy style below

In some environments it may not be appropriate for all users to have access to all GSW Team Services. The
system administrator may configure the default access settings for each individual Team Service operation using
Registry parameters.

NOTE: For new installations of the GSW UTS the Registry parameters enable all Team Services by default.

e For upgrades from a pre-Team Services version (pre v8.01) of the UTS, Team Setvices is disabled
by default for security reasons's. You must enable Team Services for operation.

The registry key location is:
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\

The parameters, types and values are noted below:

Team Service Registry Parameter | Type Values

Transfer TSEnableTransfer | DWORD O=disable 1=enable
Swap TSEnableSwap DWORD O=disable 1=enable
Share TSEnableShare DWORD O=disable 1=enable
Recovery TSEnableRecovery | DWORD O=disable 1=enable
Other Team Service Configuration

TSHotKeyCtrl DWORD O=disable 1=enable
Enter TS hot key TSHotKeyVK DWORD | See Section on page 143
Left Justify TS Dialog/Text TSLeftJustify DWORD O=disable 1=enable

Table 32 - Team Services Registry Parameters Sizes and Values
These default settings can be overridden using environment variables in global or per user logon scripts.

For example, you may want to have Team Services disabled except for certain users. This can be accomplished
by disabling each Team Service with Registry parameters and then overriding them for specific users in their
logon scripts.

The environment variables for Team Services are shown below.

Team Service Environment Variable Values

Transfer gwtn ts enable transfer | 'Y' or 'N', or 'y' or 'n'
Swap gwtn_ts enable swap 'Y' or 'N', or 'y' or 'n'
Share gwtn ts enable share 'Y' or 'N', or 'y' or 'n'
Recovery gwtn ts enable recovery | 'Y' or 'N', or 'y' or 'n'
Other Team Service Configuration

Enter TS hot key

Left Justify TS Dialog/Text gwtn_ts left justify 'Y' or 'N', or 'y' or 'n'

15 Team Services can allow Team Members to observe other Team Members Sessions (e.g.: Share).
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Table 33 - Team Setvices Environment Variables

Team Services Recovery

Team Services Recovery works together with Session Saver and thus Session Saver must be configured for
Team Services Recovery to operate.

The variable TSEnableRecovery is a registry key value. This registry key sets the default behavior for all
users.

0 disables Team Services Recovery for all users.
1 enables Team Services Recovery for all users.

The key is: TSEnableRecovery DWORD

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\ TSEnableRecovery

An environment variable may be set on either a Global or Per User basis to override the default configuration
specified by the Registry parameters described above.

The environment variable for Team Services Recovery is:
gwtn ts enable recovery
Possible values are Y (or 'N', or 'y' or 'n)

This allows you to have a set of users that can have different Team Services privileges than specified in the
Registry key value.

NOTE: No spaces are allowed when setting environment vatiables.
For example: To enable Team Services Recovery the following line should be present in the uset's logon script.
set gwtn_ts enable recovery=Y is correct

set gwtn_ts enable recovery = Y is not correct
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Team Services Transfer

The variable TSEnableTransfer is a registry key value. This registry key sets the default behavior for all
users.

0 disables Team Services Transfer for all usets.
1 enables Team Services Transfer for all users.

The key is: TSEnableTransfer DWORD

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\GS_Tnet\Parameters\ TSEnableTransfer

An environment variable may be set on either a Global or Per User basis to override the default configuration
specified by the Registry parameters described above.

The environment variable for Team Services Transfer is:
gwtn ts enable transfer
Possible values are Y (or 'N', or 'y' or 'n)

This allows you to have a set of users that can have different Team Services privileges than specified in the
Registry key value.

NOTE: No spaces are allowed when setting environment vatiables.
For example: To enable Team Services Transfer the following line should be present in the uset's logon script.
set gwtn_ts enable transfer=Y is correct

set gwtn_ts enable transfer = Y is not correct
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Team Services Swap
The variable TSEnableSwap is a registry key value. This registry key sets the default behavior for all users.
O disables Team Services Swap for all users.
1 enables Team Services Swap for all users.

The key is: TSEnableSwap DWORD

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\ TSEnableSwap

An environment variable may be set on either a Global or Per User basis to override the default configuration
specified by the Registry parameters described above.

The environment variable for Team Services Swap is:
gwtn ts enable swap
Possible values are Y (or 'N', or 'y' or 'n'

This allows you to have a set of users that can have different Team Services privileges than specified in the
Registry key value.

NOTE: No spaces are allowed when setting environment variables.
For example: To enable Team Setvices Swap the following line should be present in the uset's logon script.
set gwtn_ts enable swap=Y is correct

set gwtn_ts _enable swap = Y is not correct

140



GEORGIA SOFTWORKS AUGUST 13, 2020

Team Services Share
The variable TSEnableShare is a registry key value. This registry key sets the default behavior for all users.
0 disables Team Services Share for all users.
1 enables Team Services Share for all users.

The key is: TSEnableShare DWORD

HKEY_LOCAIL_MACHINE\SYSTEM\ CurrentControlSet\Services\GS_Tnet\Parameters\ TSEnableShare

An environment variable may be set on either a Global or Per User basis to override the default configuration
specified by the Registry parameters described above.

The environment variable for Team Services Share is:
gwtn ts enable share
Possible values are Y (or 'N', or 'y' or 'n)

This allows you to have a set of users that can have different Team Services privileges than specified in the
Registry key value.

NOTE: No spaces are allowed when setting environment vatiables.
For example: To enable Team Setvices Shate the following line should be present in the uset's logon sctipt.
set gwtn _ts enable share=Y is correct

set gwtn_ts enable share = Y is not correct
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Team Services Left Justify

Use the GSW GUI Configuration Tool — Team Services see page 379
Or use legacy style below

Team Services Left Justify specifies the placement of the Team Services dialog information. If you are not using
the "mode con" command you may see some screens displayed with part of the information hidden as show in
Figure 98. This can be corrected using Left Justify as shown in Figure 99.

Notice when Team Services
Left Justify is enabled the
dialog box and the text at
the bottom are in the
viewable display.

My session id 1s s0

F10

Note: this is usually not required

if you are using the "mode con"

— *| | command X i
Flgure 98: Left Justify Disabled : Figure _99 Leftjustify Enabled .

"Table 34 - Team Services Left Justify

The variable TSLeftJustify is a registry key value. This registry key sets the default behavior for all users.
O disables Team Services Left Justification for all users.
1 enables Team Services Left Justification for all users.

The key is: TSLeftJustify DWORD

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\GS_Tnet\Parameters\ TSLeftJustify

An environment variable may be set on either a Global or Per User basis to override the default configuration
specified by the Registry parameters described above.

The environment variable for Team Services Left Justify is:
gwtn ts left justify
Possible values are Y (or 'N', or 'y' or 'n)

This allows you to have a set of users that can have different Team Services privileges than specified in the
Registry key value.

NOTE: No spaces are allowed when setting environment vatiables.
For example: To enable Team Services Shate the following line should be present in the uset's logon script.
set gwtn_ts left justify=Y is correct

set gwtn_ts left justify = Y isnot correct
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Team Services HOT KEY

Use the GSW GUI Configuration Tool — Team Services see page 379
Or use legacy style below

The Team Services menu is entered by a hot key sequence. The default Team Services hot key sequence is
Ctrl-x, thatis,depress C#/then x, and then release the keys.

Both elements in the sequence are configurable because your application may already have Ctrl-x defined or
there may be a more convenient key or key sequence for your environment.

TSHotKeyCtrl

You can configure the TS hot key sequence to use the control key or not use the control key.

The variable TSHotKeyCtrl is a registry key value. This registry key sets the default behavior for all users.
O disables the requirement for the CTRL key to be pressed to activate the TS Menu.
1 enables the requirement for the CTRL key to be pressed to activate the TS Menu. (default)

The key is: TSHotKeyCtrl DWORD
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_ Tnet\Parameters\TSHotKeyCtrl

TSHotKeyVK

You can configure the TS hot key sequence to use a different key instead of x. The xis represented in our
settings by its virtual key code and the common values are listed in the tables below. The values in the table are
specified in hexadecimal. In the registry editor when entering a value for TSHotKeyVK be sure that the base is
set to hexadecimal.

The variable TSHotKeyVK is a registry key value. This registry key sets the default behavior for all users.

The key is: TSHotKeyVK DWORD
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\TSHotKeyVK
Default Value: 0x58

Virtual Key | Code Virtual Key | Code Virtual Key | Code Virtual Key | Code
VK_SPACE 0x20 VK 0 0x30 VK A 0x41 VK_N 0x4E
VK_PRIOR 0x21 VK_1 0x31 VK_B 0x42 VK_O 0x4F
VK_NEXT 0x22 VK 2 0x32 VK _C 0x43 VK P 0x50
VK_END 0x23 VK 3 0x33 VK_D 0x44 VK_Q 0x51
VK_HOME 0x24 VK 4 0x34 VK_E 0x45 VK_R 0x52
VK_LEFT 0x25 VK 5 0x35 VK _F 0x46 VK_S 0x53
VK_UP 0x26 VK_6 0x36 VK G 0x47 VK T 0x54
VK_RIGHT 0x27 VK_7 0x37 VK_H 0x48 VK U 0x55
VK_DOWN 0x28 VK_8 0x38 VK I 0x49 VK_V 0x56
VK 9 0x39 VK _J 0x4A VK_W 0x57

VK_K 0x4B VK_X 0x58

VK L 0x4cC VK Y 0x59

VK M 0x4D VK_Z 0x5A

Table 35 - Virtual Key Codes
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Virtual Key | Code Virtual Key | Code
VK_NUMPADO 0x60 VK _F1 0x70
VK_NUMPAD1 0x61 VK_F2 0x71
VK_NUMPAD2 0x62 VK_F3 0x72
VK_NUMPAD3 0x63 VK_F4 0x73
VK_NUMPAD4 0x64 VK_F5 0x74
VK_NUMPADS5 0x65 VK_F6 0x75
VK_NUMPAD6 0x66 VK_F7 0x76
VK_NUMPAD7 0x67 VK_F8 0x77
VK_NUMPADS 0x68 VK_F9 0x78
VK_NUMPADO 0x69 VK_F10 0x79
VK_MULTIPLY 0x6A VK_F11 0x7A
VK_ADD 0x6B VK_F12 0x7B
0x6C VK_F13 0x7C

VK_SUBTRACT 0x6D VK_F14 0x7D
VK_DECIMAL 0x6E VK_F15 0x7E
VK_DIVIDE 0x6F VK_F16 0x7F
VK _F17 0x80

VK _F18 0x81

VK_F19 0x82

VK_F20 0x83

VK _F21 0x84

VK_F22 0x85

VK _F23 0x86

VK _F24 0x87

Table 36 - Virtual Key Codes - continued
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Session Administrator support for Team Services

Session Administrator support Team Services - States

Team Services status and state information is available in the GSW Session Administrator. The last column in
the Session Administrator is labeled TeamS for Team Setrvices.

B gsadmn - CYG5_UTS\GS_Admin.exe — *

ile iew ession roadcast
Georgia Softllorks Session Administrator Uer. B.10.H082

User Hame Logon TimeT Process ID Mon IP Addressz State Team$

=*Receiving B6-29 16:83 3736 192.168.1.258 Conn
#China #6299 16:H5 6588 192.168.1.68 Conn
*Shipping B6-27 16:86 1136 192 .168.1.62 Conn

Mexico @629 16:89 L5eB 192 _168.1.171 Conn
Berlin @629 16:12 4292 192.168.1 .64 Conn
Chicago B86-29 16:23 248 192 .168_1.63 Conn
Jakarta 8627 16:25 5388 192.168.1.25A8 Conn
=#China B6/29 16:26 192_168.1.25A

Figure 100: Team Services - Session Administrator

The TeamS column indicates the state or status of the session. Below are the various states and their
descriptions.

State Description Reason

Sel User is in the Team Services Menu hotkey

AXfer User has consented to Accept a Transfer F1

Xfer User is selecting the session for Transfer F2

ASwap User has consented to Accept a Swap I3

Swap User is selecting a session to Swap 4

AShr User has consented to Accept a Share F5

Shr User is selecting a session to partner Fo6

Shr! The originator of a TS Share (session is shared)!6
Recov User is selecting a session to Recover F7

Table 37 - Team Setvices State Table

The System Administrator can view the states of sessions as Team Service operations are occurting,

16 You can view the partner session in the Session Administrator by sorting on the Monitor ID
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System Administrator support for Team Services - Share

When sessions are shared by Team Services the TeamS column and the Mon column are of interest. The
partnered (or shared) sessions will have the same Monitor ID. The TeamsS state of one session will be
blank and the other will show Shr! The session showing Shr! is the originating Team Service session (the
one that performed the F6) and the blank state is the session that performed the Accept Share (F'5).

iew ession roadcast
Georgia Softllorks Session Administrator Uer. B_10_00H2

User Mame IP Address

=Mew¥ork B@7-81 B7:34 48408 il 192.168.1.258 Conn Shrt
=Bhipping @7-81 A7:36 3768 192.168.1.64 Conn

1
Mexico @7-81 87:58 6256 2 122.168.1.1'71 Conn
London @7-81 @7:54 4712 2 192 _168.1.63 Conn
Chicago B87-81 B88:61 248 2 122.168.1.61 Conn
6

ile

Logon TimeT Process ID HMon State Teamt

Shrt
Receiving @7-81 BO8:82 6948 192 _168.1.62 Conn
John 6Y7-.81 @8:-87 4432 122.168.1 .48 Conn
China B7-81 @8:=27 2672 [ 192 _168.1.78 Conn

Copyright <C» Georgia Softllorks 1997 — 2028

Shrt
Shrt

Figure 101: Team Services Session Administrator - SHARE

The Session Administrator may not have both partners of the share next to each other like in the figure
above. However, you can sort by Monitor ID as show below which will group partners.

M gsadmn - CAGS_UTSVGS_Admin.exe

roadcast
or Uer. B.10.0062

iew ession

Georgia Softh)

stem Order
ser

Sort in 5

Sort by IP Addrezz State TeamS

o)

Sort

hy § P User

Sort
Sort
Sort
Sort
Sort
Sort

ogon Time

192.168.1.64

192.168.1.2508

122.168.1.63

192.168.1.1°71

122.168.1.62
192 _168.1.61
122.168.1.78
192 _168.1 .48

Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn

Shrt
Shrt

Shrt
Shrt

Copyright <C» Georgia Softllorks 1997 — 2828

Figure 102: Team Services Session Administrator - Sort
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Team Services Troubleshooting

There are just a few items to note when troubleshooting Team Services.

e When you are performing Team Services Transfer, Swap or Share and you are in the menu where you
select the session - Only sessions in the appropriate Accept Mode are displayed. For example, for
Transfer, only sessions in Accept Transfer Mode are displayed. For Swap, only sessions in Accept
Swap Mode are displayed, etc.

e When you are performing Team Services Recover and you are in the menu where you select the session
to recover - Only suspended sessions are displayed.

e Check that the Team Services Registry settings are correct.

e  Check that the logon script’s Team Service environment variables are correct.

There are some session configuration items that must be the same for sessions participating in Team Services.

e The SSH settings must be the same (SSH in use or not in use)
e GSW Encryption settings must be the same (GSW Encryption in use or not in use)
e FIPS settings must be the same (FIPS in use or FIPS not in use)

Additionally, some configuration items and/or requitements for sessions participating in specific Team
Services operations are:

Recovery

e Session Saver must be configured (page 149)
e Session must be in suspended state

e C(lient types must match (GSW or 3rd Party)
e Unicode Settings must match

Transfer

e Session must be in Accept Transfer mode
e C(lient types must match (GSW or 3rd Party)
e Unicode Settings must match

e Session must be in Accept Share mode
e Session must not already be monitored or shared

e Session must be in Accept Swap mode
e C(Client types must match (GSW or 3rd Party)
e Unicode Settings must match
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A quick way for the System Administrator to identify the Client, Unicode and SSH settings for a given session
is to use the Session Administrator. Select the session and then use the menu item Session->Details. You
will see a display similar to the one below.

M gsadmn - CAGS_UTSVGS_Admin.exe — >

ile iew ession roadcast
Georgia Softllorks Session Administrator Uer. B.10.0002

Uzer HMamet

Mumber of characters entered: 7
Type of client connected:
Unicode session:
TCP port numbher:
S8H =zession:
Client IP:

122.168.1.62

Chicago
China
China

John
London
Mexico

=*MewYork
Receiving
=Shipping

< K >

Copyright <GC» Georgia Softlorks 1797 — 2828

Figure 103: Team Services - Session Details

You can identify if a client is a GSW FIPS session by the "*' prepended to the User Name in the User name

column.
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Failure Detection and Recovery Pack

For Industrial applications excellent failure detection and recovery is expected and required. This is one area
that separates the toys from the tools. Georgia SoftW orks pioneered every feature listed on this page. Some have been
copied but none have been equaled. The ability to operate in industrial and commercial environments was a
design goal from the beginning not an afterthought. Commercial applications require that remote link, PC and
Client failures be detected and handled as to not impact the other users of the system.

Failure/Recovery Pack Configurable | Georgia SoftWorks | 3" Party
Client Client

Session Saver Yes Yes Yes
Complete Session Cleanup Yes Yes Yes
Complete NTVDM Cleanup Yes Yes Yes
Server-Side Inactivity Timer Yes Yes Yes
Server-Side Heartbeat Yes Yes Yes
Client-Side Heartbeat Yes Yes No
Graceful Termination of DOS Yes Yes Yes
Applications

Termination Scripts Yes Yes Yes
Termination of Child Processes Yes Yes Yes

Table 38 - Failure/Recovery Pack

Session Saver

Georgia SoftWorks has again pioneered another outstanding feature for Windows
7/8/10/NT/XP/VISTA/2000/2003/2008/R2/2012/2016/2019 Servers. This feature Saves the Telnet/SSH
Session in the event of a link or client failure and allows users to reconnect to the same session the next time
they log in and resume the work in progress, exactly where they left off. Extremely useful when connectivity is across the
Internet or with Radio Frequency Barcode/Scanner applications whete it is important to continue work in
progress, even after a connectivity failure. If a reconnection is not performed within a specified time period
then Graceful Termination will initiate. For the fastest reconnection and minimal prompting, you may want to
couple the Session Saver with AutoLogon (page 183). Especially useful in RF Data collection applications.

Upon a client ot link failure, the SSH2/Telnet session and associated NTVDM are normally terminated
eliminating any orphaned sessions. This is the default behavior. However, there are times when it may be
desirable to Save the Session giving the user the opportunity to reconnect to the session to resume work in
progress. This session is termed to be Saved or Suspended. This feature can be enabled as described below.

Three methods exist to connect to a Suspended session. They ate the Session Reconnect Method and the Attach
Method and using Team Services Recover (page 131).

The Session Reconnect Method is defined to automatically recognize when a User or User from a specific IP
address is Logging In and to determine if they have any Saved or Suspended sessions. If so, then the
telnet/SSH server will automatically reconnect the user to their existing Saved Session.

17 These terms are used interchangeably
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The Attach Method is defined to allow a User that is a member of the Gwtn Monitors group to identify any
Suspended sessions and to Attach (connect) to that session. Please see the Session Monitor for more
information on this method (page 187).

The Session Reconnect method can be configured on either a global or per user basis by utilizing I.ogon Scripts
(page 215).

The environment variables for the Session Reconnect are:
gwtn_reconnect_timeout

Specifies the time that a broken session will wait for the original user to reconnect. This variable does not have
to be set, the default value is 0. It must be set to non-xzero for Session-Reconnection to operate.

gwtn_reconnect

Selects the criterial to use for a reconnect. There are four possible values for gwtn_reconnect. The first two
should be used with version 8.09 and higher.

Possible values are:

e auto_by_user_and_ip_always-
Reconnect based on User ID and IP Address always.
Always returns to the same session or process 1D.
e auto_by_user_ always
Reconnect based on User ID always.
Always returns to the same session or process 1D.

e auto_by_user_and_ip

Reconnect based on User Id and IP Address
e auto_by_user®

Reconnect based upon User Id

Note: The User should be using the same terminal emulation during a reconnect that they were using
when the failure occurred.

18 Only use this if you are using a version prior to 8.09.0001 OR if you planning to reconnect to multiple sessions using the same user_id and
IP address.

19 Only use this if you are use a version prior to 8.09.0001 OR if you are planning to reconnect to multiple sessions using the same User Id.
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Session Reconnection Timeout
b Use the GSW GUI Confaguration Tool— Failure Detection/ Recovery see page 416
Or use legacy style below

A system administrator may not want Suspended sessions to stay around indefinitely. The amount of time in
minutes that a uset's session can be available for Session Reconnection is specified by the environment vatiable
gwtn_reconnect_timeout. Once this timer has expired for a user then Graceful Termination initiates.

This environment variable must to be set because the default is 0 minutes, which is disabled. This environment
variable is ighored if the gwtn_reconnect environment variable is not set.

For example, to set the Session Reconnection Time to 1 hour you would enter:
set gwtn_reconnect timeout=60

in the Logon Script for a particular user.

NOTE: No spaces are allowed when setting environment variables.

For example:
set gwtn_reconnect timeout=60 is correct
set gwtn_reconnect timeout = 60 is not correct

Reconnection based on User ID - Used for Unique User Logons.

b Use the GSW GUI Configuration Tool— User Failure Detection/ Recovery see page 416
Or use legacy style below

Let’s look at an example. User "Bob" is using a RF Hand Held terminal and is performing a multi-point
inspection of an item. Bob is navigating though many screens, logging data during the inspection. Half way
through the inspection the Hand Held terminal fails. It would be great if Bob could simply grab a spare Hand
Held Terminal, log in and continue his work in progress.

This is possible with Reconnection based on User ID. The SSH2/Telnet server will determine if there are any
Suspended sessions for user Bob. If there are Suspended sessions then the SSH2/Telnet server will
automatically connect Bob to the existing session. The screen will be exactly in the same condition as it was
when Bob was previously connected and Bob can continue work in progress!

For example, to enable Session Reconnection you would enter:
set gwtn_ reconnect=auto_by user always
in the Logon Script for a particular user.
NOTE: No spaces are allowed when setting environment variables.
For example:

set gwtn reconnect=auto by user always is correct
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set gwtn_reconnect = auto_by user always is not cotrect

Note: If there is a need to make more than one Telnet / SSH connection using the same username, ot if using a
version prior to 8.09.0001 use auto_by user.

Reconnection based on IP Address and User ID.
b Use the GSW GUI Configuration Tool— User Failure Detection/ Recovery see page 416
Or use legacy style below

There may be times when you have permanent IP addresses and you only want users from machines at those
locations to be able to reconnect to Suspended sessions for security or other reasons. In this situation you may
consider reconnection based on IP address AND User Id.

Let’s look at an example. User "Jane" is using a Medical Application from a secure location. The medical
application can only be used at this specific location for security reasons. She is almost completed entering a
new patient when a circuit breaker trips. It would be nice if when the circuit breaker was reset, she could login
and automatically continue her work in progress.

This is possible with Session Reconnection based on IP Address and User ID. The SSH2/Telnet server will
determine if there are any Suspended sessions for user "Jane" from the IP address from which she is
connecting. If there are Suspended sessions for that user AND that IP address then the SSH2/Telnet server
will automatically connect Jane to the existing Saved session. The screen will be exactly in the same condition as
it was Jane was last connected and she can continue her work in progress!

For example, to enable this type of Session reconnection you would enter:
set gwtn_reconnect=auto by user and ip always
in the Logon Script for a particular user.

NOTE: No spaces are allowed when setting environment vatiables.

For example:
set gwtn_reconnect=auto by user and ip always is correct
set gwtn _reconnect = auto_by user and ip always is not correct

Note: If there is a need to make more than one Telnet / SSH connection using the same username and IP, or if
using a version prior to 8.09.0001 use auto_by user and ip.

Session Saver Required Session License Count

b Use the GSW GUI Configuration Tool — User Failure Detection/ Recovery see page 416
Or use legacy style below
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When configured to use the Session Saver Reconnect Method it is important to make sure that the
number of sessions purchased? will accommodate the Session Saver requirements. With Session Saver
configured the UTS will save a session that was abnormally disconnected and wait for the user to reconnect. If
the user reconnects during the configured window of time then the UTS will present the user with his former
session.

The UTS Session Saver must temporarily use two (2) sessions, the one saved in memory and the new session
being connected in the reconnection process. Once the user is reconnected to his former session then the UTS
will close the second session and return its associated license to the pool of available licenses. Please note that
each of the sessions counts towards the license count purchased, even though the second session is used only
for a temporary time. Once the user is reconnected to his former session then the UTS will close the second
session.

When using the Session Reconnect Method the system administrator must ensure that there are enough
sessions available for Session Saver to have a session for the transitory logon session used to reconnect to the
saved session.

Please note that a one (1) session license will not be able to use Session Saver with the Session Reconnect
Method because the suspended session will use the only license purchased.

Complete Session Cleanup

The Georgia SoftWorks UTS for Windows provides features that ensute that all SSH2/Telnet sessions are
properly terminated, even during abnormal client and link failures. Many internal session cleanup methods are
automatic; others are configurable using the different Inactivity and Heartbeat timers, termination strings and
scripts. Propetly terminating telnet sessions ensure that all sessions are available for use and that problems do
not accumulate over a long term.

Complete NTVDM Cleanup

The Georgia SoftWorks Universal Terminal Server has employed very complex and sophisticated proprietary
algorithms to detect, identify and eliminate “orphaned” NTVDM’s2 directly initiated by applications when
using SSH2/Telnet. In many cases orphaned NTVDM’s or processes can consume all of the server’s
processing power rendering the server crippled or useless. Realizing that NTVDM cleanup is essential in
industrial, commercial and mission critical applications, a great amount of design and development resources
were expended to ensure proper operation in this area.

Server-Side Inactivity Timer

Use the GSW GUI Configiration Tool — Global Failure Detection/ Recovery see page 376
Or use legacy style below

Server-Side Inactivity Timer allows implementing an optional administrative policy to terminate sessions after a
period of inactivity.

Note: For R Users with devices that have Power Save or Sleep Mode enabled please see page 245 for suggested
settings.

20 Which we will call the total pool of license (sessions) available

21 Please see the discussion on NTVDM’s on page 229.
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For example; ACME Company purchased Georgia SoftWorks Telnet Server with a single session. User Bob
connects a session locks his office and goes home. No one else can connect due to the licensing limit.

If data (keyboard or mouse events) is not received from a client within the specified server-side inactivity time
then the client session is terminated. This feature is useful to ensure that an abandoned 3™ party client session is
terminated propetly, releasing the telnet session for others to use. The Server-Side Inactivity Timer is used oy if
the client-side heartbeat is not used.

This timer is a registry key value and is in seconds. The key is:

HKEY_LOCAL_MACHINE\SYSTEM\CuttentControlSet\Setvices\GS_Tnet\Parameters\Inactivity Timeout
The default value is Oxffffftff that is -1. (That is disabled.)
This is how to change the registry key for the Server-Side Inactivity Timer.

Note: You must be on the Windows system that the Georgia SoftWorks UTS for Windows is installed.
However, you may connect to the Windows Registry from a remote location.

1. Click the Start button at the bottom left corner of your screen.

2. Click RUN

3. Type REGEDIT

4. Click OK

5. Select Registry Key:
HKEY_LOCAL_MACHINE\SYSTEM\CutrentControlSet\services\GS_Tnet\ Parameters\ Inactivity Timeout

6. Select the menu item Edit and then click on Modify

7. Enter the new value for the TnactivityTimeout and click OK

The new InactivityTimeout will take effect for all new connections that do not have a client heartbeat
configured.

The below variable can be defined within the User’s Logon Script.
Excample:
set gwtn_inactivity timeout=7200 is correct

set gwtn_inactivity timeout = 7200 is not correct
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Server-Side Heartbeat Timer (Global)

b Use the GSW GUI Configuration Tool— Global Failure Detection/ Recovery see page 376
Or use legacy style below

The Server-Side Heartbeat Timer is used for setting the frequency in seconds which to poll the 3 party client for
presence. If the client is not present then Graceful Termination is initiated.

This timer is a registry key value and is in seconds. The key is:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\ClntChkTimeout
The default value is 30. (That is 30 seconds)
You may disable this timer by setting it to Oxff££f£££ £,

Note: For RF Users with devices that have Power Save or Skep Mode enabled please see page 245 for suggested
settings.

This is how to change the registry key for the Server-Side Heartbeat Timer.

Note: You must be on the Windows system that the Georgia SoftWorks UTS for Windows is installed.
However, you may connect to the Windows Registry from a remote location.

1. Click the Start button at the bottom left corner of your screen.

2. Click RUN

3. Type REGEDIT

4. Click OK

5. Select Registry Key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\GS_Tnet\ Parameters\ ClntChkTimeout

6. Select the menu item Edit and then click on Modify

7. Enter the new value for the C1lntChkTimeout and click OK

The new Server-Side Heartbeat Timer will take effect for all new connections.

Server-Side Heartbeat Timer (by User)
b Use the GSW GUI Configuration Tool— Local User Failure Detection/ Recovery see page 416
Or use legacy style below

Server-Side Heartbeat Time by user functions identically to Server-Side Heartbeat (Global), but supersedes any
global setting allowing more granular control. The Server-Side Heartbeat Timer is used for setting the frequency in
seconds which to poll the 3" party client for presence. If the client is not present then Graceful Termination is
initiated.
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The below variable can be defined within the User’s Logon Script.
Excample:
set gwtn_serverside heartbeat=15 is correct

set gwtn_serverside heartbeat = 15 is not correct

Server-Side Heartbeat for Third Party Clients

There may be situations where a System Admin might want to assign a different value for Server-side Heartbeat
for a specific user or device. With the new user definable Gwtn_Serverside_Heartbeat variable set in a uset’s
logon script; you can supersede the default globally defined value so the client has its own Server-side
Heartbeat.

This is extremely useful in situations where a System Admin is testing a new device or has a device that
they wish to test new values without affecting other devices.

Excanple:

gwtn_serverside heartbeat=15

In the above setting the UTS server would send a Heartbeat pulse once every 15 seconds to test for the
presence of the device.

Client-Side Heartbeat Timer for GSW Windows Clients

To aid in the detection of failed links or failed remote PC's the Georgia SoftWorks Client softwate suppotts a
Client Timeout value. The client will send a heartbeat to the server at specified time intervals. At installation,
this value is set to 30 seconds. This can be changed using the shortcut properties.

If the server does not receive data from the client in the specified time, the connection is terminated. The data
can be keyboard, or mouse input as well as the heartbeat. When keyboard or mouse data is transmitted, or
when a heartbeat detected the servet's timer is restarted.

The heartbeat time is specified as an gprional command line argument in seconds.

EXAMPLE - SET THE GEORGIA SOFTWORKS SSH2/TELNET CLIENT-SIDE HEARTBEAT

Gs _clnt.exe2 /H1800

specifies a heartbeat time of 30 minutes (1800 seconds = 30 minutes). Normally there is no need to change this
value. To disable the Client-Side Heartbeat set it to —1.

To change the Client Heartbeat modify the command line parameter as described in the section on GSW
Telnet and SSH Client command line options - Usage page 80.

22 The file name for the GSW SSH client is gs_ssh.exe
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Note: If an Inactivity Timeout occurs and the Session Saver is active the Session will be suspended; otherwise
graceful termination will be initiated if specified.

Max Heartbeat Delay

MaxHeartBeatDelay registry value is the maximum delay the server will wait for Georgia SoftWorks Clients to
send the UTS server a client-side heartbeat. If the server does not receive a heartbeat before this value is
reached it will suspend the client session when Session Saver is configured. The default value is 60 seconds.

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services\GS_Tnet\Parameters\MaxHeartBeatDelay
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Graceful Termination of DOS Applications
b Use the GSW GUI Confaguration Tool — Local User Failure Detection/ Recovery see page 416
Or use legacy style below

The Georgia SoftWorks Windows Universal Terminal Server is outstanding in the case of a link or remote PC
failure we attempt to gracefully terminate the executing DOS application, therefore saving important data that
may otherwise be lost. Many applications are terminated by sending a sequence of characters to the application
such as ESC-ENTER. Applications may have specific sequences. We allow a termination string to be defined
as an environment variable in the k_start.bat orc start.bat file. When a session is to be terminated
due the client heartbeat timer expiring or the server-side inactivity timer expiring then the defined termination
string will be sent to the associated application. Approximately 3 seconds later the session is terminated if still
running,

The termination string is a comma delimited list of keystrokes that you want to send to the shell (or your
application) before it is terminated due to either the Client Heartbeat timeout or the Server-Side Inactivity
timeout. No extra white space is allowed. The string is not case sensitive. For example, you must specify
'shift-c' to produce a capital 'C'.

Note: Termination String Syntax: is also used with GSW Mobile Client Macros when remapping function keys.

The following control key designators are defined.

e shift
o lt
o cttl-

The following special characters are defined.

e ESC

e ENTER

e TAB

e PGUP

e PGDOWN
e HOME

e END

e LEFT

e RIGHT
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e UP
e DOWN
e DEL

e BACKSPACE
e COMMA
e I

e [2and so on through F12

Also, a special operator is defined.

e Sleepxx

This special operator will pause the output to the shell for xx seconds. This gives the application time to process
the input. This is very useful when saving files to disk and for applications that flush the keyboard buffer. By
default, a 1-second pause is injected between keystrokes, however some specific cases may require the use of
the S1eepxx operator to introduce additional delay.

To ensure graceful termination you may want to enter the string e, x, i, t, ENTER" to exit the shell. Once
the specified application is terminated by the user-specified string, the above string will complete the graceful
termination process. This string sends the command exzz and then enzer which are the commands to terminate
a session. You must be sure that the user defined termination string does indeed terminate the application
before sending the "e, x, 1, t, ENTER" string otherwise unintended characters will be sent to the application.

EXAMPLE - GRACEFUL TERMINATION: AMORTIZATION PROGRAM - LINK FAILURE.

We will continue to use the amortization program from the previous example. However, we will assume that a
standard menu exists for the application. A Fif menu item exists that is invoked by a/#f. The list of items in the
File menu list includes s for saving the work and a/#ffor opening the file menu list again and then x for exiting
the application. Next follows the ",e,x,i,t, ENTER" to gracefully close the shell.

Step 1. Create batch file c_start.bat

Step 2. Add this line to c_start.bat
d:\amor\amortize.exe

Step 3. Add this line to c_start.bat (note: there are no spaces in following the "=")
SET LRA_TERMINATION=alt-f,s,sleep5,alt-fx,e,x,i,t ENTER

Step 4. Save file and exit.

23 Remember that the string ENTER is a Graceful Termination special character.
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Now when the User ID "bill" connects to the Windows system via SSH2/Telnet the application amortize.exe
will automatically be executed. If the session is terminated due to system timeouts the termination string a/#-
Jfrs,sleep5,altfx will cause the following sequence of events to occur.

First A/#fto be sent to the application (This opens the file menu).

Second sis sent to the application (for saving the file).

Third, the Sleep5 causes 5-second pause to allow the application time to save the files,

Fourth a/t-fto open the file menu list again,

Fifth an xis sent to the application to exit.

Finally, " e,x,1,t, ENTER" is send to the shell which terminates the session.

Other examples of termination string definitions are:

SET LRA TERMINATION=alt-f,x,e,x,i,t,ENTER
SET LRA TERMINATION=F2,alf-f,x,e,x,i,t, ENTER

SET LRA TERMINATION=ESC,ENTER,e,x,1i,t,ENTER

n—n

24 There are no spaces in the string following the sign. Some printers and displays make it difficult to observe.
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Termination Scripts

Termination scripting is analogous to the Logon Scripting except it is executed when the SSH2/Telnet session
is terminated. The commands within the file cleanup . bat are invoked upon termination of a SSH2/Telnet
session. This is invoked with both normal and abnormal terminations. Cleanup scripting is available on both a
global and per user basis as with Logon Scripting,.

NOTE: No applications that require user input are allowed in the cleanup scripts.

It is especially useful for properly un-mapping network connections such as drives. If you do not un-map drives
when terminating the session, you may be unable to connect to them the next time you logon. The cleanup.bat
file allows automatic un-mapping of drives upon termination of the telnet session.

EXAMPLE - TERMINATION SCRIPT: CLEANUP.BAT FILE UNMAPPING THE “F” NETWORK
DRIVE

The system administrator has setup user “Adam’s” logon script to map drive “£” as a network drive. In user
“Adam’s” cleanup.bat script the system administrator will un-map the drive when the session is terminated.

Step 1. Create directory
c:\gs_uts\sctipts\Adam
Step 2. Create batch file cleanup.bat
Step 3. Add the following line.
net use f: /d
Step 4. Save file and exit.
This will un-map the f drive after the session is terminated.

NOTE: Please see the section on logon scripting to determine the location for the cleanup script files. (Page
218)
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Termination of Child Processes

b Use the GSW GUI Configuration Tool— User Failure Detection/ Recovery see page 416
Or use legacy style below

You have the capability to specify that all child processes started in the session will be terminated when the
session ends. Terminating child processes upon a session ending is the desired behavior. However, scenarios do
exist where you want the session to terminate but you would like spawned child processes to continue. In either
case Graceful Termination is attempted first. This feature is not available in Windows NT because the necessary
operating system infrastructure did not exist until Windows 2000 and later (Windows
XP/VISTA/7/8/10/2000/2003/2008/R2/2012/2016/2019).

The environment variable for controlling the termination of child processes for a session is:
gwtn_job_control

For example, to select automatic termination of all child processes you would enter:
set gwtn_job control=y

in the Logon Script for a particular user.

And to disable automatic termination of all child processes started in the session you would enter:
set gwtn_job control=n

in the Logon Script for a particular user.

The default setting is enabled.
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Legacy Pack

The Georgia SoftWorks UTS Server for Windows provides full support for DOS Legacy applications. When
you run DOS legacy applications using the GSW UTS it is as if you are running them locally. We support DOS
Character Mode Color graphics including the line and box characters.

With our client you can use the MOUSE just as you do locally. This was another feature pioneered by Georgia
SoftWorks. The function keys and special characters also work and display as expected.

Legacy Pack Configurable | Georgia 3rd Party
SoftWorks Client
Clients

Mouse Yes Yes Yes**

DOS Character Mode Color Graphics | N/A Yes Yes*

Function Keys Yes Yes Yes*

Special Characters Yes Yes Yes*

Screen Sizes other than 25 x 80 Yes Yes Yes*

Alt key support for all emulations Yes Yes Yes

Control-C Configuration Yes Yes Yes*

Table 39 - Legacy Pack
* As supported by the Terminal emulation mode

** If supported by the third-party client

Mouse
& Use the GSW GUI Configuration Tool - Emulations Summary (page 387)
Or use legacy style below

When using the Georgia SoftWorks SSH2/Telnet Windows Clients the Mouse works as if you ate sitting
locally at the server. No configuration is required.

The GSW also provides mouse support when using GSW ConnectBot client for Android and other 3
party ssh/telnet clients that support mouse operation, e.g. PuTTY.

See page 177 to learn more about mouse operation with 3 party clients.

DOS Character Mode Color Graphics
DOS Character Mode Color Graphics is fully supported. This includes the full range of DOS Character
mode Colors. All of the 256 possible background/foreground color combinations are supported.
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Function Keys

The function keys work as expected. With the Georgia SoftWorks Universal Terminal Server for
Windows the function keys operate as if you are sitting at the server and running the application locally.
For 3rd Party clients the function keys are supported as per the emulation specified. Please note that
some function keys are not supported by various emulations.

Special Characters
All characters with character codes between 0x00 through OxFF are supported and displayed propetly
when using the Georgia SoftWorks SSH2/Telnet Clients and conforming third party client emulations.

Screen Sizes other than 25 x 80

You may place the Mode command (as described on page 298) in a logon script to set screen sizes. Please
note that most UNIX Telnet/SSH client’s default to 24 rows while Windows and DOS applications
default to 25 rows. Thus you may have to adjust your UNIX SSH2/Telnet client row count settings to
see all the rows of your Windows or DOS application. Alternatively, you may need issue the mode

con: lines=24 command. Note: if you issue this command you will not see the last row of your
application.

Alt Key Support for all emulations
Alt keys are completely supported. For 3" party client Alt key operations see page 172.

Control-C Configuration Support for all SSH2/Telnet Clients

& Use the GSW GUI Configuration Tool — Control-C  see page 410
Or use legacy style below

There are different expectations as to the function of the behavior when <control-c> is depressed. The
Georgia SoftWorks Universal Terminal Server allows configuration of the behavior for <control-c> by setting
an environment variable in a logon script.

The environment variable for the <control-c> behavior is:
gwtn_ctrl ¢c_mode
The modes of control-c behavior are:
e key — <control-c> will be sent to the application as a character value of decimal 3
e event— <control-c> will be sent to the application as a signal/event which can be trapped.

e auto — The SSH2/Telnet Server will attempt to get the application’s <control-c> settings and send
either event or key, whichever appears to be appropriate. Sometimes the SSH2/Telnet server will
make the wrong choice and you will have to override with an explicit setting. This is the default
setting when the gwtn_ctrl_c_mode is not set.

For example, to select Event Mode <control-c> behavior you would enter:

set gwtn _ctrl c mode=event
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in the Logon Script for a particular user.
NOTE: No spaces are allowed when setting environment variables.
For example:

set gwtn_ctrl c mode=event is correct

set gwtn_ctrl c mode = event is not cotrect
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Emulation Pack

When using 3" party clients, comprehensive terminal emulations are a must. Not just offering a wide range of
terminal emulations but they are also correctly implemented!

Emulation Pack Configurable | Georgia SoftWorks | 3" Party
Client Client

SCO Console N/A N/A Yes*
DEC VT100/220/320/420 N/A N/A Yes*
Wyse 50, Wyse 60 N/A N/A Yes*
AT386 N/A N/A Yes*
IBM 3101, IBM 3151 N/A N/A Yes*
AlphaCom N/A N/A Yes*
PDCurses for VT-220/320/420 | N/A N/A Yes*
Perfect PC N/A Yes No

Table 40 - Emulation Pack

* As supported by the terminal emulation mode

3rd Party Clients
The Geotgia SoftWorks UTS for Windows will work with any RFC 854/SSH compliant 3td party client. Please
see the vendor's instructions for configuration of the 3rd party client.

The procedure for connecting with a 3rd party client is similar to connecting with the Georgia SoftWorks client
(see page 73).

Terminal Emulation

% Use the GSW GUI Configuration Tool — User Ensulations - Terninal Enmlations see page 409
Or use legacy style below

Upon connecting with a 3rd party client, you will be prompted to select a terminal emulation mode. Choose the
desired emulation by selecting the appropriate number. Be sure o set the 3rd party client emmlation mode to the same
emmlation as the one selected on the server. The terminal emulation options available are:

e DECVT-100 e IBM 3101

e DEC VT-220/320/420 e IBM 3151

e SCO Console e AlphaCom - This is chosen when
using the AlphaCommunicator Telnet

e AT386 Client.

e Wyse 50 e PDCurses for VI-220/320/420

e  Wyse 60
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Enter 0 for DEC VT-100 emulation, 1 for DEC V'T-220/320/420, 2 for SCO Console emulation, 3 for
AT380, 4 for Wyse 50, 5 for Wyse 60, 6 for IBM 3101, 7 for IBM 3151, 8 for AlphaCom emulation, 9 for
PDCurses for VT-220/320/420

If you do not want to be prompted for the emulation mode each time you log on using a 3" party client then
you may set an environment variable on a per user basis using Logon Scripting (described later in the User’s
Guide — Page 218).
The environment variable for the terminal emulation is:
gwtn_term
For example, to select SCO Console emulation you would enter:
set gwtn_term=2
in the Logon Script for a particular user.
NOTE: No spaces are allowed when setting environment variables.
For example:

set gwtn_term=2 is correct

set gwtn_term = 2 is not correct
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Graphic Characters

& Use the GSW GUI Configuration Tool — User Terminal Emulations see page 409
Or use legacy style below

Third party clients do not always handle graphic characters and commands as expected. The Georgia
SoftWorks Universal Terminal Server for Windows is flexible in providing options for handling graphic
characters with 3" party clients. If you are unsure of which graphics mode to select then feel free to expetiment
to determine the best mode for your 3" party client. Note that the typical progression is the order that the
selections are presented. The first works for all, the next is more specialized and so on.

Note: The graphics mode prompts vary depending on the terminal emulation chosen.

Graphics Option Text

Description

Replace PC graphics characters with star characters:

This simply replaces PC graphics characters with the
"asterisk" character

Translate PC Graphics characters

For VT emulation's the system converts the PC Graphic
Characters to ACS and will temporally invoke Special
Graphics character sets?®. PC Graphics without ACS
equivalents will be converted to the "asterisk" character

SCO Console special handling

For SCO Console, the system will inject appropriate
escape

Pass PC Graphics characters without changes

This will pass any characters >= 0x80 without any
changes

Pass all characters from PC Screen without changes.

This will pass ALL characters from the screen. Your
client software may have trouble handing ASCII values
for some of the control characters like 0x08
(backspace)

Georgia SoftWorks MSDOS Telnet Client

This is used when using the unsupported Georgia
SoftWorks modified CUTCU/CUTE (NCSA) utilities
for MSDOS. For more details visit this web page:
GSW - Other Utilities

User Defined Character Translation

Used in conjunction with the file GS_Xchar.txt for
character translation. See page 183

Use UTF-8 encoded characters

All characters above and including 0x80 hex are
encoded using the UTF-8 standard. See page 251

Simplified Chinese - GB2312 (EUC)

Used when connecting using emulator configured to
receive and send Simplified Chinese.

Traditional Chinese - BIG5

Used when connecting using emulator configured to
receive and send Traditional Chinese

Table 41 - Graphics option choices.

If you do not want to be prompted for the graphics mode each time you log on using a 3" party client then you
may set an environment variable on a per user basis using Logon Scripting.

The environment variable for the graphics mode is:

gwtn_graphics

25 Note: Double line box characters will be converted to single line box characters.
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The value for the environment variable will be the enumerated number associated with the graphics option
when prompted. For example, in the screen shot below the graphic options are listed with enumerated values
ranging from 0 to 8.

& %05 — e

Figure 104: Sclect graphics option for 3rd party client.

For example, to select szzr graphics character substitution you would enter:
set gwtn graphics=0

in the Logon Script for a particular user.

NOTE: No spaces are allowed when setting environment variables. For example, when setting the environment
variable to select “Pass PC Graphics characters without changes” you would use the following syntax.

set gwtn graphics=2 is correct

set gwtn graphics = 2 is not correct
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Color or Monochrome Presentations
& Use the GSW GUI Configuration Tool — User Emmlations - Terminal Enmulations see page 409
Or use legacy style below

Many times, programs are developed to work with monochrome monitors or terminals. In this situation you
can choose between a color and monochrome presentation. After the graphics mode options are presented the
color or monochrome options are presented. The prompt

Do you want ANSI Colors? [Y/N]:
If you want a Color presentation choose "Y". If you want a Monochrome presentation choose "N".
If you do not want to be prompted for the Color or Monochrome presentation each time you log on using a 3

party client then you may set an environment variable on a per user basis using Logon Scripting (Page 218). The
environment variable for the Color or Monochrome presentation is:

gwtn_color

For example, to select a color presentation you would enter:
set gwtn_color=1l

in the Logon Script for a particular user.

And to select a monochrome presentation you would enter:
set gwtn_color=0

in the Logon Script for a particular user.

Color Mapping for Monochrome

Use the GSW GUI Configuration Tool — Global Emulations see page 389
Or use legacy style below

If the monochrome mode is selected, the color mapping is performed as described below. For each character
on the screen:

If background intensity is set then the blink attribute is set.

If foreground intensity is set then the bold attribute is set.

If the character is blue then the underscore attribute is set.

If background intensity is greater than foreground intensity then the inverse attribute is set as follows:
I=3*R+.6*G+.1B

The intensity bit is not used in the above calculation. The attributes are additive.
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Modification of Color Mapping for Monochrome

Use the GSW GUI Configuration Tool — Global Emulations see page 389
Or use legacy style below

Certain color combinations displayed by the application do not display in a satisfactory way when

converted to monochrome. This may be especially true when using monochrome RF devices. The

Georgia SoftWorks SSH2/Telnet Server provides a mechanism to allow custom color mapping to

monochrome displays.

The SSH2/Telnet Setver upon startup reads the file “colormap.txt”. This file defines the color to

monochrome mappings. The text file contains 256 rows that represent all foreground and background
color combinations and associated default monochrome mappings.

You may edit the file and alter the monochrome mappings to obtain the desired effects. You can then
experiment to get the exact mappings desired. The format of the text file follows.
Legend: I: Intensity R: Red, G: Green, B: Blue

#Foreground
#I R G B
0 0 0 0
0 0 0 1
0 0 1 0
0 0 1 1
0 1 0 0
0 1 0 1
0 1 1 0
0 1 1 1
1 0 0 0
1 0 0 1
1 0 1 0
1 0 1 1
1 1 0 0
1 1 0 1
1 1 1 0
1 1 1 1

Background
I R G B
0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 ©0
0 0 0 O
0 0 0 ©

Your monochrome (re)mapping

BLINK

[eNeoNeoBoNoNoNoNoNoNoloNeoNoNeNeoNe]

INT UND
0 0
0 1
0 0
0 0
0 0
0 0
0 0
0 0
1 0
1 1
1 0
1 0
1 0
1 0
1 0
1 0

INV

[eNeoNeoBoNoNoNoNoNoNoloNolNoNeNoNe]

. and so forth for all 256 possible mappings ...

#Foreground

#I R G B

PFRPFRPRPRPRPRPRPPRPPRPPOOOOOOOO

PFRPRPRPRPOOOORRFRFREREROOOO

PP OORRPOORRFROOR R OO

POoORrOoORFrRrROFrRrRORFrRrR O ORFr OF O

Background
I R G B
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
11 1 1
1 1 1 1
11 1 1
1 1 1 1
11 1 1
1 1 1 1
11 1 1

Your (re)mapping

BLINK

PR R RRRRRRRRR PR

INT UND

PFRERPRPRPRPRPPRPOO00000O0O

OO O OO0 OOOOO0OOOoOrOo

INV

OFRRPRRPRPRPREPRORRRERERR P
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The first and last 16 table entries are pictured above. Please see the file
colormap.txt to see all 256-table entries.

Alt Keys
& Use the GSW GUI Configuration Tool — Global Emmulations — Character Emmlation - see page 382
Or use legacy style below

Many applications take advantage of the "Alt" key. However, many keyboards and terminal emulations do not
support the "Alt" key. The Georgia SoftWorks Universal Terminal Server for Windows allows the "Alt" key
sequence to be transmitted to an application by providing a substitute key sequence (the Alt Prefix) for the
"Alt" key. The default Alt Prefix is "Ctrl-b".

For example, in order to transmit "ALlt—£" you will type:
Ctrl-band then £.
(Depress Crrl/then b, release the keys and then depress j).

In order to really type in the AltPrefix character from the keyboard you will have to type it twice, like Cttl-b
Ctrl-btogetthe Ctrl-b.

A different A/t Prefix can be configured using "AltPrefix" parameter in the registry editor. The default value is
set to two 0x02 which is the ASCII value of Ct r1-Db, other values are as follows:

AltPrefix Value Key Sequence entered by User
0x01 Ctrl-a
0x02 Ctrl-b
0x04 Ctrl-d
0x06 Ctrl-f
Ox0e Ctrl-n
0x0f Ctrl-o
0x10 Ctrl-p
0x12 Ctrl-r
Ox14 Ctrl-t
0x15 Ctrl-u
0x16 Ctrl-v
0x17 Ctrl-w
0x19 Ctrl-y

Table 42 - Alt Prefix values
This is how to change the registry key for the AltPrefix.

Note: You must be on the Windows system that the Georgia SoftWorks UTS for Windows is installed.
However, you may connect to the Windows Registry from a remote location.

The key is:

HKEY_LOCAI_MACHINE\SYSTEM\ CurrentControlSet\Services\GS_Tnet\Parameters\ AltPrefix
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6.

7.

Click the Start button at the bottom left corner of your screen.

Click RUN

Type REGEDIT

Click OK

Select Registry Key:
HKEY_LOCAL_MACHINE\SYSTEM\CurtentControlSet\setvices\GS_Tnet\Parameters\AltPrefix
Select the menu item Edit and then click on Modify

Enter the new value for the AltPrefix and click OK

The new AltPrefix will take effect for all new sessions.
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ESC Delay
& Use the GSW GUI Configuration Tool — Global Emulations — Character Emmlation — page 382
Or use legacy style below

Third party clients will send esaape sequences on certain occasions. For example, when a function or arrow key is
depressed a sequence of data is transmitted that starts with the escape character (0x1b). When the escape
character is received, the server must determine if this escape is part of an escape sequence or simply an escape
key. The server uses the ESC Delay value to determine how long to wait for the next character after an escape
is received to consider it part of an escape sequence. If a character is not received within this time then the
escape is considered to be an escape key, otherwise it is the start of an escape sequence.

The default value is 5 (500ms). You may want to increase this value if you see that escape sequences are not
going through and being displayed on the screen rather than being interpreted. For example, if you type F10
and see odd character starting with "]" or "[". This is most likely to happen with terminal servers or other slow
links like RAS.

This is how to change the registry key for the Escape Delay.

Note: You must be on the Windows system that the Georgia SoftWorks UTS for Windows is installed.
However, you may connect to the Windows Registry from a remote location.

The key is:
HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\ESCDelay
1. Click the Start button at the bottom left corner of your screen.
2. Click RUN
3. Type REGEDIT
4. Click OK

5. Select Registry Key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\GS_Tnet\Parameters\ESCDelay
6. Select the menu item Edit and then click on Modify

7. Enter the new value for the ESCDelay and click OK
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Enable NAWS
Use the GSW GUI Configuration Tool — Global Emulations - Character Emmnlation — Negotiate Windows
o Size - see page 384

O nice lecacy etvle helawr

Enable Negotiate About Window Size (NAWS) telnet option for 3rd party clients.
This registry parameter EnableNAWS allows the NAWS option to be enabled.

Default Value is 0 which disables the NAWS option.

NOTE: This is a change from previous behavior when NAWS was always on since Version 6.50.0035 of
February 10, 2005. The change is because some of the 3" party telnet clients handle NAWS incorrectly and
cause endless looping.

The registry value is:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\EnableNAWS

Set this value to 1 to enable NAWS option. The change of this value takes effect for the next session
connected.

NOTE: The GSW SSH/Telnet clients handle window size automatically regardless of the parameter

value.

Device Telemetry Data and Client Information - 3™ Party Clients

& Use the GSW GUI Configuration Tool - Emulations Summary (page 387)
Or use legacy style below

This feature is available to work with GSW ConnectBot — SSH/ Telnet client for Android.

When enabled, a number of environment variables can be accessed by the application to obtain device and
client information. The device and client information can be used by the application in any manner deemed
useful. The uses range from reports to application logic decisions based on device specific specifications such
as display density etc. This setting is configurable on a Global or User basis.

See how to use the GSW Configuration GUI to enable Device and Client information. (See page 385).

To manually enable 3rd party mouse support, set the following environment variable in the user’s logon script.
gwtn_enable 3rd party config strings

Possible values are 'Y' or 'N', ot 'y' or 'n".
Y — Enable 3t party Device and Client information strings
N — Disable 3t party Device and Client information strings (defazull)

For example, to enable support for 3 party Device and Client information strings put the following

set gwtn _enable 3rd party config string=Y
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in the Logon Script. This can be done on a global or per user basis.
NOTE: No spaces are allowed when setting environment variables.
For example:
set gwtn_enable 3rd party config string=Y is correct
set gwtn_enable 3rd party config string = Y isnot correct
When enabled a variable will be added to the users Logon Script as follows:
set gwtn enable 3rd party config strings=y

The list of variables enabled a variable will be added to the users Logon Script. The number of variables
provided is device dependent.

To find the list of available variables you can use the command “set gwtncl ” from within an SSH or
Telnet session. See the example below.

Example output:

gwtncl clnt side ip=192.168.1.205
gwtncl device=sr6755 65u m

gwtncl display=MRA58K dev-keys
gwtncl display density=xhdpi
gwtncl display dimensions=1280x720
gwtncl error=0

gwtncl gswcb build type=release
gwtncl gswcb version=2.4.1

gwtncl host=android-build3

gwtncl id=MRA58K

gwtncl mac=E4-FB-8F-07-00-61
gwtncl manufacturer=Mobiwire
gwtncl model=RS50

gwtncl product=full sr6755 65u m
gwtncl serial=FD117A0014615

gwtncl version=23

gwtncl version codename=REL

gwtncl version release=6.0

gwtncl version security patch=2017-08-05
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Send Screen Size to 3™ Party Client
& Use the GSW GUI Configuration Tool - Emulations Summary (page 381)
Or use legacy style below

Default: Enabled
The GSW UTS sends Screen Size information to 3™ party clients.

Note: Supported by modern emulation clients, for example GSW ConnectBot or PuTTY. Older clients
will silently ignore this option.

The number of rows and columns used by the server and the client must be the same or a severe
misoperation may occur. This parameter ensures the number of rows and columns used in the server-side
session is passed to the 3" party client software automatically. This includes changes to the number of
rows and columns made dynamically by your logon script or application. This parameter normally should

be enabled.

See how to use the GSW Configuration GUI to enable global Send Screen Size to 3™ Party Client by
going to page 387

NOTE: The setting of this environment variable OVERRIDES what is specified in the Configuration GUL
This provides better granularity with respect to each client.

Possible values are 'Y' or 'N', or 'y' or 'n'.

Y — Enable 3t party send screen size support (default)

N — Disable 3 party send screen size support
For example, to enable support for 3 party send screen size support put:

set gwtn_enable send screen size to 3rd party=Y
in the Logon Script. This can be done on a global or per user basis.
NOTE: No spaces are allowed when setting environment vatiables.
For example:

set gwtn_enable send screen size to_3rd party=Y is correct

set gwtn_enable send screen size to_3rd party = Y isnot correct
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Enable Pseudoconsole
& Use the GSW GUI Configuration Tool - Emulations Summary (page 381)
Or use legacy style below

Pseudoconsole support is a very powerful feature and brings many of the capabilities presented by
Microsoft in so called Windows Terminal to SSH and Telnet. Microsoft is very enthusiastic about
Windows Terminal (https://github.com/microsoft/terminal) but at the time of this writing we have to
treat our Pseudoconsole support as experimental for the following reasons

1. Microsoft’s executable called conhost.exe located in the System32 folder is fundamental to the correct
operation of our Pseudoconsole support but unfortunately, even with latest Windows Service Packs, it’s
version very seriously lags behind the version deployed with Windows Terminal and called
OpenConsole.exe. The conhost executable located in the System32 is automatically used by the
Command Prompt and consequently by SSH and Telnet. For our development and testing we renamed
OpenConsole.exe (from the Windows Terminal folder) to conhost.exe and replaced existing conhost.exe
in the System32 folder. This procedure is neither recommended nor supported by Microsoft.

2. Microsoft Windows Terminal download is supported only under Windows 10 and no Windows Servers
are officially supported. For our testing on Windows 2019 we replaced the conhost executable in the
System32 folder of Windows 2019 and achieved correct operation.

3. Microsoft Windows Terminal is a faitly new product with changing behavior/features. We may be
unable to timely address potential future problems without Microsoft’s help.

Defaultis disabled

Enables new console features that are available in Windows 10 and Windows Server 2019 also known as
Conhost V2. These new capabilities include support for 24-bit color, reverse video, bold text, underscored text
and applications sending (Unix style) escape sequences to directly manipulate the screen. Please see Microsoft
Windows Terminal documentation for more details. Please make sure that this option is disabled on Windows
machines that do not support Pseudoconsole.

See how to use the GSW Configuration GUI to enable Pseudoconsole global support by going to page 388
NOTE: This logon script variable overrides the global setting found in the ‘Global per system” area.
To manually enable Pseudoconsole support, set the following environment variable in the uset’s logon script.
gwtn_enable pseudoconsole
Possible values are 'Y' or 'N', ot 'y' or 'n’".
Y — Enable Pseudoconsole support
N — Disable Pseudoconsole support (difasl?)

For example, to enable Pseudoconsole support put:
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set gwtn_enable pseudoconsole=Y
in the Logon Script. This can be done on a global or per user basis.
NOTE: No spaces are allowed when setting environment vatiables.
For example:
set gwtn_enable pseudoconsole=Y is correct

set gwtn_enable pseudoconsole = Y isnot correct
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Mouse - 3™ Party Mouse Support
& Use the GSW GUI Configuration Tool - Emulations Summary (page 381)
Or use legacy style below

The GSW UTS also provides mouse support when using GSW ConnectBot client for Android and other
3" party ssh/telnet clients that support mouse operation, e.g. PuTTY.

When enabled, users using a touchscreen/mouse capable device will be able to select and use the features of the
mouse enabled application as expected. In the case of touch screens, touch events will be translated to mouse
events. This setting can be configured on a Global or per User basis. The per User basis can be used to easily
handle a mix of clients where some of them support mouse and others do not.

See how to use the GSW Configuration GUI to enable 3" Party Mouse support by going to page 388
To manually enable 3rd party mouse support, set the following environment variable in the user’s logon script.
gwtn_enable 3rd party mouse
Possible values are 'Y' or 'N', or 'y' or 'n'.
Y — Enable 3t party client mouse support
N — Disable 3t party client mouse support (defazli)
For example, to enable suppott for 3 party mouse support put:
set gwtn _enable 3rd party mouse=Y
in the Logon Script. This can be done on a global or per user basis.
NOTE: No spaces are allowed when setting environment vatiables.
For example:
set gwtn _enable 3rd party mouse=Y is correct

set gwtn_enable 3rd party mouse = Y is not correct

Domain Specification using 3™ Party Clients
Please see the section 3rd Party Client - Default Domain Override on page 283 for further information.
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Color Re-mapping - All Clients
This feature allows you to re-map (or change) the colors the user will see when using the Georgia SoftWorks
Universal Terminal Server. Modify your application colors so they are easy to read on a gray scale device
without any source code changes. Also, re-map your application colors to fit a customer’s look and feel without
source changes.

A text file is used for specifying the colors to re-map. The name of the file is gs_color. txt and is installed
in the GSW UTS root directory. If you want different color mappings on a ‘per user’ basis then place the
gs_color.txt file in the user’s directory in the Scripts folder (see Logon Scripting on page 218). The first column
lists the original attribute bytes and the second column lists translated attributes. Attributes not included in this
file are left un-translated. The ‘4 character in the first column designates a comment line.

Attribute Attribute Bit Value | Description

FOREGROUND BLUE 0x0001 Text Color contains blue
FOREGROUND GREEN 0x0002 Text Color contains green
FOREGROUND RED 0x0004 Text Color contains red.
FOREGROUND INTENSITY | 0x0008 Text Color is intensified.
BACKGROUND BLUE 0x0010 Background color contains blue.
BACKGROUND GREEN 0x0020 Background color contains green.
BACKGROUND RED 0x0040 Background color contains red
BACKGROUND INTENSITY | 0x0080 Background color is intensified.

Table 43 - Color Re-Mapping

Using the Attribute Bit Values from Table 43 we can create all possible color codes.

Foreground Color Value | Description Background Color Value | Description

00 Black foreground 00 Black background

01 Blue foreground 10 Blue Dbackground

02 Green foreground 20 Green background

03 Cyan foreground 30 Cyan background

04 Red foreground 40 Red background

05 Magenta foreground 50 Magenta background

06 Brown foreground 60 Brown background

07 White foreground 70 White background

08 Gray foreground 80 Gray background

09 Bright blue foreground 90 Bright blue background
0A Bright green foreground AQ Bright green background
0B Bright cyan foreground BO Bright cyan background
0cC Bright red foreground (610) Bright red background
0D Bright magenta foreground DO Bright magenta background
OE Yellow foreground EO Yellow background

OF Bright white foreground FO Bright white background

Table 44 - All Possible Color Codes

Attribute values are created by adding the foreground value to the background
value.

For example: 93 means cyan text on bright blue background.
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EXAMPLE - COLOR TRANSLATION TABLE ENTRIES:

Example 1: Change white on blue characters to red on white use this entry:

17 74

Example 2: To change white on black characters to bright white on black use this entry.

07 OF
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Automatic Logon 3" Party Telnet Clients - AutoLogon
& Use the GSW GUI Configuration Tool — Global Automatic Iggon - see page 368
Or use legacy style below

This feature allows you to pre-configure a list of IP addresses that will be able to connect and log on without
any User ID, Password or Domain prompting when using 3" Party Clients.

AutolLogon is useful in many situations; however the real power of this feature is realized when coupled with
the Session Saver (page 149) and/or used with RF Data collection devices for fast and easy connection
establishment. For example, when a connection is broken due to a link failure you can reconnect without the

time consuming UserID, Password and Domain prompts and resume work exactly where you left off before
the link failure.

Please see page 111 for details on Automatic Logon and page 113 Automatic Logon with 3 Party Clients.

Character Display Translation: 3™ Party Clients

& Use the GSW GUI Configuration Tool — Global Emmulations see page 391
Or use legacy style below

You may have a special situation or advanced application where it would be useful to translate characters sent
to the terminal to a different character or string of characters. Normally you do not need to get familiar with
this section however the capability is present for advanced requirements.

This feature allows you to translate (or replace) the characters the user will see on 3" Party Clients and RF
Terminals when using the Georgia SoftWorks Universal Terminal Server. You may translate a single character
to one or more (up to 10 characters) other characters.

A text file is used for specifying the characters to translate. The name of the global file is gs_ xchar.txt and
is installed in the SSH2/Telnet setvet’s root directory. Each row in the file specifies a character to translate and
the replacement character(s). Characters not included in the file are left un-translated. The specifications of the
characters are byte values in hexadecimal each separated by a single space. The “#’ character in the first column
designates a comment line.

The first value in each row specifies the character to be translated. The character or list of characters that
replace the original character follows.

For example, the following entry in the file will replace all lower-case letter ‘a” with upper case A’ when sent to
the terminal.

6l 41
Note: Remember that hex 61 is ASCII lowercase a and hex 41 is ASCII uppercase A

Another example: The following entry in the file will replace the PC bottom right corner character with the
string using the DEC Special Graphics character set.

bc 0e ba 0f
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Terminal Initialization: 3™ Party Clients
& Use the GSW GUI Configuration Tool — Global Emulations see page 392
Or use legacy style below

You may have a special situation or advanced application where you need to send a specific terminal
initialization sequence to a 3* party client. Normally you do not need to get familiar with this section however
the capability is present for advanced requirements.

This feature allows you to send an additional sequence of characters to the 3" party client at the start of each
session. You may send one or more (up to 10 per row) initialization characters to the 3 party client.

A text file is used for specifying the initialization characters to send. The name of the global file is
gs_tinit.txt andis installed in the GSW UTS root directory. Each row in the file specifies up to ten
characters to send to the 3" party client. The specifications of the characters are byte values in hexadecimal
each separated by a single space. The “# character in the first column designates a comment line.

Each row must start in the first column.

For example:

1b 2e 25

will load the Portuguese character set into G2 for vt-220 terminal.
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Backspace on Delete - For 3rd Party Clients

Use the GSW GUI Configuration Tool — User Emmlations - see page 409
g Or use legacy style below

Configuration of whether a backspace is performed when a delete key is used is done with the
gwtn backspace on delete environment variable in your logon script (page 218).

The default setting is N’ which means that the delete key does not perform a backspace action, which is the
standard delete key in Windows.

The environment variable for specifying if a backspace is performed on delete is:
gwtn_backspace_on_delete
Possible values are 'Y' or 'N', or 'y' or 'n'.
Y — Perform a backspace on delete
N — Do not perform a backspace on delete (defauli)
For example, to perform a backspace on delete:
set gwtn_backspace on delete=Y
in the Logon Script for a particular user.
NOTE: No spaces are allowed when setting environment vatiables.
For example:
set gwtn_backspace on_delete=Y is correct

set gwtn _backsoace on delete = Y isnot correct
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Two Cells per Unicode Character - For 3rd Party Clients

& Use the GSW GUI Configuration Tool — User Emulations - see page 409
Or use legacy style below

Characters that occupy two-character cells in Microsoft Windows command prompt will also occupy two-
character cells in third party clients is ezabled by default.

This setting is important when working with Far East versions of Microsoft Windows.

To enable/disable you set the gwtn two cells per uc envitonment vatiable in your logon script (page
218).

The environment vatiable for specifying (enabling/disabling) that characters which occupy two-character cells
in Microsoft Windows will also occupy two-character cells in 3" party clients is:

gwtn_two_cells_per_uc
Possible values are 'Y' or 'N', or 'y' or 'n'.

Y — Enable occupying two cells in 3 party clients (defanl)

N — Disable occupying two cells in 3 party clients
For example, to enable you would:

set gwtn_two_cells per uc=Y
in the Logon Script for a particular user.
NOTE: No spaces are allowed when setting environment variables.
For example:

set gwtn_two_cells per uc=Y is correct

set gwtn_ two_cells per uc = Y isnot correct
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Power Features Pack

As you would expect the most powerful and useful features are standard with the Georgia SoftWorks UTS for
Windows. Everything from True Client-Side Printing, L.ogon scripting, Session Monitoring and Session
Shadowing to Programmatic access to the server. These are not marketing or sales features but useful and
powerful features requested and used by SSH2/Telnet usets around the world.

Power Features Pack Configurable | GSW Clients 3 Party Client

Session Administrator — Yes Yes Yes
- Observe/Sort client Sessions
- Monitor client Sessions

- Shadow client Sessions

- Attach to client Sessions

- Terminate client Sessions

- Send/ Broadcast Message to
client Session(s)

Details - Get info on Session
Launch via Command Line

Event and Activity Logging Yes Yes Yes
Logon Scripting Yes Yes Yes
Programmatic Access to server Yes Yes Yes
True Client-Side Printing Yes Yes Yes
- Enhanced Method Yes Yes No
- Open Method Yes Yes Yes
- Default Method Yes Yes Yes
Client Identity Unigueness Yes Yes Yes

Table 45 - Power Features Pack

Session Administrator

Included with the Georgia SoftWorks Universal Terminal Server for Windows is a powerful administrative,
development and training tool - the Session Administrator. The session administrator is a standalone utility that
allows users within a certain group to perform many useful tasks associated with the active SSH2/Telnet
sessions on their system. You may Observe, Monitor, Shadow, Attach and Terminate other SSH2/Telnet
sessions. Observe the connection state, the Team Services State, logon time. Etc.

Monitoring and Shadowing are features pioneered by Georgia SoftWorks for SSH and Telnet Servers. With
Monitoring you can connect to existing SSH2/Telnet sessions and obsetve the screen exactly as the client sees
the screen. You may Shadow as session in the event you need znteractive input capabilities with that session. You may
use this utility as a local Windows user or as a user connected via SSH2/Telnet .

Session Monitoring Privileges
To use the GS Administrator a usetr” must belong to the local group Gwn Monitors. The system
administrator must first create the group Guwin Monitors. Next all users allowed to use the Session Administrator
must be added to the group. Windows does not instantaneously update the group membership after the user
managet is closed. Windows will update the group memberships if you logoff/logon the desktop. In the event
that this does not work you may have to restart the Windows server after creating the group and adding users.

26 Note: Only “Users” can be added to the group GWTN MONITORS. Other groups can not be added to GWTN MONITORS.
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The standard Windows graphical User Management tools can be used to create the local group G Monitors
and add users to the group. Tools to perform these actions are also available from the command line and you
may find that they are faster and easier to use.

To add the group from the command line please log on as an administrator”, open a Command
Prompt window on the server and run the following command:

net localgroup "Gwtn Monitors” /ADD
To add a user to the group, run the following command:
net localgroup "Gwtn Monitors” username /ADD

(username parameter must be replaced with the actual name of the user who will be allowed to run the
GSW Session Administrator)
You need to restart the server after this command completes successfully.

To find out who is allowed to run the GSW Session Administrator use the command:
net localgroup "Gwtn Monitors"

The command will provide the listing of the members of 'Gwtn Monitors"

27 You must have administrative privileges to create groups and add users to groups.
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Starting the Session Administrator
The name of the session administrator utility is gs_admin.exe and resides in the UTS installation directory.
The Georgia SoftWorks Universal Terminal Server program group has an entry to start the Session
Administrator. It may also be started from the command line locally or via SSH2/Telnet.

When the session administrator is executed a window is opened that dynamically displays all SSH2/Telnet
sessions. For each session the LLogon Id, the LLogon time, the Process 1D, the Monitor ID, the IP address and
the Connection State are displayed. The menu bar contains the items Fk and Sessions. The bottom right corner
of the Session Administrator displays the number of SSH2/Telnet Sessions that are currently active.

For each SSH2/Telnet session the following information is displayed:
User Name - Login ID of the Windows user?s
Logon Time - Date and time the user logged on to the system via SSH2/Telnet.
Process ID - Process ID assigned to the SSH2/Telnet Session

Monitor ID - Process ID of the GS_Admin that is monitoring the session. This indicates that this
session is being monitored or shadowed.

IP Address -  IP address of the computer where the client is located.
State - Connection State of the SSH2/Telnet session.
Defined States are:
Logon - A User is in the process of logging in via SSH2/Telnet.
Conn - SSH2/Telnet session is Connected
Disc - A User is disconnecting
NoRsp - The Application has not responded to the data in its input queue

Susp - A SSH2/Telnet Session is Suspended. That means the Session Reconnect (page
149) feature is enabled and the client or link has failed leaving the session
Suspended. A Suspended session can be reconnected to via the Auto-
Reconnect feature or via the Attach feature of the Session Administrator. A
Suspended session can be terminated via the Terminate feature of the Session
Administrator or when the gwtn_reconnect_timeout timer expires.

TeamS - The GSW Team Services state.

28 Note: When used with the GSW Rocket Terminal Engine the SAP User Name is also displayed.
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Observing SSH2/Telnet Sessions

Using the Session Administrator allows observation of all telnet sessions on the SSH2/Telnet Server. Relevant
information is displayed in an easy to read format.

M gsadmn - CAGS_UTSWGS_Admin.exe — >

ile iew ession roadcast
Georgia Softllorks Session Adminiztrator Uer. H.10.00H02

User Mame TimeT Procesz ID HMon IP Addres=s State

=*=nos_south a7 :-43 6388 192 .168.1.258 Conn
=yarehouse_§ a7 :-44 L7650 1922 .168.1 .64 Conn
=*=nos_south a7 - 44 7112 192 .168.1.258 Conn
=yarehouse_§ a7 :-44 4744 1922 .168.1 .64 Conn
=*=nos_south a7 =45 3432 192 .168.1.258 Conn
=*poz_south a7 :-45 248 122 _168._1_258 Conn
=nos_south a7 =45 eSS 192 .168.1.258 Conn
=*poz_south a7 :-45 1332 122 _168._1_258 Conn
=nos_south a7 =45 4812 192 .168.1.258 Conn
=*poz_south a7 :-45 7168 122 _168._1_258 Conn
=nos_south a7 =45 1128 192 .168.1.258 Conn
=*poz_south a7 :-45 6224 122 _168._1_258 Conn
=nos_south a7 =45 7016 192 .168.1.258 Conn
=*poz_south a7 :-45 3732 122 _168._1_258 Conn
=*pos_south @7 :-45 1452 122 _168_1_258 Conn
nos_south 192 .168.1.258
=nosz_south 192 .168.1.258
=*pos_south 122 _168.1.2508
=noz_south 192 .168.1.258
=*pos_south 122.168.1.258
=noz_south 192 .168.1.258
=*pos_south 122.168.1.258
=noz_south 192 .168.1.258
=*pos_south 122.168.1.258
=noz_south 192 .168.1.258
=*pos_south 122.168.1.258
=noz_south 192 .168.1.258
=*pos_south 122.168.1.258
warehouze_2 192 _168._1._78
warehousze_2 122.168.1.78
warehouze_2 192 _168._1._78
warehousze_2 122.168.1.78
warehouze_2 192 _168._1._78

Copyright <C» Georgia Softllorks 1997 — 2028

Figure 105: GSW Session Administrator - Observing Telnet Sessions

The initial display is sorted by the Logon Time for each session (Note the Arrow adjacent to the Logon
Time heading). The session that has been logged on the longest is displayed first and the most recent is
displayed last. The display may be sorted by User Name, Logon Time, Process ID, IP Address or State.
You can use the [Zew menu item to select the column to sort on, or you may click on the column
heading.
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Figure 106: GSW Admin - Menu Sort Options
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You may also reverse the sort by re-checking the User Name menu item or by clicking the column
heading again. Click the heading to toggle between the ascending and descending sort order. Again, note
the arrow beside the column heading to indicate the sort order.

M gsadmn - CAGS_UTSVGS_Admin.exe — >

ile iew ession roadcast
Georgia Softllorks Session Administrator Uer. B_10_00H2

Uzer Hamel Logon Time Process ID HMon IP Addres=z State

=yarehouse_ 5 B@7-81 A%:44 L7650 1922 .168.1 .64 Conn
=yarehouse 5 B7-681 A7:44 4744 192 .168.1 .64 Conn
warehouse_2 B@7-81 B?:48 2092 1922 .168.1.78 Conn
warehouse_2 BA7-81 B7:48 38608 192 .168.1.78 Conn
warehouse_2 B@7-81 B?:48 6652 1922 .168.1.78 Conn
warehouse_2 BA7-81 B7:48 6272 192 .168.1.78 Conn
warehouse_2 B@7-81 B?:48 4692 1922 .168.1.78 Conn
warehouse_2 BA7-81 B7:48 4806 192 .168.1.78 Conn
Shipping @A7-81 1B@:12 786268 192 _168.1.258 Conn
Shipping @Y-81 11:85 134768 122 _168.1._.258 Conn
Shipping @A7-81 18:13 73136 192 _168.1.258 Conn
Shipping @Y-81 11:85 132764 122 _168.1._.258 Conn
Shipping @A7-81 1B@:12 72856 192 _168.1.258 Conn
Shipping @Y-81 18:13 676688 122 _168.1._.258 Conn
Shippi A7-81 11:85 135864 1922 _168.1 258 Conn
ippi 122_168.1_258
Shipping 68544 192 _168.1._.258
Shipping 134184 122 _168.1._.258
Shipping 134724 122.168.1.258
Shipping 71948 192 _168.1.2508
Shipping 71448 122.168.1.258
Shipping 133636 192 _168.1.2508
Shipping 132432 122.168.1.258
Shipping 71972 192 _168.1.2508
Shipping 7ag24 122.168.1.258
Shipping 134328 192 _168.1.2508
Shipping 134864 122.168.1.258
Shipping 133336 192 _168.1.2508
Shipping 135372 122.168.1.258
Shipping 135752 192 _168.1.2508
Shipping 133272 122.168.1.258
Shipping 135764 192 _168.1.2508
Shipping 1292768 122.168.1.258

Copuright <C» Georgia SoftUWorks 1997 — 2828

Figure 107: Session Administrator - Descending Sort Order
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Monitoring SSH2/Telnet Sessions

Session Monitoting is the method used to locally obsetve the display on a remote SSH2/Telnet session. As the
data displayed on the remote SSH2/Telnet client, an exact copy is sent to the Session Monitor too. The display
is exactly the same as the display being presented to the remote session. Session Monitoring is transparent to
the client being monitored and does not impact their performance.

To select a SSH2/Telnet session to monitor first highlight the session to monitor. This is accomplished either
by moving the up/down atrow keys or clicking on the particular session?. Once selected either depress
<ENTER> or click the menu item Session (see Figure 108) to display the drop-down item Monztor. Y ou may
now select Monitor.

You are now connected to the other telnet session, observing the screen activity exactly is appears to the other
uset. You may monitor only. No input is allowed to the other session. To end monitoring the other telnet/SSH
session depress <ESC>. You are returned to the Session Administrator Screen.

Notice that the graphics, the colors, the lines, checks and boxes are all displayed correctly.

M gsadmn - CAGS_UTSVGS_Admin.exe — >

hadouw [

roadcast
6. BBE2

ile iew
Georgia Softllorks Session Ad

LH8H Users

Uzer Mame Logon Time IP Addrezz State TeamS

=*poz_south
==parehouze 5
*poz_south
=parehouze 5
=*poz_south
=nos_south
=*poz_south
=nos_south
=*poz_south
=noz_south
=*pos_south
=noz_south
=*pos_south
=noz_south
=*pos_south
=noz_south
=*pos_south
=noz_south

A7-81
a7-81
A7.-81
a7-81
A7-81
a7-81
A7-81
a7-81
A7-81
A7-a1
a7-81
A7-a1
a7-81
A7-a1
a7-81
A7-a1
a7-81
a7-81

A9:=4
A9:-4
A9 :=4
B9 -4
H9:=4

Dum

erminate

Attach
% nd Message

etails
Screen

Del

M
D
P

@9 =45
B9 =45
@9 =45
B9 =45
@9 -45
B9 =45
@9 -45
B9 =45
@9 -45
B9 =45
@9 -45
B9 =45
@9 -45

248
6444
1332
4812
168
1128
6224
7816
3732
1452
70A8
6312
6632

192.168.1.258
192.168.1.64
192.168.1.258

Conn
Conn
Conn

192.168.1.64 Conn

192.168.1.258
192.168.1.258
192.168.1.258
192.168.1.258
192.168.1.258
192.168.1.258
122.168.1.258
192.168.1.258
122.168.1.258
192.168.1.258
122.168.1.258
192.168.1.258
122.168.1.258
192.168.1.258

Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
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Figure 108: Session Administratot - Select Session to Monitor

29 Hint: The fastest method is to simply double click on the session to immediately start monitoring.
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If User John was using Norton Command and his screen was displaying the following:

o~ G5 Telnet Client soloman

Options
L—etc
52 _ Configuration... winhlp3?2
L—11 Editor... winnt
ras winnt256
Repl Auto menus odhbc
Export Path prompt odbcinst
L—8cripts Key bhar artgalry
Import Full screen
L —Sepripts Mini status
Setup cLock
She 11Ext
spon 1 Save setup Shift-F% icoadh32
rivers Jautoexp
L——32x86 msimgsiz
— aweman
PRIMTERS awvemanl2
rtprocs ini™ icg32
?———w32x86 1fbmp62n
iewers i|lfcal62n
pins

deh

G UINNT >
1 2

Figure 109: Session Administrator: Client Session

Then the monitor screen would look as follows:

o= G5 Telnet Client zoloman

Options
L —etc
52 1 B Egnfiguratiun... winhlp32
L— itor. .. winnt
ras winnt256
Repl Auto menus odbc
Export Path prompt odbcinst
L Sepipts Key har artgalry
Import Full =screen pf=
L—8cripts Mini status megryl2
Setup cLock Iedbhak
She 11Ext hh

spool Save setup Shift-F% icoadbh32

rivers Jautoexp

L—u32x86 msimgsiz=
—

AWeman
PRINTERS awemanl2

rtprocs ini™ icg3d2

i———WEEXBE 1fbmp62n
iewers i|1lfcalb2n
pins

Jeh

Gz~ UINNT >
1 2

Figure 110: Session Administrator Monitor Session

Yes, the screen displays look exactly the same and that is the way it is supposed to work. The Monitor’s screen
displays the screen activity exactly as it appears on the session being monitored!
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Shadowing SSH/Telnet Sessions
Shadowing is similar to Monitoring except interactive input is allowed. This means that you can provide
input to another SSH2/Telnet session. This is a powerful training and Quality Assurance tool. A user may need
assistance in using their application and you can shadow their SSH2/Telnet session providing input where they
have difficulty.

To select a SSH2 /Telnet session to Shadow first highlight the desired session. This is accomplished either by
moving the up/down atrow keys o clicking on the particular session. Once selected click the menu item Session
(see Figure 108) to display the menu drop down items. You may now select Shadow. As a shortcut you may
simply press "S".

M gsadmn - CAGS_UTSVGS_Admin.exe — >

onitor Enter
User Mame Logon TimejlShadow = 5] IP Address State TeamS
erminate Del
=poz_south @701 09 - 4) GRS 122 _168._1_258 Conn
==yarehouse 5 B7-81 BOF <) RGNy 0 M 192 .168.1 .64 Conn
=*pos_zouth @7-801 @9 -4) I EERES 1] 122 _168._1_2508 Conn
sparehouze 5 @781 @7:4|Dum Screen P 172 _168_1_64 Conn
=*=posz_zouth ©@Y7-81 @97:-4 192 _168_1_250 Conn
=pos_south B7--81 @7:45 248 192 .168.1.258 Conn
=*=poz_szouth @701 @9:45 6444 122 _168._1_258 Conn
=pos_south B7-.81 @7:45 1332 192 .168.1.258 Conn
=*=poz_szouth @701 @9:45 4812 122 _168._1_258 Conn
=pos_south B7-.81 @7:45 7166 192 .168.1.258 Conn
=*=poz_szouth @701 @9:45 1128 122 _168._1_258 Conn
=pos_south B7-.81 @7:45 6224 192 .168.1.258 Conn
=*=poz_szouth @701 @9:45 7816 122 _168._1_258 Conn
=pos_south B7-.81 @7:45 3732 192 .168.1.258 Conn
=pos_south @781 @9:45 1452 122 _168.1.2508 Conn
=noz_south B7--81 @2:45 7088 192 .168.1.258 Conn
=pos_south @Y-.81 89:45 6312 122.168.1.258 Conn
=noz_south B7-81 @2:45 6632 1922 .168.1.258 Conn

Copyright <C» Georgia Softllorks 1997 — 2028
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Figure 111: Session Administrator - Shadowing

You are now connected to the other SSH2/Telnet session, observing the screen activity exactly is appeats to
the other user. Both you and the original user are now able to enter data into the session. To end shadowing the
other SSH2/Telnet session, depress <ctrl-z>. You are returned to the Session Administrator screen.
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SSH FIPS 140-2 Sessions

The GSW SSH Server has a FIPS 140-2 option available for purchase. The Session Administrator can be used
to verify that a GSW SSH FIPS 140-2 compliant client is connected to the GSW SSH FIPS 140-2 compliant
server. These connections are identified by an asterisk “*” prepended to the User Name in the Session
Administrator as shown below.

ile iew ession roadcast
Georgia Softlorks Sesszion Administrator Uer. 8_10.0002

Uzer Hame Logon Timel Process ID Mon IP Address State TeamS

#Hong Kong @781 13:54 7L98@ 192 _168.1.64 Conn
#*#China @7-.81 13:52 4208 192 .168.1.78 Conn
#Scotland @781 13:52 188692 192 _168.1.48 Conn
*sJeruzalem HAY-A1 13:5A 184332 1?22.168.1.171 Conn
*Mexwico @7-81 13:46 183852 192_168.1.258 Conn
#*#Delhi @7-81 13:45 184712 192.168.1.61 Conn ifer
=*Bruzzels @7-81 13:43 182348 192 _168.1.62 Conn
*China @7-.81 13:42 183044 192.168.1.61 Conn AXfer
#*Beceiving @7-.81 13:41 188448 192 _.168.1.64 Conn
*Shipping @7-.81 13:41 133152 192.168.1.64 Conn
*Jakarta @7-81 13:48 185132 192 .168.1.63 Conn
*Chicago @7-.81 13:38 184816 1?22.168.1.171 Conn  ASwap
*PlantOne @7-681 12:58 181788 192 _.168.1.64 Conn Swap
*Damazcus AB7-81 12:56 26276 1?22.168.1.258 Conn
#*#China @7-81 12:52 18689772 192.168.1.61 Conn
*Mew¥ork @7-81 12:4% 185232 122.168.1.62 Conn
#*London #@7-81 12:48 183312 192 _168.1.258 Conn
Berlin @7-81 12:85 184472 122.168.1.1711 Conn

Copyright (GC) Georgia Softlorks 1977 — Z202A

Figure 112: FIPS 140-2 compliant connections
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Terminating SSH2/Telnet Sessions
To select a SSH2/Telnet session to terminate first highlight the session to terminate. This is accomplished
either by moving the up/down arrow keys or clicking on the particular session. Once selected either depress
<DEL> or click the menu item Session to display the drop-down item Temminate. Y ou may now select Termzinate.

M gsadmn - CAGS_UTSWGS_Admin.exe — >

onitor
User Mame Logon Time | =riln) 5 IP Addres=s State
erminate
=*Hong Kong @7--81 13:5|GE5ET0 192 .168.1 .64 Conn
EH LT PP R N |5 nd Message 122 _168._1._70 Conn
=#Zcotland @7-81 13:-5)ECIEERES 172 _168_1_46 Conn
=Jeruzalem HY-01 13 5] DT T T 1922 .168.1.1°1 Conn
#Mexico HA7-81 13:4 192 _168_1.258 Conn
=[elhi @A7-681 13: 184712 122 _168_1 .61 Conn Hfer
=*HBrussels @701 13:43 1823408 192 _168_1.62 Conn
=#China @7-801 13:42 183844 192 168 _1 .61 Conn fARfer
#*Receiving @7-81 13:41 1868440 172 .168_1.64 Conn
#Chipping 67-081 13:-41 133152 172.168.1 .64 Conn
#Jakarta BA7-81 13:-4A4 185132 192 _168_1.63 Conn
*#Chicago @Y-81 13:38 1846816 122.168.1.171 Conn ASwap
=*#PlantOne @7-81 12:58 1817808 192 _.168_1 .64 Conn Swap
=*[amascus B@7-81 12:56 26276 192 .168.1.258 Conn
=MewYork BA7-81 12:49 185232 192 _168_1.62 Conn
#*London B87-81 12:-40@ 183312 192 .168.1.258 Conn
Berlin @7-81 12:@5 184472 192 .168_1.171 Conn
Brookland 8%-81 11:54 183124 122 .168.1 .64 Conn

Copuright <C» Georgia SoftUWorks 1997 — 2828
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Figure 113: Session Administrator: Terminate another session

You will be prompted to make sure that you want to terminate the session. Graceful Termination (page 158)
will take place upon terminating the session.

M gsadmn - CAGS_UTS\GS_Admin.exe - >

ile iew ession roadcast
Georgia Softllorks Session Adminiztrator Uer. H.10.00H02

User Mame Timed Proceszz ID HMon IP Address

=*Hong Kong 13:54 Y5788 192.168.1.64

=*China 13:52 4288 192.168.1.78
=*Zcotland 13:52 188672 192.168.1.44
=Jerusalem 13:=58 184332 192.168.1.171

really want to terminate the <Brussels> szession?

< K > < ancel >

=*Chicago 1846816 192 1681111
=*PlantOne 1817688 122_168.1.64
=*Damascus 26276 1922 .168.1.258

=*MewYork 185232 192_168.1.62

*London 183312 122.168.1.258
Berlin 184472 192.168.1.1711
Brookland 183124 122.168.1.64

Copuright <C» Georgia SoftUWorks 1997 — 2828

Figure 114: Session Administrator Terminate another session verification prompt
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Attach to a Suspended (Saved) Session
As a member of the group GWTN MONITORS you may need to know if there are any Suspended sessions.
Suspended Sessions are created when the Session Saver (see page 149) feature is enabled and a client or link has
failed, and the user has not yet reconnected to their Saved session.

Using the A#tach feature of the Session Administrator tool you can A#ach (or connect) to a Suspended session
and complete their work in progress. The Attach actually terminates your current session and transfers control
to you. You are now operating within the Suspended Session. The Suspended session state changes back to
“Conn” and will no longer be suspended.

NOTE: For the Attach to work you must be invoking the Session Administrator from a SSH2/Telnet session.

To select a SSH2/Telnet session to Attach first highlight the desired Suspended session. This is accomplished
either by moving the up/down arrow keys or clicking on the particular session. Once selected, open the Session
drop down and select the menu item _A7ach.

Note: Attach will not be available as a choice if the session selected in not in the Suspended state or if you are
not connected via a SSH2/Telnet connection.

Select Attach. You are now Attached to the Suspended session. You will observe the screen exactly as the user
was seeing it when their session was broken due to client or link failure. Interactive Input capabilities are
available to resume work in progress.

When you exit the SSH2/Telnet Session, you are not returned to the Session Administrator tool, but are
disconnected just as the user of the otiginal session would have been had they exited the SSH2/Telnet session.
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Send a Broadcast Message to SSH2/Telnet Sessions
The capability to send a message to either a single or all SSH2/Telnet sessions is available via the Session
Administrator. This is useful in many situations when the system administrator needs to communicate
information to one or all users usually regarding system status or maintenance. This saves the system
administrator time because the need to make multiple phone calls or physically contacting the users is not
necessary.

An example could be that the system administrator would want to notify all users to be logged off by a certain
time due to system maintenance. Another example may be to send a message to a specific user requesting that
they help another user.

Broadcast a message to ALL SSH2/Telnet Sessions
To send a message to all currently active SSH2/Telnet sessions either depress <ALT-B> or click the menu
item Broadcast to display the drop down item Send. You may now select Send.

M gsadmn - CAGS_UTSVGS_Admin.exe — >
ile ieu ession

Georgia Softllorks Session Administrator Uer
e e | = e
User Mame Logon Timed Process ID Addreszz State TeamS

*Hong Hong 6%Y-81 13:-54 75288 122.168.1.64 Conn
#China @Y-.81 13:52 4268 192 _168.1.78 Conn
=*#Bcotland @Y-81 13:52 1868622 122.168.1 .48 Conn
=Jeruzalem BY-01 13:58 184332 1922 .168.1.1°11 Conn
*Mexico @Y-81 13:46 183852 122.168.1.258 Conn
#*#Delhi @781 13:45 184712 192.168.1.61 Conn
*Bruzzels @Y-81 13:43 182348 122.168.1.62 Conn
#China @Y-.81 13:42 183844 192 _168.1.61 Conn
=*Receiving @Y-81 13:-41 188446 122.168.1.64 Conn
*Shipping @781 13:41 133152 192 _168.1.64 Conn
=Jakarta 67Y-81 13-48 185132 122.168.1.63 Conn
#Chicago @7-.681 13:38 184816 192.168.1.1711 Conn
=*PlantOne @Y-81 12:58 1817686 122.168.1.64 Conn
=*#Damazcus @Y-01 12:56 26276 192 .168.1.258 Conn
*Mew¥ork @Y-81 12:49 185232 122.168.1.62 Conn
#*London B7-81 12:48 183312 192 _168.1._.258 Conn
Berlin @Y-81 12:85 184472 122.168.1.171 Conn
Brookland #7681 11:54 183124 192 _168.1.64 Conn

Copyright <C» Georgia Softllorks 1997 — 2028

Figure 115: Broadcast a message to all telnet sessions

Note: In the figure above - even though a single session is highlighted the Broadcast message will go to ALL
SSH2/Telnet sessions.
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Upon selecting the menu item SEND you will see a screen similar to the figure below.

M gsadmn - CAGS_UTSWGS_Admin.exe — >
Pleaze tupe your broadcast message bhelow, then prezz ENTER

Figure 116: Enter broadcast message prompt.

Enter the text (up to a max of 320 characters) that you would like to send to all active SSH2/Telnet sessions.

M gsadmn - CAGS_UTSVGS_Admin.exe — >
Pleaze type vour hroadcast message helow. then press ENMTER

System going down for maintenance at B8:88 pm. FPlease log off by 7:45 pm or call
me at 265-1818 for special request. Thank you — Administrator

Figure 117: Enter text of broadcast message.

Press <ENTER>

At this point you have an opportunity to abort or confirm the sending of the broadcast message.
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M gsadmn - CAGS_UTSVGS_Admin.exe — >

Pleaze type vour hroadcast message helow. then press ENMTER

System going down for maintenance at B8:88 pm. FPlease log off by 7:45 pm or call
me at 265-1818 for special request. Thank you — Administrator

About to zend Broadcast Message to ALL telnet sesszions: Are you sure?

< K > < ancel >

Figure 118: Send broadcast message confirmation prompt.

Selecting <OK> will send the broadcast message to all active SSH2/Telnet sessions. The message will be
displayed on the client terminal similar to the figure below. (Selecting <Cancel> will abort the broadcast
message.)

B8 Select GS SSH Client 192.168.1.81 — O >

ystem g g down for
me at 265-: for special request.

[OK] ENTER...
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Figure 119: Broadcast message display on client terminal.

The exact display of the broadcast message will conform to the specific terminal display characteristics in a
typical manner. If the display has fewer columns, then the message will wrap at the end of each row, etc.

The broadcast message will remain on the client terminal until the message is acknowledged. The SSH2/Telnet
client terminal display will return to the exact terminal display prior to the reception of the broadcast message
after the broadcast message is acknowledged the message by depressing <RETURN> or <ENTER>.

If multiple broadcast messages are sent before previous messages are acknowledged, only the message
acknowledged and the last broadcast message sent will be displayed to that particular SSH2/Telnet client. The
intermediate messages will not be displayed to that session.

Broadcast a message to A SINGLE Telnet Session
There will be times that you will want to send a message to a specific SSH2/Telnet session rather than to all the
active SSH2/Telnet sessions. To send a message to a single SSH2/Telnet session you must first select the user
to send the message.

M gsadmn - CAGS_UTSVGS_Admin.exe — >

ile iew ession roadcast
Georgia Softllorks Session Administrator Uer. B_10_00H2

18 Users
IP Address

192 .168.1.1°1
192.168.1.258
192.168.1.61
192.168.1.62
192.168.1.63
192.168.1.258
192.168.1.1°1
192.168.1.78
192.168.1.64
192.168.1.258
122.168.1.2508
192.168.1.63

Uzer Mame Logon TimeT Process ID Mon State Teamt
@7-82 B@8:084 8M@152
a@7-82 @8:685 88812
@7-82 @8:@7 42228
a@7-82 B68:688 181832
@7-82 B8:1@ 46068
@7-82 B8:11 41068
@7-82 B8:12 18824
B7-82 B8:14 184876
@7-82 B8:15 142108
@7-82 B8:29 117888
a7-82 @8:30 151992
@7-82 @8:49 183772

Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn

=*Paris
=*Receiving
=*Shipping
=S outhbhend
*#Chicago
=*#China
=*Mexico
=#Scotland
=yarehouse_§
=Berlin
=*Chicago
=*Brookland

Akfer

ASwap

*John
*Mexico
*Hong Hong
PlantOne
Receiving
=Y a3

B7-82 11:37
A7-02 11:38
a7-82 11:39
A7-02 11:39
A7-82 11:408
A7-082 11:41

1682972
256441
1786884
141688
15184
34264

15
15

122.168.1.48
192.168.1.2508
122.168.1.61
192.168.1.61
122.168.1.61
192.168.1.62

Conn
Conn
Conn
Conn
Conn
Conn

ifer

Shrt

Copyright <C» Georgia Softllorks 1997 — 2028

Figure 120: Select a specific uset to send a message.

In the case above we are selecting the user name “doug” to send the broadcast message. Once we have
selected the user then we select the Session menu either by entering <ALT-S> or clicking the menu item
Session. This will display the drop down which contains the item Send Message (See Figure 121 ).
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M gsadmn - CAGS_UTSVGS_Admin.exe — >

ile iew roadcast

Georgia Softllorks Session Ad

onitop ———————————————————————
Uszer Mame Logon Ti hadouw s IP Addrezz State TeamS

erminate
=*Pariz @782 Attach 1922 _168_1._1'11 Conn
#*Receiving B7-82 Send Message M| 192 _168.1.258 Conn

*Shipping @782 etails 1922 _168_1_61 Conn AHfer
=Zouthbend @7-02 Dum Screen 192 _168_1_62 Conn

#*#Chicago @782 192 _168_1_63 Conn ASwap
=#China @7-02 41068 192 _.168_1.258 Conn
=*Mexico H7-82 18824 192 _168_4 .17 Conn
=#Scotland @782 184876 172 .168._1.78 Conn
=#parehousze_5 @702 14210688 192 _168_1_64 Conn
=*HBerlin BA7-02 117888 192 _.168_.1.258 Conn
=#Chicago @%-02 151992 192 .168.1.258 Conn
#*Brookland @7-02 183772 192 _168_1.63 Conn
=*=John @7-82 11:3%7 1668292 172 .168.1 .48 Conn

#Mexico HA7-82 11:-38 256414 192 _168_1.258 Conn ifer
*Hong HKong 87-82 11:39% 178084 122 .168.1.61 Conn
FlantOne @A7-82 11:39 141688 15 192 _.168_1.61 Conn

Receiving 6%7-82 11:48 15184 15 122 .168.1.61 Conn Ehrt
=Haprd @7-02 11:41 34264 192 _.168_1.62 Conn

Copyright <C» Georgia Softllorks 1997 — 2028

Figure 121: Send a message to a specific user - Send Message dropdown.

Upon selecting Send Message you will see a screen similar to the figure below allowing entry of the
message text. Note that the User Name (doug) of the user that will receive the broadcast message is
identified in the prompt.

M gsadmn - CAGS_UTSWGS_Admin.exe ‘ — >

Pleaze tupe your message for <John> helow, then prezz ENTER.

Figure 122: Enter broadcast message prompt destined to a specific user.

Enter the text that you would like to send to user doug and press enter when the message is complete.
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M gsadmn - CAGS_UTS\GS_Admin.exe - >
Pleaze tupe your message for <John> helow, then preszz ENITER.

John,. can vou help the new hire — Steve. He is at the loading dock and iz having
some probhlems scanning incoming parts. Thanks — Larry

Figure 123: Entering the broadcast message text to a single user.

At this point you have an opportunity to abort or confirm the sending of the broadcast message.

M gsadmn - CAGS_UTSVGS_Admin.exe — >
Pleaze type vour message for <John* bhelow, then pressz ENTER.

John,. can you help the new hire — Steve. He iz at the loading dock and iz hawving
some problems scanning incoming pavrts. Thanks - Larry

About to send Broadcast Message to <John*: Are vou sure?

< K > < ancel >

Figure 124: Send broadcast message to a specific user confirmation prompt.
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Selecting <OK> will send the broadcast message to SSH2/Telnet user doug. Selecting <Cancel> will abort the
broadcast message. The message will be displayed on the client terminal similar to the figure below.

Schedule a Broadcast Message

You can schedule a broadcast message using Georgia SoftWorks Broadcast command line utility and your
favorite scheduling program.

The GSW Broadcast udility allows you to send a message to ALL active SSH2/Telnet sessions of to a specific
session. You can identify the specific SSH2/Telnet session by User Name and/or IP Address. The text of the
message that is sent is specified in an ASCII text file.

GS BCast [-iip address] [-uuser name] file path

Command: GS_BCast

Description: Command line utility that Broadcasts (sends) a text message to one or all active SSH2/Telnet
sessions.

Syntax: GS BCast [-iip address] [-uuser name] <file path>
Arguments: There are 2 optional arguments and 1 required argument.

1. [-1isp_address| The —1i parameter is followed by the IP address corresponding to the
SSH2/Telnet session (or sessions) to send the broadcast message. (Optional)

2. |~uwuser_name] The —u parameter is followed by the user name corresponding to the
SSH2/Telnet session (or sessions) to send the broadcast message. (Optional)

3. <file_path> - the path to the ASCII text file that contains the broadcast message. (Required)

If the —1 and —u arguments are omitted then the broadcast will be sent to all active SSH2/Telnet
sessions. These arguments may be combined (as a Logical “OR” condition) to provide more
flexibility in choosing the destinations for the broadcast message.

EXAMPLE — THE GSW BROADCAST UTILITY (SCHEDULE A BROADCAST MESSAGE)

Send the broadcast message contained in the ASCII text file “systemdown.txt:”” which resides in the
directory “C:\mybroadcastmessages\systemdown.txt” to all telnet sessions.

GS BCast C:\mybroadcastmessages\systemdown.txt
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EXAMPLE — THE GSW BROADCAST UTILITY — TO A SINGLE USER

Send the broadcast message contained in the ASCII text file “givemeacall.txt:”” which resides in the
directory “C:\mybroadcastmessages\givemeacall.txt” to user “dong’

GS BCast -udoug C:\mybroadcastmessages\givemeacall.txt

The real power of the GSW Broadcast utility is that you can use your favorite scheduling program to schedule
execution of the GSW Broadcast utility at a later time.

Georgia SoftWorks does not support nor endorse any scheduling programs. The ones mentioned below are
listed as examples of scheduling utilities or programs that can be used to launch the GSW Broadcast utility.
Most any scheduling program can be used to schedule the execution of the GSW Broadcast utility.

AT command — Native on Windows

The “AT” scheduling utility is available on Windows NT/2000/XP from the command
shell. The syntax of the AT command as described in the “Help AT” on Windows XP:

The AT command schedules commands and programs to run on a computer at
a specified time and date. The Schedule service must be running to use
the AT command.

AT [\\computername] [ [id] [/DELETE] | /DELETE [/YES]]
AT [\\computername] time [/INTERACTIVE]
[ /EVERY:date[,...] | /NEXT:date[,...]] "command"

\\computername Specifies a remote computer. Commands are scheduled on the
local computer if this parameter is omitted.

id Is an identification number assigned to a scheduled
command.

/delete Cancels a scheduled command. If id is omitted, all the
scheduled commands on the computer are canceled.

/yes Used with cancel all jobs command when no further
confirmation is desired.

time Specifies the time when command is to run.

/interactive Allows the job to interact with the desktop of the user
who is logged on at the time the job runs.

/every:date[,...] Runs the command on each specified day(s) of the week or

month. If date is omitted, the current day of the month
is assumed.

/next:datel[, ...] Runs the specified command on the next occurrence of the
day (for example, next Thursday). If date is omitted, the
current day of the month is assumed.

"command" Is the Windows NT command, or batch program to be run.

Graphical Utility for Windows 2000

Windows 2000 provides a graphical scheduling Wizard that gives you the options of
scheduling tasks to run one time only, daily, weekly, or monthly either when your
computer boots up or whenever you log on. The Wizard also gives you the option of
setting a time for the program to start. To run the Windows 2000 scheduling Wizard:

Step 1. Click on Start, Settings and then Control Panel.

Step 2. Double-click on Scheduled Tasks.

Step 3. Double-click on Add Scheduled Task to add a new task.

Step 4. Windows 2000 will run the Scheduled Task Wizard. The Wizard will
walk you through scheduling a program to run.

Note 1: Go to the Advanced Properties to specify the command line
arguments.
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Note 2: This utility also exists on Windows XP. The path to open the
Wizard is slightly different.

Table 46 - GSW Broadcast Command Utility - Example Scheduling Programs

Exiting the Session Administrator
You may exit the Session Administrator either by the File then Exit Menu item or depressing the <ESC> key

M gsadmn - CAGS_UTS\GS_Admin.exe - >
iew ession roadcast

Seszion Administrator Uer. 8.10.00082
Exit

Logon TimeT Processz ID HMon IP Addres=s State TeamS

=*Pariz @782 @8:-84 88152 122.168.1.171 Conn
=*Receiving @7-602 B8:05 88B12 192 _168.1.258 Conn
*Shipping #7-82 @8:-87 42228 122.168.1.61 Conn AAfer
=*#Southbend B7-/82 B8:08 181832 192 _168.1 .62 Conn
#*#Chicago @7Y-82 BE:-1@ 46866 1922 .168.1.63 Conn ASwap
#China @7-82 B8:4141 41868 192 _168.1.258 Conn
*Mexico HY7-82 BE:12 18824 192.168.1.1°11 Conn
=Bcotland BY-82 B8:-14 184676 122.168.1.78 Conn
=yarehouse 5 B@7-82 BE:15 142168 192 .168.1 .64 Conn
=*Berlin @Y-82 B8:29 117688 122.168.1.258 Conn
#*#Chicago @7-82 B8:-30 151992 192 _168.1._2508 Conn
*Brookland @Y-82 08:-49 183772 122.168.1.63 Conn
=*John @7-82 11:37 168292 192_168.1 .48 Dizsc
=*Mexico @Y-82 11:38 25644 122 _168.1.258 Conn ifer
#*Hong Kong ®7-.82 11:39 178684 192 _168.1.61 Conn
FlantOne @Y-82 11:3%9 141688 15 122.168.1.61 Conn
Receiving #7-682 11:48 15184 15 192_168.1.61 Conn Shrt
*ard H@Y-82 11:4 34264 122.168.1.62 Conn

Copyright <GC» Georgia Softlorks 1797 — 2028

Figure 125: Session Administrator — Exiting
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GS_ADMIN Command Line Options

Many of the Session Administrator features are available from the command line. The features available include
Monitoring, Shadowing, and Terminating Session(s). Additionally, you can create an ASCII text file on demand
that will contain a snapshot of the information contained on the Session Administrator main screen.

The GS_ADMIN command line utility provides the capability to launch Session Monitoring or Session
Shadowing etc. from your own application. Command line arguments are used to specify the operation
(feature) and the session to perform the operation on.

Command: GS_ADMIN
Description: Command line utility that performs GS_ADMIN functions.

The gs_admin command line utility has three possible syntaxes.

Syntax 1: GS_ADMIN [/m|/s|/t] [/pPID]|[ [/iIP]|[/uUser] 1 [/k]
Syntax 2: GS_ADMIN [/T] [/k]
Syntax 3: GS_ADMIN [/I[Infofilename]] [/k]

Arguments: The number of arguments depends on the operation selected.

/m is for monitoring
/s is for Shadowing
/t is to terminate a specific session
/T is to terminate all sessions
/p select by Process ID (PID)
/1 select by client’s IP Address
/u Select by user’s name
/k keep running gs_admin after completion of the operation
This argument is valid with all 3 syntax formats.
/I is to create a snapshot of the SSH2/Telnet Status information in

the file gs _ainfo.txt (default) or specified filename.

Syntax 1 is used to Monitor, Shadow or terminate a specific session
Syntax 2 is used to Terminate ALL SSH2/Telnet sessions
Syntax 3 is used to obtain a snapshot of the SSH2/Telnet server status information.

Note: Syntax formats not listed have undetermined results.
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Syntax 1 — Monitoring/Shadowing/Terminating a specific session
Choose the operation (monitot, shadow, terminate) for the SSH2/Telnet session.

Next select one of the following [/pPID] | [ [/iIP]|[/uUser] ] to Filter the session.

/PPID Filter based on Process ID (PID). Where PID is the

Process Id of the desired session. Each session will have
a unique process id.

OR
/1iIP Filter based on the IP address
/uUser Filter based on the User Name

Note:  You may use either or both of the IP Address and User Name filter arguments.

EXAMPLE — THE GSW GS_ADMIN COMMAND LINE UTILITY - SYNTAX 1 - MONITOR

The following is the syntax to use the GS_ADMIN command line utility to launch the Session
Monitor for User “Doug”.

GS ADMIN /m /uDoug

EXAMPLE — THE GSW GS_ADMIN COMMAND LINE UTILITY - SYNTAX 1- SHADOW

The following is the syntax to use the GS_ADMIN command line utility to launch the Session
Shadowing for for User “david” with IP Address 10.110.244.103.

GS_ADMIN /s /udavid /i110.110.244.103

EXAMPLE — THE GSW GS_ADMIN COMMAND LINE UTILITY — SYNTAX 1 - TERMINATE

The following is the syntax to use the GS_ADMIN command line utility to terminate Session
with user name Doug.

GS_ADMIN /t /uDoug
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Syntax 2 — Terminate All Telnet/SSH Sessions

The /T operation does not use any additional arguments. This command terminates all SSH2/Telnet
sessions.

EXAMPLE — THE GSW GS_ADMIN COMMAND LINE UTILITY - SYNTAX 2 - TERMINATE ALL
SESSIONS

The following is the syntax to use the GS_ADMIN command line utility to terminate ALL
SSH2/Telnet sessions.

GS_ADMIN /T
Syntax 3 — Obtain a snapshot of the SSH2/Telnet Server Status

The /I operation creates the file gs_ainfo.txt that contains the current status information
for the GSW SSH2/Telnet Server. The file is created in the root GSW SSH2/Telnet
Server installation folder. The file contains similar information as displayed in the Session
Administrator main screen.

EXAMPLE — THE GSW GS_ADMIN COMMAND LINE UTILITY - SYNTAX 3 — STATUS #1

The following is the syntax to use the GS_ADMIN command line utility to create the GSW
SSH2/Telnet Server Status Information file.

GS_ADMIN /I

You can also specify the filename and path for the information file.

EXAMPLE — THE GSW GS_ADMIN COMMAND LINE UTILITY - SYNTAX 3 - STATUS #2

The following is the syntax to use the GS_ADMIN command line utility to create the GSW
SSH2/Telnet Status information file and put it in the file folder c: \telnetstatus\time
with the filename mondaynoon. txt

GS ADMIN /IC:\telnetstatus\time\mondaynoon.txt
Information File Layout

The file uses standard Windows 1ni format rules.

[File Info]

Version=1.1
GSWTelnetServerVersion=8.09.0003
CreationTime=10/31/18 07:20:28

[Counters]
UserCount=4

[Users]

UserO=HW-1,10/31/18 06:55:19,13200,0,127.0.0.1:62718,Conn, N
Userl=HW-2,10/31/18 06:55:38,7660,0,127.0.0.1:62722,Conn,N
User2=HW-5,10/31/18 06:55:41,9644,12008,127.0.0.1:62723,Conn, N
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User3=johnny,10/31/18 07:20:06,12300,0,192.168.1.56:0,Conn, Y

Note: User field layout meanings

Fields under [Users] are comma separated as follows:

User-name, Date Time , Client Process ID, Process ID of GS_Admin.exe if client is being monitored or
shadowed, IP-socket , state, FIPS Y/N

Session Monitoring Uses
There are many uses for session monitoring. A few are listed.

e  Quality Assurance - A supervisor can monitor data entry of employees.

e Training - A senior application user can remotely help a trainee understand and use an application.

e Debugging - A developer can remotely observe an application phenomenon that a user is describing.
e Administrative - A system administrator can ensure that users are using/setting up resources propetly.
e Secutity - Administrator monitor users that are using SSH2/Telnet.

e Terminating Sessions that have been abandoned.

e Terminating Sessions that are connected to applications which are behaving abnormally etc.

e Attaching to Suspended Sessions

e Shadowing another Session
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GSW Event Logging

The Georgia SoftWorks SSH2/Telnet Server for Windows provides the System Administrator with useful
SSH2/Telnet Server Activity information that can be used for generating reports. The System Administrator
can enable or disable various events that are logged. The logged information is in an easy to import ASCII
comma delimited format.

Two files ate of interest
1. The log definition file: gsw_1def.txt and
2. The actual log file gsw_elog.txt

Event Log Definition File:
The configuration file gsw_1def . txt specifies the events that are maintained in the log file. This file
tesides in the SSH2/Telnet server installation directory. Usually this is c:\gs_uts. Each event that can be logged
is listed together with its description.

The format of this file is:
Event ID <space> Group ID <space> Description of the event

The “#” character is the comment symbol. Insert a "#" character in column 1 of a line to disable the logging of
a specific event. Enabling or Disabling the logging of specific events are the only allowed modifications to this file.

The Default configuration for gsw_ldef. txt is:

1 100 Session Created

2 100 Session Suspended

3 100 Session Reconnected

4 100 Session Exited Normally

5 100 Session Exited Abnormally

6 100 Logon Failed

7 200 Print Job Redirected

8 400 File transferred (put)

9 400 Print File transferred (get)

10 500 Command execution event sent to client

If you do not want to log Print Jobs and Failed Logons you would insert the # as the first character of those events.

100 Session Created

100 Session Suspended

100 Session Reconnected

100 Session Exited Normally

100 Session Exited Abnormally

100 Logon Failed

200 Print Job Redirected

400 File transferred (put)

400 Print File transferred (get)

10 500 Command execution event sent to client

NOTE: The event ids and descriptions in the file cannot be changed.

QO H H 01D W N
~J o

O
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Event Log File
The log file is a comma-delimited text file where the activity events are actually stored. By default, the maximum
size of log file gsw_elog.txt is 1 megabyte. Once the file has reached the maximum size the file is
renamed to gsw_elog.bak and starts logging in a new gsw_elog.txt. This actually provides up to 2
megabytes of log information to the administrator. The size of the gsw_elog. txt can be changed in the
registry (See page 214).

The GSW Event Log resides in the "Log" subdirectory of the Installation folder in a comma-delimited file with
the name gsw_elog.txt.

Georgia SoftWorks Event Log File Name: gsw_elog.txt

The format of the comma-delimited file is as follows.

Field Description Data Type Description

Event ID Integer

Event Group ID Integer Useful for Filtering with Reports

Login Id Text Quoted Text Field

Domain Text Quoted Text Field

Session ID Text Quoted Text Field

Time Stamp Date/Time YYYY-MM-DD HH:MM:SS

Client Type Integer 0 = 3 Party, 1 = Georgia SoftWorks
Encrypted Session Integer 0 = Not Encrypted, 1 = Encrypted
Event Specific Integer Integer

Event Specific Text Text Quoted Text Field

IP Address Text TP Address associated with the event

Table 47 - GSW Event Log File Format

An example of the data in the gsw_elog.txt file may look like:
7,200, 'Laura','."', '1E339C27B99',2000-09-15 15:42:22,1,0,1326,"",'192.168.1.186"
1,100, 'Rebecca’, '. ', '1E439C27BCD', 2000-09-15 15:43:09,1,0,0,'192.168.1.188",'192.168.1.188"
6,100, 'Joseph', '.", '5A39C27C2C",2000-09-15 15:44:52,1,0,1326,"7,'192.168.1.185"
1,100, 'Anna’, '."', '17F39C27C39",2000-09-15 15:45:03,1,0,0,’ '192.168.1.184,'192.168.1.184"
1,100, 'benjamin', '."', '12C39C27C66',2000-09-15 15:45:47,1,0,0,’ '192.168.1.1837,'192.168.1.183"
4,100, 'John', '. ", '1E439C27BCD',2000-09-15 15:46:07,1,0,0,77,'192.168.1.180"
5,100, 'Wally','."', '12C39C27C66",2000-09-15 15:46:37,1,0,0,77,'192.168.1.182"
1,100, 'Luke', '.', '12C39C27C66",2000-09-15 15:46:51,1,0,0,'192.168.1.181",'192.168.1.181"
2,100, 'RaySpurg', '. "', '12C39C27C66',2000-09-15 15:47:00,1,0,0,"",'192.168.1.179"
3,100, 'Doug", '.", '12C39C27C66',2000-09-15 15:47:12,1,0,0,77,'192.168.1.178"

3,100, 'Wanda', '."', '17F39C27C39',2000-09-15 15:47:20,1,0,0,"",'192.168.1.189"
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Defined Events are:

Event Id Event Group ID | Name

1 100 Session Created

2 100 Session Suspended

3 100 Session Reconnected

4 100 Session Exited Normally

5 100 Session Exited Abnormally

6 100 Logon Failed

7 200 Print Job Redirected

8 400 File Transferred via GS_ PUT
9 400 File Transferred via GS GET
10 500 Command execution event sent_to client

Table 48 - Defined Log Events

Modify the Log File Size

Use the GSW GUI Configuration Tool — Global Power Features see page 380
Or use legacy style below

This is how to change the registry key for the size of the Log File. The size is specified in bytes and the default
is 1000000.

Note: You must be on the Windows system that the Geotgia SoftWorks SSH2/Telnet Setver is installed.
However, you may connect to the Windows Registry from a remote location.

The key is:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\ActivityLogFileLength

1.

2.

Click the Start button at the bottom left corner of your screen.

Click RUN
Type REGEDIT
Click OK

Select Registry Key:

HKEY_LOCAL _MACHINE\SYSTEM\CutrentControlSet\setvices\GS_Tnet\Parameters\ ActivityLogFileLength

Select the menu item Edit and then click on Modify

Enter the new value for the ActivityLogFileLength and click OK

If users are already connected the UTS service should be restarted for the new value to properly take effect.
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GSW Session Logging

& Use the GSW GUI Configuration Tool — Global Power Features — Event 1.ggging - see page 380
Or use legacy style below

The Georgia SoftWorks SSH2/Telnet Server for Windows provides a session log file that is used by GSW
Technical Support when troubleshooting is required. The file is not intended to be used by customers and is
formatted and uses special terms for engineering.

There are times when the maximum file size may need to be adjusted due to resource or troubleshooting
reasons.

Modify the Session Log File Size
This is how to change the registry key for the size of the Session Log File. The size is specified in bytes and the
default is 1000000.

Note: You must be on the Windows system that the Geotgia SoftWorks SSH2/Telnet Setver is installed.
However, you may connect to the Windows Registry from a remote location.

The key is:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\AgentLogFileLength
1. Click the Start button at the bottom left corner of your screen.
2. Click RUN
3. Type REGEDIT
4. Click OK
5. Select Registry Key:
HKEY_LOCAL _MACHINE\SYSTEM\CutrentControlSet\setvices\GS_Tnet\Parameters\ AgentlLogFileLength
0. Select the menu item Edit and then click on Modify

7. Enter the new value for the AgentLogFileLength and click OK

If users are already connected the UTS service should be restarted for the new value to propetly take effect.
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Enable/Disable Session Long Format Logging
& Use the GSW GUI Configuration Tool — User Power Features — Event 1 qgging - see page 415
Or use legacy style below

An environment variable is available on User - per session basis to enable brief or long format logging. If
enabled only system startup and tear down and some runtime events are logged (such as user resizing window).
Long format logging is the default.

The environment variable for the brief or long format session logging is:
gwtn_enable session log
in the Logon Script.
Possible values are 'Y' or 'N', or 'y' or 'n'.
Y — Enable long format logging (defanl?)
N — Disable long format logging
For example, to enable long format session logging:
set gwtn_enable session log=Y
in the Logon Script for a particular user.
NOTE: No spaces are allowed when setting environment variables.
set gwtn_enable session_log=Y is correct

set gwtn_enable session_log = Y is not correct

216



GEORGIA SOFTWORKS AUGUST 13, 2020

Enable/Disable International Character Translation Logging - For Third Party Clients
& Use the GSW GUI Configuration Tool — User Power Features — Event 1 qgging - see page 415
Or use legacy style below

An environment variable is available on User - per session basis to enable/disable International character
translation of UTS-8, GB2312, and Big5 logging. This adds diagnostic information to the log file gs_agnt.log
and is available for diagnostic purposes by GSW Technical support. It is disabled by default.

The environment variable for International Character Translation logging is:
gwtn_log char_xlat
in the Logon Script.
Possible values are 'Y' or 'N', or 'y' or 'n'.
Y — Enable International Character Translation Logging
N — Disable International Character Translation Logging (Defaut?)
For example, to enable International Character Translation Diagnostic Data Logging:
set gwtn_log char xlat=Y
in the Logon Script for a particular user.
NOTE: No spaces are allowed when setting environment vatiables.
set gwtn _log char xlat=Y is correct

set gwtn _log char xlat = y isnot correct
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Logon Scripting

Use the GSW GUI Configuration Tool — Users — per session - Logon Script - see page 365
Or use legacy style below

Logon Scripting is an advanced feature that allows the system administrator unmatched control over the user
sessions. Associated with each User Login is a directory that will execute batch files upon connection®. Logon
Scripting provides automatic execution of the batch file upon the login of the user. Logon scripts are often used
to map drives, establish network connections, change directories, set environment variables, run TSRs and
launch applications. When an application is launched via a logon script the User is automatically deposited into
the application upon successful logon.

One of two optional batch files can be executed. One is named k_start.bat and the other is
c_start.bat. Each batch file provides a unique behavior upon completion of the batch file.

e k start.bat - This file runs upon connection and after its completion the user may get the system
prompt.

e c start.bat - This file runs upon connection and after its completion the session terminates. 1/:s
can be used 1o restrict the user to a certain application. Even if the user executes a control-c or something
similar this will not allow access other than what is specified in the batch file on the Windows
computer.

Logon Scripts can be defined on a User, Global, or IP address basis. If a logon has IP Address based Logon
scripts defined then they are executed. Otherwise the GSW Universal Terminal Server determines if a User ID
based logon script exists. If so then it is executed. Otherwise if a Global Logon scripts exists then it is executed.

USER Logon Scripts

A different Logon script can be set up for each User Id. This allows Users to have individually defined batch
files to accommodate different requirements of Users. The batch files are created and set up by the system
administrator for each user in the system. They must be in the directory

"InstallationPath\sctipts \DomainUsers\ UsetLoginID or
"InstallationPath\scripts\LocalUsers\ UsetLoginID or
"InstallationPath\scripts\UserLoginID

Of course, InstallationPath and Userl_oginlD are replaced with the actual values.

Ifboth k start.batandc start.bat existthenonly c_start.bat is executed. You may call
k start.bat fromc start.bat. If the UserlLogonID script folder does not exist, then the GSW UTS
will determine if a Global Logon script exists.

30 If the batch files exist.
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The system administrator must ensure that the directory permissions for the above files and directories are
correct. Remember the user and the SYSTEM must be able to read the batch file. They are executed in the
secutity context of the user.

EXAMPLE - LOGON SCRIPTING: AUTOMATIC EXECUTION OF A PROGRAM UPON
CONNECTION

Here is an example sctipt to allow automatic execution of a Physician’s Office Application "medical.exe” upon
connection for the user login id (nurse). The Physician’s office application is in the directory c:\medical.

Step 1. Create directory
c:\gs uts\scripts\LocalUsers\nurse
Step 2. Create batch file k_start.bat
Step 3. Add line to k_start.bat
c:\medical\medical.exe
Step 4. Save file and exit.

Now when the User login id "nurse" connects to the Windows system via SSH2/Telnet the application
medical.exe will automatically be started. When the user exits the medical package, the Windows Command line
prompt is displayed allowing other activity to occur.

EXAMPLE - LOGON SCRIPTING: USER RESTRICTED TO EXECUTE ONLY A SPECIFIC
PROGRAM.

Here is an example script that will allow the User login id (bill) only to execute the amortization program
amortize.exe. The amortization program resided in the directory d:\amor

Step 1. Create directory
c:\gs_uts\scripts\DomainUsers\bill

Step 2. Create batch file c_start.bat

Step 3. Add lineto c_start.bat
d:\amor\amortize.exe
Step 4. Save file and exit.
Now when the User Login ID "bill" connects to the Windows system via SSH2/Telnet the application

amortize.exe will automatically be executed. When the user exits the amortization package, the SSH2/Telnet
session will terminate.
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Global Logon Scripts

There are situations where the system administrator may want to have the same logon script executed by all the
users upon connection. Instead of creating a logon script for each and every user, a single logon script can be
created that will be executed by all users upon connection. The Global Logon script operates in the same
manner as a normal logon script except for the location of the script files. The system administrator may put
the k start.batorc start.bat filein the subdirectory SCRIPTS (under the install directory). The
server looks first for k start.bat orc start.bat in user's subdirectory and will not use the global
script if it can find uset's script.

EXAMPLE - GLOBAL LOGON SCRIPTING: AUTOMATIC EXECUTION OF A PROGRAM UPON
CONNECTION BY ALL USERS

Here is an example sctipt to allow automatic execution of a Physician’s Office Application "medical.exe” upon
connection for AL users that do nothavea ¢ _start.bat ork start.bat in their logon script
directory. The Physician’s office application is in the directory ¢ : \medical.

Step 1. Create batch file k start.bat in the SCRIPTS directory (under the install directory).
Step 2. Add line to k_start.bat

c:\medical\medical.exe
Step 3. Save file and exit.

Now when any user (unless they have their own login script in their logon script directory) connects to the
Windows system via SSH2/Telnet the application medical.exe will automatically be started. When the user exits
the medical package, the Windows command line prompt is displayed allowing other activity to occur.

IP Address Based Logon Scripts

The capability to define different logon scripts based on the IP Address of the client logging on is another
advanced feature pioneered by GSW. System Administrators may have specific mapping requirements or
specific applications that must be launched depending on the location of the User that is logging on. In many
cases it is easier to identify the location by IP addresses rather than User IDs. Another case may be where a
User is routinely working in different locations with specific logon sctipt requirements for each location.
Another could be where different devices access different applications, regardless of the user connected. There
are many other cases where IP Address based logon scripting can be used.

Associating the Logon Script to use with the IP Address is configured using the gs_ip rt.txt file.IP
Addresses can be specified as individual IP address or IP address ranges. Additionally, wildcards can be used.
For each entry in the gs_ip rt.txt file two fields are specified: The IP Address (or range) and the name
of the login script to use. A file gs_ip rt.txt isinstalled when the GSW UTS is installed. It contains
examples that are commented out to help you get started.

Notice the file in the GSW UTS installation directory:
gs _1ip rt.txt
The file must reside in the Georgia SoftWorks Windows Universal Terminal Server installation directory.

NOTE: The System account must have permission to read the gs_ip rt.txt file.
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The filegs_ip rt.txt isused for configuration of the association of IP Addresses and Logon Scripts.

The rules are simple for setting up the gs_ip rt.txt file.

e Jtis a text file
e The # character is the comment character
e Fach entry must start in the first column.

e TFach entry consists of the IP Address (or IP Address Range) and the associated logon script
filename (page 222). The logon script file must be located in the GSW UTS scripts folder.
e The IP Address and the Logon Script are separated by a single space.

IP Address Syntax. Use the industry standard 4-part (dot-decimal) syntax: format nnn.nnn.nnn.nnn
when specifying the IP Address.

Example: 10.1.1.1
An example entry in the gs_ip rt.txt file would look like:
10.1.1.1 k logon70.bat

The above entry would instruct the system that when a user connects from the IP address 10.1.1.1
the logon script k. 1ogon70.bat should be used.

IP Address Range Syntax: An IP address range is specified as two IP addresses separated by the dash
character '~'. No spaces are allowed. Below are two examples.

Example A: 10.1.1.1-10.1.10.210

Example B: 192.68.22.10-192.68.22.99

An example IP Address range entryin the gs_ip rt.txt file would look like:

192.68.22.10-192.68.22.99 k buildingN.bat
The above entry would instruct the GSW UTS that when user connects from any IP address that falls in
the range from 192.68.22.10to 192.68.22.99 the logon script k_buildingN.bat should
be used.
IP Address Wild Cards: An IP address wild the IP Address.

Example A: 10.0.0.*

Example B: 192.%.%.5

Example C: *

Wild Cards can be used in IP Address Ranges too.

221



GEORGIA SOFTWORKS AUGUST 13, 2020

Logon Script Filename: The logon script filename associated with the IP address can be any name that you
choose however it must start with eitherak _ora c_. The ‘k "and ‘c_’ correspond to the analogous
behavior as the k_start.batand c start.bat (Seepage215).

EXAMPLE - IP BASED LOGON SCRIPTING

The ACME Company has a New York location and a Mexico location. The New York location has a north
building that has a receiving dock, a manufacturing floor and a shipping dock. Each area uses different
applications to update a common database. The Receiving dock uses fork lifts with vehicle mounted RF
devices. The application used by the receiving dock is a custom developed application. The ACME
manufacturing floor workers use hand held RF devices, mostly basic scanner guns. The Quality Assurance
Engineers on the manufacturing floor use Pocket PC 2003 devices to enter comments and other information.
The Quality Assurance Engineers use a different application than the manufacturing floor workers. The New
York Shipping dock workers use hand held RF devices, again mostly basic scanner guns. Like before they have
yet another custom application. The shipping dock workers and the manufacturing floor workers are multi-
talented and can perform either duty. The ACME Mexico location in Seaside ships partially assembled
components to the New York locations.

All the locations are connected to a single server running the 100 session copy of the GSW UTS. The system
administrator needs to launch a different application for each group described above.

This is can be accomplished using GSW UTS Logon Scripting based on IP Addresses. We can start editing the
gs 1ip rt.txt file, but first let’s make a chart of the locations, the IP addresses and the logon scripts.

The chart on the next page contains the information needed to set up the IP Based Logon scripting,.
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Location Name IP Address or Range Logon Script
ACME New York North 164.10.15.1 164.10.15.220 c_nynrcv.bat
Building Receiving Dock 164.10.15.211 164.10.15.221

164.10.15.212 164.10.15.222

164.10.15.213 164.10.15.223

164.10.15.214 164.10.15.224

164.10.15.215 164.10.15.253

164.10.15.216 164.10.15.226

164.10.15.217 164.10.15.254

164.10.15.218 164.10.15.228

164.10.15.219 164.10.15.229

164.10.15.255

ACME New York North 164.10.16.1 164.10.16.23 Cc_nynman.bat
Building Manufacturing 164.10.16.10 164.10.16.23
Floor Guns 164.10.16.11 164.10.16.24

164.10.16.12 164.10.16.25
ACME New York North 164.10.16.50 164.10.16.90 c _nynqua.bat
Building Manufacturing 164.10.16.60 164.10.16.100
Floor Quality Assurance 164.10.16.70
Guns 164.10.16.80
ACME New York North 164.14.12.210 164.14.15.220 c_nynsh.bat
Building shipping Guns 164.14.102.211 165.14.19.1

164.14.245.212 165.14.150.222

164.14.246.213 165.14.151.223

164.14.247.214 165.14.178.224
ACME Mexico Seaside 242.10.150.5 242.10.191.5 c_mexpl.bat
Plant shipping Guns 242.10.160.5 242.10.192.5

242.10.170.5 242.10.192.5

242.10.180.5 242.10.194.5

242.10.190.5

Table 49 - IP Based Logon Scripting Information Table

This is how to setup the gs_ip rt.txt file to associate IP Addresses and Logon Scripts.

Edit the file gs_ip rt.txt andadd the following lines.

#ACME North Building Receiving Dock
164.10.15.1 c nynrcv.bat
164.10.15.211-164.10.15.255 ¢ _nynrcv.bat

#

#ACME North Building Manufacturing Floor
164.10.16.1-164.10.16.25 c_nynman.bat

#

#ACME North Building Manufacturing Floor

164.10.16.50-164.10.16.100 c_nynqua.bat

#

#ACME North Building Manufacturing Floor
164.14.*.* ¢ nynshi.bat

#

#ACME Seaside Plant Shipping Guns

242.10.*.5 c mexpl.bat

Shipping

Quality Assurance

Each time a User Logs on, the GSW Universal Terminal Server identifies the IP address of the User and
executes the associated logon script.
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Asample gs ip rt.txt file with examples is installed with the software. It can be easily modified and used
for your purposes. This is a copy of the file.

Georgia SoftWorks UTS IP-based selection of logon scripts
Copyright (C) 2004 Georgia SoftWorks
All Rights Reserved

This file allows you to map client IP addresses to logon scripts.
The order of fields is as follows:

IP address OR IP address range OR IP address with wildcards
k logon script name OR c_logon script name

The 'k ' and 'c_ ' correspond to behavior analogous to k start.bat and

c_starE.bat respectively.
Each entry must start in the first column.

For example, the following entry below
(the comment ‘#’ character must be removed to activate the entry)

63.80.112.70 k logon70.bat

instructs the system that when a user connects from the IP address
63.80.112.70 he should use the logon script k logon70.bat

IP address ranges

An IP address range is specified as two IP addresses separated by
the dash character '-'.

Examples of IP address ranges

10.1.1.1-10.1.10.210
192.68.22.10-192.68.22.99

IP address with wildcards

An IP address with wildcards is specified by using the star character
'*!' instead of a number as one of four segments of an IP address or
all four segments.

Examples of IP addresses with wildcards

10.%.%.*

192.%.%.22
fe80::5efe:192.168.1.%%2
fe80::230:48fe:*:*%6

*

Note:
For security reasons this file's permissions should be set to allow only

SYSTEM - read access

S o S S o o o e e o o S o o S S S o o o o S S o o o S oE b o o o e S o o o o o e SE o o SR e e o o o o o 3E 9k ok ok

No other accounts should be allowed to access this file.
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Programmatic Access to the SSH/Telnet Server
Note: Programming skills may be required to understand the following section.

Developers may take advantage of the programmatic interface to the Georgia SoftWorks SSH2/Telnet Setver
for Windows. Programmatic, language independent access to the SSH2/Telnet Setver allows developers to
write an application that (when run under the SSH2/Telnet Server environment) takes control of its input
and/or output from/to the client. This can be utilized to create a custom or highly specialized communications
application. The SSH2/Telnet Server still maintains critical functionality such as logon, security, application
launch and termination. Normally the application before it terminates will release control to the SSH2/Telnet
server.

The SSH2/Telnet Setver communicates with the client through a WINSOCK socket. A protocol/mechanism
is provided that allows a custom application to take and release control of the socket. Objects involved in taking
and releasing control of the socket are passed through environment variables as are described below.

e  GWTIN_HSOCKET - This environment variable holds the value of the handle of the open socket. Note: Never
close or otherwise destroy the socket.

e  GWIN_GET_I - This environment variable holds the name of the WIN32 event that when signaled notifies the
SSH2/Telnet setver that the custom application wants to Zzke control of the input from the client.

e GWTN_RLS_I - This environment variable holds the name of the WIN32 event that when signaled notifies the
SSH2/Telnet setver that the custom application wants to rekase control of the input from the client.

e  GWTN_GET_O - This environment variable holds the name of the WIN32 event that when signaled notifies the
SSH2/Telnet setver that the custom application wants to Zzke control of the ouput to the client.

e  GWTN_RLS_O - This environment variable holds the name of the WIN32 event that when signaled notifies the
SSH2/Telnet setver that the custom application wants to rekase control of the output #o the client.

e  GWTN_ACK - This environment variable holds the name of the WIN32 event that when signaled notifies the
custom application that the request is granted.

Notel: All of the above-mentioned events are autoreset events.

Note2: The above envitonment variables are automatically injected into the session's envitonment and will vaty from
session to session. Please do not attempt to modify those variables or set them in the autoexec files or Control
Panel/System/Environment.

Please see the file interface. ¢ included on the installation disks for a code sample. interface. c contains a
short program that takes control of the input and output and echoes characters to the client until a lowercase ¢ is
encountered.
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True Client-Side Printing - Printing the way you want it!

The Georgia SoftWorks SSH2/Telnet Server for Windows, True Client Side Printing allows documents to be
printed at locations that are easily accessible by each user. Traditionally, default printing using SSH2/Telnet is
always local to the server. This can be inconvenient to the user. Georgia SoftWorks overcomes the traditional
problem by providing True Client-Side Printing - printing the way you want it.

Multiple (up to 9) printers may be used on a per user basis. Georgia SoftWorks offers several printing methods
for the SSH2/Telnet user that will address most printing requitements. They are

o Default - Works as if the SSH2/Telnet user is sitting at the Windows setver.

e Enhanced - Printer output is sent to the printers accessible by the client computer when using the Georgia
SoftWorks SSH2/Telnet client. The printer is considered accessible if it is configured as one of your
printers visible in the Printers Applet in the Control Panel.

e Open - allows SSH2/Telnet user to configure the printing command used when printing.

e Passthrough — allows print jobs to be redirected to RF Devices supporting escape sequence-based
printing.

e SAP — Allows SAP print jobs to be redirected to RF Devices (printer). See page 323 for details.

Default Printing
The Default Printing method uses standard server printing facilities. When a SSH2/Telnet user prints, the
printer output destination is exactly the same as if the user is sitting at the server and initiated the print. The
destination may be local to the server or any remote printer that has been captured by the net use
command. No setup is required for Default printing.

Enhanced Printing
Enhanced printing is an advanced feature of the Georgia SoftWorks SSH2/Telnet desktop clients that allows
printers accessible to the uset’s client computer to be used when printing with SSH2/Telnet. The Client
computers default printer is used if no SSH2/Telnet client command line parameters are specified. The
SSH2/Telnet user can override the default printer using command line arguments when initiating the client.
Also, multiple printers can be utilized by configuring additional client-side printers as described below.

Open Printing
The Open printing method allows the SSH2/Telnet user to specify the printing command that SSH2/Telnet
will use when processing print jobs. For example, if the user wants to send output to a shared! printer then the
"print /d" command can be configured. Another example is sending output to a printer with an IP address that
is on the network but is not shared or visible to the server. In this case the SSH2/Telnet user would specify the
"Ipt" printing command. Other valid print commands can be configured as the uset’s requirements dictate.
Please be knowledgeable with the printing commands you select.

& Use the GSW GUI Configuration Tool — True Client Side Printing Global see page 378, User see page 413
Or use legacy style below

31 A shared printer is one that is visible by the server

226



GEORGIA SOFTWORKS AUGUST 13, 2020

Setting up True Client-Side Printing
There are up to three steps in setting up 1rue Client-Side Printing?.

e Defining Virtual Printer(s) on the Server - This is the same for all printing methods.

¢ Adding the Georgia SoftWorks printer redirection commands to a logon script. This is specific to the
printing method chosen.

e When using the Enhanced Printing method these steps must be performed.

o Provide command line parameters when invoking the Georgia SoftWorks SSH2/Telnet Client when
using the Enhanced Printing method and

o Map the destination printer using the Net Use LPT command on the client machine

A Virtual Printer(s) is defined that redirects the output from your application. The Georgia SoftWorks
SSH2/Telnet Server queties the Virtual Printer queue for new print jobs. When a print job enters the Virtual
Printer queue the originating user of the job is identified. Once the user is known the associated printer is
referenced and the print job is redirected to the proper printer.

Create a virtual printer on the server.
In creating a Virtual Printer, the key information is the Printer Nanse, the Share Name and the Port. Up to three (3)
Virtual Printers may be defined on the server. (This will allow up to three (3) printers to be used for each client.).
A Printer Index is used to identify and correlate the various printer setups. The printer indexes are 1, 2 and 3.
For the Virtual Printer Setup the Printer Name and Share Name require printer indexes. The following setup is for
a single printer (Printer Index 1).

1. Click the Start button at the bottom left corner of your screen.

2. Select Settings then printers.

3. Double click on Add Printer. (The add printer window opens).

4. Select My Computer and Click on Next

5. Select one of the unused /7 or com ports. Do NOT enable print pooling. Click Next.

6. From the Manufactures list select Generic

7. From the Printers select Generic/Text Only. Click Next

8. Name your printer GwtnPrinterl. NOTE: This name is required. Click Next

9. Select Shared and name the printer GwtnPrinterSharel. NOTE: This name is required. Click Next

10. After the printer is created, double click on the printer icon.

32 No setup is required for Default printing.
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11. Pause the printer by selecting the menu item Printer and selecting Pause Printer. This printer must remain
paused at all times. This printer cannot be used by any other service except Georgia SoftWorks.

Now your virtual printer is created and is ready for use by SSH2/Telnet . However, you must be sure to set the
redirection commands in logon scripts.

If you need to support more than one client-side printer per user at a time then repeat steps 1 through 11 using
the other two Printer Indexes. This involves replacing the printer name in step 8 with GwtnPrinter2,
GwtnPrinter3, GwtnPrinter4, GwtnPrinter5, GwtnPrinter6, GwtnPrinter7, GwtnPrinter8 or GwtnPrinter9 and
the share name in step 9 with GwtnPrinterShare2, GwtnPrinterShare3, GwtnPrinterShare4, GwthPrinterShare5,
GwtnPrinterShare6, GwthPrinterShare7, GwtnPrinterShare8, or GwthPrinterShare9.
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Set virtual printer redirection commands in logon script.
For each user that is using the Georgia SoftWorks True Client-Side Printing redirection commands must be
added to their logon script. First the Virtual Printer must be associated with the printer device that the user
wants to use. This is the device that the application will select when printing. This can be accomplished with the
"net use" command. It is of the form:

net use lptX: \\servercomputername\GwtnPrinterSharey
Where
e Iptxis the printer port that the application sends the printer output (typically Iptl for Dos applications)

e \\servercomputername\GwtnPrinterShareyis the specification for the virtual printer. The printer share
would be either GwtnPrinterSharel, GwtnPrinterShare2, GwtnPrinterShare3 etc.

The next is an environment variable that indicates the True Client-Side Printing method chosen. The
environment variable is:

GWTN LOCAL PRINT METHOD
and valid values ate:
e Open
e Enhanced
The syntax is:
set GWTIN LOCAL PRINT METHOD=Open  or
set GWTN LOCAL PRINT METHOD=Enhanced

If the environment variable does not exist then the True Client printing method is the Default printing

method. This prints as if the user is sitting local at the server. There is no setup required for the Default printing
method.

The Open print method allows the administrator to determine the print command used by SSH2/Telnet when
printing. There are unlimited applications for this printing method. Common uses involve printing 7o shared or
network printers.

The Enhanced print method allows any printers accessible to the client system (for example the default
printer) to be easily used by SSH2/Telnet. A common use for Enhanced printing is when connecting to
the server across the Internet or via RAS.
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Enhanced Print Method
The Enhanced Print Method is very useful to users that connect across the Internet or via RAS. Enhanced
printing may also be used in many other scenarios. The Enhanced True Client Side Printing Method is a feature
of the Georgia SoftWorks SSH2/Telnet Clients and is not available with 3* party clients. Print output is sent to
the client’s computer default or local printer(s). Client parameters also exist that allow printers other than the
default printer to be used with Enhanced printing.

Note: It is required that each user be logged in only once for the Enhanced Print method to operate correctly.
That means that each workstation/RF device must use a different User Id when connecting to the setver.

The first example describes the basic Enhanced Printing setup and the second example describes using multiple
client-side printers and the third describes the override feature.

EXAMPLE - ENHANCED PRINTING: PRINTING TO MY LOCAL PRINTER WHEN CONNECTED
ACROSS THE INTERNET OR RAS

I have sales people that SSH2/Telnet to the setver to get repotts from a vatiety of locations. They catry laptops
with portable printers and SSH2/Telnet to the setver either through the Internet or via RAS. They need to get
customer and shipping information printed. The sales application software that they use prints to Ipt3. How do
they have printer output sent to their laptop portable printers?

This is an excellent opportunity for the Georgia SoftWorks Enhanced True Client Printing Method.

Remote Locations Corporate Server
Laptop Name: SSMLaptop B
User: SuperSalesiMan ]
LANWWAN
ar
INTERNET £
User: SuperSalesWoman a, — s_ -
DIALUP Brver
e
Laptop Mame: S5WLaptop
Client:Gecrgia SoftWorks S8H2/Telnet Client for Windows Sarver Hame: Soloman

. . The wirtual printer has bean set un with:
(i § t ting System: i
ient Operating System Printer Name: GwonPrinterl
Windows 25/98/NT/ 2000/ P/ Vista 2003/ 2008/ R2/2012/Win 7/8 PrintersShare: GuwinPrintersharel
Logon Script
Directory: 0:W\G3 UTS\Scriprsi\SupaerialesMan

The attached printer is the default printer for esach laptop
and is using LET1.

SuperSalestan laptop name: SSHLaptop D:'J_l:e‘_tc t¥E
Filenamsa:

ersalestan laptop printer Share Name is SalesManPrinter nat uze 1
sat GHTH

: W55 _UTShScriptshSuperSalesHoman
CAET.bat
“haoloman'\GwtnFrintertharel

, PRINT METHOD=Enhanc

supersaleswWoman laptop name: SSWLaptop
SuperSalesWoman laptop printer Share Hame iz SalesWomanPrinter
The Printer driwver i=s =et to Generic/Text

Command line used to initiate the G5W 55H2/Telnet client:

Gs clob.exe Srl=LPT1

Figure 126: True Client-Side Printing: Printing across the Internet or RAS
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Note: The Logon Scripts can be implemented in a variety of ways depending on the requirements. For example, a global logon sctipt
could be created for all telnet users. In the example above we used user specific sctipts for each salesperson that might use telnet.

Important Information

User Name(s): SuperSalesMan and SuperSalesWoman
Server Computer Name: soloman

Telnet Client: Georgia SoftWorks SSH2/Telnet Client
Client Operating System: Windows 95 through Win Server 2019

The only requitement is that the Georgia SoftWorks SSH2/Telnet Client must be used. Of coutse, the Virtual
printer must be defined as described in the Virtual Printer section. The logon script for each user needs to have
the following commands:

On the Server edit the user’s logon script k start .bat and add the following commands:
net use 1lpt3: \\soloman\GwtnPrinterSharel
set GWTN LOCAL PRINT METHOD=Enhanced

NOTE: The above commands must appear in the logon script. It is not sufficient to set these at the
command prompt or in another batch file.

On the SuperSalesMan laptop open a command shell and enter the command:
Net Use LPT1l: \\SSMLaptop\SalesManPrinter /persistent:yes
On the SuperSalesWoman laptop open a command shell and enter the command:
net use LPT1: \\SSWLaptop\SalesWomanPrinter /persistent:yes
Remember we are using the laptops default printer.
The /persistent: yes retains the LPT port mapping across reboots.
Initiate the Client session as:
gs_clnt.exe /r1=LPT1

The portable printer must be connected to the laptop and be the default printer for that system. It is
recommended that the printer driver for the default printer be set to Generic/Text.

When the salesman prints to Ipt3 the output will appear on the default printer connected to the salesman's
client computer. This same methodology is used for either a single or multiple sales people. If the client needs
to support more than one printer at a time please read the section on Multiple Client-Side Printers - Carefully.
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EXAMPLE - ENHANCED PRINTING: MULTIPLE CLIENT-SIDE PRINTERS

Setting: remote Physician’s office. They have a dot matrix printer that is used for insurance forms and a laser
printer for formal letters. The medical software application exists at the main office on a Windows server and
they are using SSH2/Telnet to access the application. Here an office manager in a physician’s office needs to be
able to access two different printers from his client machine. The Medical application is using LPT1 to print the
forms and LPT2 for the formal letters.

The main office configured the server machine to have two virtual printers. One is named GwtnPrinter] and
the other is named GwtnPrinter2 (As required by the virtual printer specifications. (See page 227)).

Remote Clinic
Locations

LPT1:
InsurancePrinter M

Workstation Marmae:

Physicians Main Office

MedStation LANMAAN
of
LPT2: INTERNET
FormalPrinter or
DIALUP

Telpet Client: Georgia SoftWorks SSH2Z /Telnet Client Server Hame: Medical
The First wirtual printer has been set up
with:

Client Operating System: Windows

tion Insurance Frinter Share Name is InsruancePrintaer
frinter Hams: GwtnPrinterl

MedStation Formal PFrinter Share Name iz FormalPrinter
PrinterShare: GwtnPrinterSharal

The Printer driwers for each printer are set to Generic/Text.
The Second virtual printer has been set up
Command Line used to invoke the Georgla SoftWorks S55H2/Telpet with:

Client:
Printer Name: GwtnPrinter2

gs clnt.exe frl=LPT1l /c2=LPTZ2 fH30O0
- Printershare: GwetnPrinterShare2

Hote: The name of the S532 client iz gs ssh.exe.
Logon Script:

Directory: C:\GS UTS\Scripts

Filename: k_=start.bat

net use lptl: YMedical'GwtnPrinterShare
net uss lpt2: “YWMedical\GwtnPrinterSharel

set GWTN LOCAL PRINT METHOC=Enhanced

Figure 127: True Client-Side Printing: Using Multiple Client-Side Printers per User

Note the correlation between client-side command line parameters “/1x”” and the Printer Share and Printer names on the setvet.
Important Information
Server Computer Name: Medical

Telnet Client: Georgia SoftWorks Telnet Client
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Client Operating System: Windows 98-2008R2 and Windows 7
Dot Matrix Printer Name: InsurancePrinter

Laser Printer Name: FormalPrinter

Virtual Printer to Use: land 2

On the server in the user’s logon script add the following commands:
net use lptl: \\MedServer\GwtnPrinterSharel
net use 1lpt2: \\MedServer\GwtnPrinterShare?2
set GWTN LOCAL PRINT METHOD=Enhanced

NOTE: The above commands must appear in the logon script. It is not sufficient to set these at the command
prompt or in another batch file.

On the MedStation workstation open a command shell and enter the command:
net use LPT1: \\medstation\InsurancePrinter /persistent:yes
net use LPT2: \\medstation\FormalPrinter /persistent:yes
The /persistent:yes retains the LPT port mapping across reboots

Initiate the Client session as:

gs_clnt.exe /rl=InsurancePrinter /r2=FormalPrinter /H300

Note: The name of the SSH client is gs_ssh.exe.
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EXAMPLE - ENHANCED PRINTING: OVERRIDE

This is a variation of the previous examples. Here the salesman has access to a color printer. Our salesmen carry
laptops (running Windows 95/98) with portable printers and they SSH2/Telnet to the server either through the
Internet or via RAS. They need to get customer and shipping information printed. The sales program that they
use prints to Ipt3. A salesman is at the customer's office and wants to get a color printout of a sales report. The
customer has a color printer handy. They connect the color printer and install the proper driver. It is not the
default printer. How can the salesman print to the non-default color printer?

This is an excellent opportunity for the Georgia SoftWorks Enhanced True Client Printing Method with client
ovetride. A command line parameter when initiating the Georgia SoftWorks SSH2/Telnet client allows printers
other than the default printer to be used.

The Parameter is:

On Windows 95/98
/rx=printername or
/rx=\\computername\printersharename or
/rx=1pty:
/rx=comy:

On Windows
/rx=\\computername\printersharename or
/rx=1pty:
/rx=comy:

Where x is (1,2,3,4,5,6,7,8,9) the Printer Index number and

Where v is (1,2,3,4) the com port or Ipt port number .

Diagram continued on next page.
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Lapbop Mams:| 55hLapiop B
LANAWAN
<
INTERMET
-
COM1: ColorPrinter aALLIP
Telnet Cliemb:: Geocgia SofthWorks Telnet Client for
Kindowa
Client Opecating System: Windows 95733 t up with:
The attacksd printer is nob bha default printer for che
laptoo.
Juperfalesdan lapteop printsr Share Wame 15 ColorPrinter
The Prinbsr 4r r i% seb Lo Gaperic/Texk.
Crommand T d te invoke the Georgla SoftWorks SSA2S
Telonek <lisnt:
g\.ﬂ_c_'l.nl:.m Sri=CustomarColorPrintar fHIM
Kote: The nama of the G5W 5SEZ client 15 g5 ssh.axe
Figure 128: True Client-Side Printing: Enhanced Printing Override
Important Information
User Name: SuperSalesMan
Server Computer Name: soloman
Telnet Client; GSW SSH2/Telnet Client for Windows
Client Operating System: Windows 95/98
Color Printer Name: CustomerColorPrinter
Color Printer Share: ColotPrinter
Virtual Printer to Use: 1

The only requitement is that the Georgia SoftWorks SSH2/Telnet for Windows client is being used. Of course,
the Virtual printer must be defined as described in the Virtual Printer section. The logon script for user
SuperSalesMan needs to have the commands described below. Edit the user’s logon script k_start.bat
and add the following commands:

net use 1pt3: \\soloman\GwtnPrinterSharel

set GWTN LOCAL PRINT METHOD=Enhanced

NOTE: The above commands must appear in the logon script. It is not sufficient to set these neither at the
command prompt nor in another batch file.
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On the SuperSalesMan laptop open a command shell and enter the command:
net use COM1l: \\SSMLaptop\ColorPrinter /persistent:no
Remember we are not using the default printer but a customer printer.
The /persistent :no removes the COM port mapping at the next reboot.
Initiate the client session as:
gs clnt.exe /rl1=COM1 /H300
When the salesman prints to Ipt3 for user SuperSalesMan the output will appear on the color printer.
Open Print Method
The Open Print Method is extremely powerful allowing the user to configure any valid printing command to be

used when printing via SSH2/Telnet.

NOTE: It is required that each user be logged in only once for Open Print method to operate correctly. This
means that each workstation/RF device must use a different User Id when connecting to the setver.

The printing command and other parameters are configured by setting the print command environment
variable. The environment variables are:

GWTN LOCAL PRINT CMD1
GWTN_LOCAL PRINT CMD2

GWTN_LOCAL PRINT CMD3

GWTN_LOCAL PRINT CMDY

They correspond to the handling of print jobs sent to GwtnPrinter]l, GwtnPrinter2, GwtnPrinter3 ...
GwtnPrinter9

And the syntax of the command is:
set GWTN_LOCAL_PRINT_CMDx=PrintCommand %s

Where

e PrintCommand is any valid printing command and arguments
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e %s is the Georgia SoftWorks argument placeholder for the print job.

e xis the printer index created on the server.

The print method and capture is determined by setting the environment variable
GWTN_LOCAL_PRINT_CMDx. The most commons commands ate the "print /d:" or the "1pr"
printing commands. Other printing commands may be used, as the user’s needs dictate. If the client printer is a
shared printer (that is visible from the setver) then you should use the "print /d:" command. The 1pr
command should be used when the host provides a /d service. The user should be knowledgeable of the print
command selected. The syntax of the “print /d:” command could be:

set GWIN LOCAL PRINT CMDx=print /d:\\clientcomputername\sharename %s
Note: the %0s is typed exactly as it appears. Do not replace the %os with a file name. The system replaces the
%s with the current NT-generated spool file as you print to your printing port. Note: You are not printing to

that temporary file from your application - the system does this behind the scenes. Enhanced and Open
printing methods allow you to print to the printer port as you normally would.

Where
e \\clientcomputername\sharename is the network path to the destination printer.
e $sis the Georgia SoftWorks file placeholder
The syntax of the 1pr print command could be:
set GWTN LOCAL PRINT CMDx=lpr -S Server -P printer %s
where
e Server is the name or ip address of the host providing the /d service
e Printer isthenameofthe printer queue
e x is the printer index

Other arguments are available for the Ipr command. Please see the help for the /d service that you are using.

EXAMPLE - OPEN PRINTING: PRINT TO A CLIENT COMPUTER’S SHARED PRINTER

In my office I have a computer and a printer connected. I also am using a 3 party SSH2/Telnet client. My
system is on the network and my shated printer is visible to the setver. I use SSH2/Telnet to connect to the

33 The %s usually will be at the end but for some print commands may have to be placed somewhere inside the command,
not necessarily at the end.
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company server and I run accounting applications. The accounting application uses LPT1 as the printer port.
How can I use the printer in my office when I print from the accounting applications?

Important Information

User Name: Smarts

Client Computer Name: SmartsComputer
PrinterShareName: SmartsPrinter

Server Computer Name: soloman
SSH2/Telnet Client: Any - No Restriction
Operating System: Any - No Restriction

The only requirement is that the printer be visible to the server. In other words, the printer at the client
computer must be shared. Of course, the Virtual printer must be defined as described in the Virtual Printer
section. The logon script for user Smarts should have the following commands:

Edit the user’s logon script k_start.bat. and add the following commands:
net use lptl: \\soloman\GwtnPrinterSharel
set GWIN LOCAL PRINT METHOD=Open
set GWTN LOCAL PRINT CMDl=print /d:\\SmartsComputer\SmartsPrinter %s

NOTE: The above commands must appear in the logon script. It is not sufficient to set these at the command
prompt or in another batch file.

When the accounting application prints to Iptl the output will appear on the printer in Ms. Smart's office. This
same methodology can be used for as many users as you wish.
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EXAMPLE - OPEN PRINTING: PRINT TO A NETWORK PRINTER

In our building we have two workgroups. Each workgroup has their network printer in a common area. Both
workgroups have 25 users that SSH2/Telnet to the main server from UNIX workstations and run a database
application. We print reports on Ipt2. How can we get the reports to be printed on the correct network printer
for each workgroup? This is an excellent case for the Open True Client-Side Printing method using the /r
command.

REMOTE WORK

GROUPS COMPANY SERVER
_E Matwaork Princar with Ipd Sarvica
Frinter Mame: WrkGrpPtr
Comgbar
. r=
L
L

Computar

LAMANWARN
or
INTERNET = -~ —

or
Metwark Frincar wih Ipd Sarvica Lo

Priniigr Mame: WrkGrpPtr2

=
Server Name: Soloman

The Virtuwal printer has been set up with:

Printer Name: GwtnPrinter?2

[ ]
L
-
= E ﬁ Printerfhare: GwtnPrinterSharel

- 0

Logon Script for First Workgroup:

Directory: C:%G5_OT5%ScriptshlserName (For each user in workgrouzl)
Filename: k start.bat

net. uge :_::.:E: “soloman\GewonPrintersharae?

Set GWIN LOCAL PRINT METHOD=Open

set GWIN LOCAL PRINTCMDZ=Ilpr -5 192,32 200,200 -F WhkgGrpPtrl %=

Logon Script for Second WorkGroup:

Dirmctory: C:A\GE_UT5\ScriptshUserName (For each user in workgrousd)
Fllenams: k start.bat

net uze lpt?: \soloman\GwtnPrinterihars?

Set GWIN_LOCAL FRINT METHOD=Upen

Set GWTH _LOCAL PRINTCHDI=lpr -5 192,32.200.201 -F WkgSroPtrZ %s

Figure 129: True Client-Side Printing: Open Print Method

(Continued on next page)
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Important Information
IP Address of the first Host providing the Ipd service: ~ 192.32.200.200
Printer Name: WirkGrpPtrl
IP Address of the second Host providing the /d service: 192.32.200.201
Printer Name: WikGrpPtr2
Server Computer Name: soloman
Telnet/SSH Client: Any - No Restriction
Operating System: Any - No Restriction

The only requirement is that a /pd service exists for the printer to be used. In this case the network printer
provides the service. Of course, the Virtual printer must be defined as described in the Virtual Printer section.
The logon script k_start.bat for users in workgroup 1 need to have the following commands:

net use 1lpt2: \\soloman\GwtnPrinterShare?2

Set GWTN LOCAIL PRINT METHOD=Open

set GWTN LOCAL PRINT CMD2=lpr -S 192.32.200.200 -P WkgGrpPtrl $s
The logon script k_start.bat for users in workgroup 2 need to have the following commands:

net use 1lpt2: \\soloman\GwtnPrinterShare2

Set GWTN_ LOCAIL PRINT METHOD=Open

set GWTN LOCAL PRINT CMD2=lpr -S 192.32.200.201 -P WkgGrpPtr2 %s

NOTE: The above commands must appear in the logon script. It is not sufficient to set these at the
command prompt or in another batch file.

When the database application prints to Ipt2 the output will appear on the correct network printer for each
workgroup. The logon script for each user in the Work Group will need to be modified to contain the same
commands. This same methodology can be used for as many users as you wish.
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Passthrough Print Method
Pass-through printing is available for 3" Party Clients that support Pass-through printing. An example of a 3
Party SSH2/Telnet client that supports Pass-through printing is AlphaCommunicator. Most 3* party telnet
clients for RF terminals also support Pass-through printing making the Georgia SoftWorks SSH2/Telnet Server
for Windows the ONLY SSH2/Telnet setver that can accommodate Pass-through printing.

Note: It is required that each user be logged in only once for the Pass-through Print method to operate
correctly. This means that each wotkstation/RF device must use a different User Id when connecting to the
server

Interested in printing to portable printers when in SAPConsole? See page 323

The required Georgia SoftWorks SSH2/Telnet Server setup for Pass-through printing is exactly the same as the
Enhanced Print Method (page 220) with the following differences.

e There is no client parameter setup
e set GWTN LOCAL PRINT METHOD=PASSTHROUGH
e Optionally set GWTN_ FF_IN PASSTHROUGH

e Optionally set GWTN PP PRINT BUFFER SIZE
Other than that, the setup for Pass-through printing is identical.
Passthrough Printing - FormFeed Control

NOTE: Some third party SSH2/Telnet client*s exhibit printing problems when a form feed is sent at the end
of the print job. The problems may manifest by simply not ptinting and/or the form feed being converted to
NULLs. If you are experiencing this problem you can use the following environment variable for controlling
the trailing form feeds at the end of a print job when using Pass-through printing.
The environment variable for the enabling or disabling the trailing form feed in Pass-through printing is:
gwtn ff in passthrough
For example, to disable the trailing form feed you would enter:
set gwtn_ff in passthrough=n

in the Logon Script for a particular user.

To enable trailing form feeds in Pass-through printing you would set the environment variable to y or simply
not include the environment variable in the logon script as trailing form feeds are enabled by default.

NOTE: No spaces are allowed when setting environment variables.

For example:

34 Has been observed in a SSH/Telnet client on a version of the Palm OS.
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set gwtn_ff in passthrough=y is correct
set gwtn ff in passthrough = y isnot correct
Passthrough Printing — Print Data Buffer Size

The GWTN_PP_PRINT BUFFER_SIZE envitonment variable can be used to eliminate the condition whetre
the user must hit <ENTER> multiple times for a print job to complete due to some clients prompting the user
after each data block is received rather than just printing the data.

The environment variable for specifying the Print Data Buffer Size for passthrough printing is:
gwtn_pp print buffer size
The default print data block (buffer) size is 500 bytes.
For example, to specify a Print Data Buffer Size of 2000 bytes you would enter:
set gwtn pp print buffer size=2000
in the Logon Script for a particular user.
NOTE: No spaces are allowed when setting environment variables.
For example:
set gwtn pp print buffer size=2000 is correct

set gwtn pp print buffer size = 2000 isnotcorrect
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Client Identity and Uniqueness
Knowing the exact identity of the client device connected is useful in many environments and required in
others.

Several mechanisms can be used to obtain specific information about the client.
¢ Client MAC Address.
e Client IP Address
o Client Answerback Text
e Client IP Logon Scripting
e User Logon Scripting

Using one or more of the mechanisms listed above usually provides the capability to refine the client identity to
the granularity needed.

Client Media Access Control (MAC) Address.

This is a hardware address that uniquely identifies each client device in a network. The only way to change the
MAC address is to swap out or replace client hardware. The client MAC Address of the client is available on the
server within the session through the environment variable gwtn client mac (page 333).

Client IP Address

A unique IP Address is defined for each device on a network. In many cases the System Administrator can
change the IP Address with Network Management Software. Regardless, the IP address of the client is available
on the server within the session through the environment variable gwtn client ip (page 333).

Client Answerback Text

The GSW Desktop and Mobile Clients (Pocket PC 2003, Windows CE .NET V4.2+) provide the capability to
pass a text string to the server. The Desktop clients use a command line parameter and the GSW mobile clients
provide a configuration field on the client for defining the Answerback text (page 87). The Answerback text is

available on the server within the session through the environment variable gwtn answerback (page 333

)

Client IP Logon Scripting

This is a powerful feature that allows different logon scripts to be launched based on the IP address of the client
connecting (page 220).

User Name Logon Scripting

This is a powerful feature that allows different logon scripts to be launched based on the User Name of the
client connecting (page 218).

243



GEORGIA SOFTWORKS AUGUST 13, 2020

Compatibility Pack

The Georgia SoftWorks Telnet Server allows connection with any RFC 854 compliant 3* party client. This
includes generic UNIX, MAC, Windows CE, NT, XP, VISTA, 2000, 2003, 2008, R2, 2012, 2016, 2019
Wireless clients and more! Most telnet clients are RFC 854 compliant. Many Network Terminal and terminal
servers are as well.

The Georgia SoftWorks SSH Server allows connection with any SSH compliant 3 party client. This includes
generic UNIX, MAC, Windows CE, NT, Wireless clients and more!

Compatibility Pack Configurable | Georgia SoftWorks | 3™ Party
Windows Clients Client

RFC 854 Compliant N/A No Yes
Connect from 3" Party Clients Yes N/A Yes
Connect from Unix Yes N/A Yes
Connect from Windows 3.1 Yes N/A Yes
Connect form Windows 95/98 Yes Yes Yes
Connect from Windows Servers Yes Yes Yes
Connect from Windows CE Yes Yes Yes
Connect from Macs N/A N/A Yes
Connect from Wireless, RF Depends on RF Yes
Terminals and Scanners Terminal

Connect from Terminal Servers N/A Yes

Table 50 - Compatibility Pack

RF Terminals - Bar Code Scanners

The Georgia SoftWorks SSH2/Telnet Server for Windows works well with RF Witeless systems, in particular
hand held and vehicle mounted units. By using SSH2/Telnet the RF Witeless Hand Held application developer
is able to create more generalized applications that will easily work with a variety of manufactures hardware. In
addition to development and maintenance cost savings for application developers, this added flexibility allows
heterogeneous systems to exist allowing customers to utilize existing hardware.

Encryption is available with Telnet when using the GSW Telnet clients. GSW provides clients for the PPC2003,
Windows Mobile and many CE 4.2+ class devices (see 32).

Unmatched security with the strongest encryption is available when using the SSH server with ALL SSH clients.

Georgia SoftWorks is committed to providing the best SSH2/Telnet solution for the RF Wireless market.
Some tailored features include:

e Performance. Fast Fast Fast!
e Logon Scripting to automatically launch your application upon connection. See Page 218.

e Session Saver — After client or link failures reconnect to a Saved session and resume work in progress
exactly where you left off! (See page 149)
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e Automatic Logon — Quickly re-establish the session by pre-configuring the Host, Domain, User Id and
Password. When coupled with Session Saver you are back in operation with minimal time lost! (See page
183)

e Environment variables to eliminate most prompting. See page 160.

e Refresh the screen by entering “<ctrl> R.”. Many times, RF systems may drop a packet of data and the
screen will need to be refreshed.

e Settable screen size to accommodate screens smaller than 25 x 80. See section on Modes on page 298.
e Extremely flexible Color to Monochrome mappings. See page 170

e Extremely flexible Color to Grayscale mapping. See page 171

e  Multiple Levels of failure detection. Including configurable timers. See Page 149.

e DPass-through Printing. See page 241.

The Georgia SoftWorks SSH2/Telnet Setver for Windows is industtial quality and is suitable for demanding
RF Hand held Terminal applications such as in warehousing, manufacturing, grocery stores and more!

RF Devices using Power Save or Sleep Mode

b Use the GSW GUI Configuration Tool —Global — Failure Detection/ Recovery - page 376
Or use legacy style below

If the RF devices ate using a power save ot sleep mode then the GSW SSH2/Telnet Setver should be
configured such that the sessions associated with the ‘sleeping’ device are not disconnected. Below are the
registry changes you need to make if you have the Power Save mode enabled on your RF devices:

1. Inactivity Timeout

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\InactivityTimeout

Please set to decimal 3600.

2. Server-Side Heartbeat.

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\ClntChkTimeout

Please set to hexadecimal ffffffff.

The changes will prevent your RF devices from 'timing out' when left inactive.
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TCP Receive Windows Size

& Use the GSW GUI Configuration Tool =User - Windows see page 407
Or use legacy style below

This parameter provisions the maximum TCP receive windows size on a per session basis. The TCP Receive
Window specifies the number of bytes a sender may transmit without receiving an acknowledgment. In
general, larger receive windows will improve performance over high delay, high bandwidth networks. For
greatest efficiency, the receive windows should be an even multiple of the TCP Maximum Segment Size (MSS).

Some RF Terminals may experience connectivity problems because they time out before data transmission
reaches them. In this scenario you may want to reduce the value of the TCP Windows Size parameter.
Reducing the value of TCP Windows Size causes an acknowledgment for data received to be sent to the RF
Terminal sooner. A quicker acknowledgment lowers the possibility that the RF Terminal will time out while
waiting for an acknowledgment. However, it also increases the amount of network traffic and causes slower
throughput.

The environment variable for the TCP Window Size is:
gwtn_tcpwindowsize
For example, to set the TCP Windows Size to 5000 you would enter:
set gwtn_tcpwindowsize=5000
in the Logon Script for a particular user.
NOTE: No spaces are allowed when setting environment variables.
For example:
set gwtn_tcpwindowsize=5000 is correct

set gwtn_tcpwindowsize = 5000 is not correct

To use the default value (dependent on the network type) remove the environment variable from you logon
script.

TCP Maximum Retransmission Count

Command: gs_tcp
Description: Command line Utility that sets the TCP Retransmission Count

This utility provisions the maximum retransmission count for TCP session data. This specifies the number of
times TCP will retransmit an individual data segment (not connection request segments) before aborting the
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connection. The default value is 5. We suggest that the value be increased to 8 when sessions are frequently
disconnected because of timeouts.

Syntax: gs_tcp [new count|0]

Arguments: The number of retransmissions TCP will retransmit an individual data segment (not
connection request segments) before aborting the connection. If no argument is provided then the
current value is displayed.

Note: Administrative privileges are required to run this command.
Warnings: The system must be rebooted for the change to take effect.

Note: To restore the system default (usually set to 5), invoke the utility with the TCP Retransmission Count
value equal to 0.

EXAMPLE - PROVISION TCP MAXIMUM RETRANSMISSION COUNT
Provision the TCP Retransmission Count to 8. At the command line enter:
Gs tcp 8

Create User Profile

& Use the GSW GUI Configuration Tool —User - Windows see page 407
Or use legacy style below

This setting determines system specific behavior in the situation where a user logs on and their
HKEY_CURRENT_USER registry key does not have a user specific registry hive to map to. The hive will be
created or not based on the value of gwtn create profile. To specify you should set the

gwtn create user profile environment variable in your logon script (page 218).

The environment variable for specifying a user specific registry hive mapping is:
gwtn create user profile
Possible values are 'Y' or 'N', or 'y' or 'n'.

Y — Create a user specific registry hive mapping if the HKEY CURRENT USER does not have a specific registry
hive to map (defaul?)

N — Do not create a user specific registry hive mapping. Use HKEY USERS\ . DEFAULT

For example, to enable a user specific registry hive mapping in the case where HKEY_CURRENT_USER
does not have a specific registry hive to map to:

set gwtn create user profile=Y
in the Logon Script for a particular user.

NOTE: No spaces are allowed when setting environment variables.
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For example:
set gwtn_create user profile=Y is correct

set gwtn create user profile = Y is not correct
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Custom Shell Path

& Use the GSW GUI Configuration Tool =User - Windows see page 407
Or use legacy style below

The UTS uses the Microsoft command-line interpreter cmd . exe (often called the “Command Prompt”) as
the default shell.

You can override this behavior and specify a path to a custom shell executable. For example, you may want to
use Windows Powershell as the default shell. In this case you would enter the path such as:

C:\Windows\system32\WindowsPowerShell\vl.0O\powershell.exe

For those migrating from cmd.exe to another shell please remember that each shell has its own commands to
interface with the operating system. Commands used to make or change directories; launch applications, etc. in
the cmd . exe shell will not work when using the PowerShell or another shell.

You will need to use new azdlets or seripts that can be processed by your selected shell.

When you use a shell other than cmd . exe, the UTS logon script files (k_start.bat and
c start.bat) are still used but only act as configuration place holders by the GSW UTS GUI. All other
entries are ignored.

Power users can also automatically launch an application instead of a shell with the Custom Shell Path such as
SAPConsole, QAD or HighJump by specifying the path to the executable.
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Refresh Character
& Use the GSW GUI Configuration Tool —Global — Emulations — Character Emmlation- see page 382
Or use legacy style below

The Refresh Character will cause SSH2/Telnet to tepaint the screen data. This is useful in environments that
may occasionally drop characters such as some RF Terminals. The refresh character may be modified to suit
your application. This is modified through a registry key value.

This refresh character is a registry key value. The key is:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\RefreshChar
The default value is 0x12 thatis <ctrl-r>.
This is how to change the registry key for the Refresh Character.

Note: You must be on the Windows system that the Geotgia SoftWorks Windows SSH2/Telnet Setver is
installed. However, you may connect to the Windows Registry from a remote location.

1. Click the Start button at the bottom left corner of your screen.

2. Click RUN

3. Type REGEDIT

4. Click OK

5. Select Registry Key:
HKEY_LOCAL_MACHINE\SYSTEM\CurtentControlSet\setrvices\GS_Tnet\Parameters\RefreshChar

6. Select the menu item Edit and then click on Modify

7. Enter the new value for the RefreshChar and click OK

The new RefreshChar will take effect for all new connections.
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Unicode - UTF-8 Encoding
The Unicode Standard is a character coding system designed to support the processing and display of the
written texts of many international languages around the world. GSW offers UTF-8 encoding (UCS
Transformation Format) for improved international character set support when using the GSW SSH2/Telnet
Client and 3" Party SSH2/Telnet Clients. Of course, the 3" party SSH2/Telnet client must also support UTF-8
Encoding.

Below is an example of the character sets supported with UTF-8 Encoding when using the Kermit 95
SSH2/Telnet client with the GSW SSH2/Telnet Server.

& 2::LukeXP - K-95
File Edit Actions Help

|l |vt220 ~| |codezoon

C: X\PROGRA™ 1 \SAPpe\sapgui \SAPCOM {1 >type \temp)

English: T ean eat gl and it doesn' t hurt ne

Anglo Saxon: Te meg g eotan ond hit ne hearmiad me
Quebecois: J peux bouffer d'la vitre, ca mfa pas mel.
Spanish: Puedo comer vidrio, no me haece dafio,
Teelandie: Ep pet bordad gler, bad meidir mg ekki
Folish: Moge jede szkio i m nie szkodzi

Czeeh: Mohu jist sklo, neublizi m

Turkish: Cam yiyebilirim bana zarar: dokunmaz

Greek: Muopm va ¢aw omagpeva yvadlida yoplig va maBw timota.
Russian: § wory eeTh CTEKTO, OTO MIe (e OPETAT
Armenians hplwl wydih newk) L h6h wdhulghuwm ¢ plbp:
Georgian: dobsb gded s sfw

Hi ndi=s fr :‘.." 3 H% : . k 38 g ~ q§T
Arshie: | : ‘ :

He'brew

Yiddish: N7 P}

Vietnamese: Tai mb khong hai

7

]
o ; -. o 5 = &3;._. __| ” B
2 ufl A 11 SO VIR ¥ O Y I T (SR (AT

C: \PROGRA™ 1 \SAPpel\sapgui \SAPCON 1>
Terminal Screen Locus: Local TELMET 35,25 @80x25

Figure 130: Unicode - UTF-8 Encoding with 3rd patty telnet/SSH client.
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Unicode Character Support with the GSW Windows SSH2/Telnet Client

Itis easy to use Unicode Character Support with the GSW SSH2/Telnet Client. This feature is available on
the Windows platforms. It is not available on the lower end (Windows 3.1/95/98/ME) platforms.

Follow the two steps below to enable Unicode Character Support for the GSW SSH2/Telnet Client.

1. You must use the —U command line option to enable Unicode character processing for input and
output for the GSW Telnet/SSH Client. See page 80 for information on GSW SSH2/Telnet Client
command line options.

2. Modify the properties of the Command Prompt window to select a font which supports Unicode
characters, for example Lucida Console. Left Click and Select Properties.

G3_S8H.exe for Georgia SoftWorks SSH Server for Windows NT/20800-HP-28083-0ista-s28

. 8.681.8812 .
Copyright <C» 1997 - 200? Georgia SoftlWorks. All rights reserved.
FIPS option disabled
host:

Figure 131: Unicode - GSW Client - Command Prompt Window - Properties
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Upon selecting properties, you will get a window similar to the below on the left. Select the appropriate font for
your application, for example. Lucida Console and click OK. Now you can display Unicode characters.

¢t "GS Telnet Client” Properties ci "GS Telnet Client” Properties

Options  Font | Layout | Colors | Options  Font | Layout | Colors |

Window Preview Size Window Preview Size

Selected Font : Everson Mono Terminal
Each charact.er s . C-\WINDOWS> dir Each charact.el s .
7 screen pixels wide 10 screen pizels wide
12 screen pixels high SYSTEM <DIR gt g pizels high

aK | Caricel oK | Canicel

Figure 132: Unicode - GSW Client - Select Font

You may need to add fonts to your Command Prompt properties. Fonts must meet certain criteria to be
available in the Command Prompt window. Details on adding fonts to the Command Session (Command
Prompt) can be found by reviewing Microsoft Knowledge Base article - KB247815.

If we want to add the Everson Mono Terminal to the Command Prompt, we follow the instructions as
specified in the Knowledge Base. The next time we view the Command Prompt Properties we observe that the
Everson Mono Terminal is now available for selection.

After selecting the Everson Mono Terminal font, the following text can be displayed.
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D:-\gsw_server\Products\Telnet\Test DeviImages>type glassgsw. txt
English: I can eat glass and It doesn't hurt me.
Anglo-Saxon: Ic mag glas eotan ond hit ne hearmiad me.
Québécois: J'peux bouffer d'la vitre, ¢ca m'fa pas mal.
Puedo comer vidrio, no me hace dafio.
Eg get bordad gler, bad meidir mig ekki.
Moge jesé szklo I mi nie szkodzi.
Mohu jist sklo, neubliZi mi.
Cam yiyebilirim, bana zarari dokunmaz.
: Mmopw va @dw omacpéva YyvaAild xepic va mabe tTimota.
Russian: 5l MOry ecTh CTE€KMO0, 3TO MHEe He BpefHT.
Armenian: Splwd wywlh nrwmb)] b phGSh wihubghunm ;pbbp:
3nbob 3353 s SFfis 3F3nzo.

Taol slay pds Tdd Wdzele 5 ool JI g5dpos-

®RI1' 3177 JATJIND 1313 104 3X OTYP 7.

- &' pO] UO] 19&--7 ¥1] UU nih 071 1'mh BT
Vietnamese: T61I cé thé 4n thidy tinh ma khdng hai gi.

Farsi / Persian: ..o pw wylop wayo™ lgmle 4,5 dgde wiy,p

D:\gsw_server\Products\Telnet\Test DeviImages>

Figure 133: Unicode - GSW Client with Unicode Screen Shot
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UTF-8 Encoding with 3™ party telnet/SSH clients

UTF-8 Encoding is easy to configure for 3rd party clients.
Perform the following steps to enable Unicode/UTF-8 encoding for 3 party clients.

1. Be sure that your 3* Party client supports and is configured for UTF-8 Encoding. Some examples of
SSH2/Telnet clients that support UTF-8 encoding are Kermit 95 version 2.0 and above, Anzio or
PuTTY.

2. When connected to the SSH2/Telnet Server select

One of the following emulation modes.
DEC VT-220/320/420
or

DEC VT-100
and graphic option:

Use UTF-8 encoded characters
Now you are set up for UTF-8 Encoding with 3" Party Clients.

& 2::LukeXP - K-95
File Edit Actions Help
~| |codez000 ~| 1o~

SAPCOM 1> type ‘\temnp\y
English: can eat gla nd it doesn' t hurt

Anglo Saxon: m pl=ws eotan ond hit ne hearmiad me

Quebeecois: JT peux bouffer d' 14 vitre, eca m fa pas mel.
anish: Puedo comer vidrio, no me haee dafio,
Teelandie: Ep pet bordad gler, bad meidir mg ekki
ish: MNoge $¢ szkio i m nie szkodzi
Mohu jist sklo, neublizi m
Cam yiyebilirim bana zarar: dokunmaz
Mropm va $aw omagpéva yuvadia yoplig va maBw timota.
A wory eeThL CTEKTO, OTO MIE (& OPETMAT
Armenian: hplwl wgdih
;?)JIH dobol 3;"-’4‘58 o (T 8[5“(1-_3‘:. . S G 2 g
Hi ndi AW IFE OWE d9rsr Jgr grar

newk| W hOsh wihuwlghuwm s plbp

Arabie: | =l 3l : . LJ._J' | ) JI »-7)’-'"-:\—5'
Hebrew NI* *212 20" % NIRRT i B
Yiddish: N7 pE7 XD% 2 RS 1 B v o S v e e 4 Y R 1 £
Vietnamese: Tdi ed the

Farsi / Persiam: ssn wmg wylos s §z

Thai: an’ g W wly o wmatla

Chinese: ;

Japanese: iZ7 3 R F 54

Koresn: ;2 e O= R SR

C: \PROGRA™ 1 \SAPpel\sapgui \sAPCON 1>
Terminal Screen Locus: Local TELMET 35,25 80x25

Figure 134: 3rd Party Client - UTF-8 Encoding Display
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Telnet IP Protocol
& Use the GSW GUI Configuration Tool —Global - Protocols see page 394
Or use legacy style below

The Telnet IP protocol version can be selected to either use IPv4, IPv6 or both.

This Telnet IP Protocol is defined using a registry key value. The key is:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_ Tnet\Parameters\Protocol

b

Possible values are ‘ipv4’, ipv6’ or ‘both’.

ipv4 — Use IP version 4

ipv6 — Use IP version 6

both — Use both IP version 4 and IP version 6 (defaul)
The default value is TPv4
This is how to change the registry key for the Telnet Protocol.

Note: You must be on the Windows system that the Georgia SoftWorks Windows SSH2/Telnet Server is
installed. However, you may connect to the Windows Registry from a remote location.

1. Click the Start button at the bottom left corner of your screen.

2. Click RUN

3. Type REGEDIT

4. Click OK

5. Select Registry Key:
HKEY_LOCAIL_MACHINE\SYSTEM\CurtentControlSet\services\GS_Tnet\ Parameters\ Protocol

6. Select the menu item Edit and then click on Modify

7. Enter the new value for the Protocol and click OK

The new Protocol will take effect for all new Telnet connections.
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SSH IP Protocol

& Use the GSW GUI Configuration Tool —Global - Protocols see page 394
Or use legacy style below

The SSH IP protocol version can be selected to either use IPv4, IPv6 or both.

This SSH IP Protocol is defined using a registry key value. The key is:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\szProtocol
Possible values are ‘ipv4’, ipv6’ or ‘both’.
ipv4 — Use IP version 4
ipv6 — Use IP version 6
both — Use both IP version 4 and IP version 6 (defaul?)
The default value is TPv4
This is how to change the registry key for the SSH Protocol.

Note: You must be on the Windows system that the Georgia SoftWorks Windows SSH2/Telnet Server is
installed. However, you may connect to the Windows Registry from a remote location.

1. Click the Start button at the bottom left corner of your screen.

2. Click RUN

3. Type REGEDIT

4. Click OK

5. Select Registry Key:
HKEY_LOCAIL_MACHINE\SYSTEM\CurtrentControlSet\services\GS_Tnet\ Parameters\szProtocol

6. Select the menu item Edit and then click on Modify

7. Enter the new value for the Protocol and click OK

The new SSH Protocol will take effect for all new SSH connections.
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UTS Protocol

Use the GSW GUI Configuration Tool —Global - Protocols see page 394
Or use legacy style below

The UTS protocol can be specified to use Telnet, SSH or Both. You must be registered to use SSH before it
can be selected.

The UTS Protocol is defined using three registry key values. The keys are:
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\LsnOnLoopbackOnly
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\AllowTelnetWithSSH

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\UseGSW SSHD

As shown in the table below, set the registry key values to obtain the desired protocol.

PROTOCOL | LsnOnLoopbackOnly | AllowTelnetWithSSH | UseGSW_SSHD
Telnet 0 0 0
SSH 1 0 0
Both 0 1 1

Table 51 - Registry Key Values for UTS Protocol Table

The default UTS protocol is Telnet when SSH is not installed.
The default UTS protocol is SSH when SSH is installed.
NOTE 1: Other combinations are undefined and are not supported by the UTS configuration.

NOTE 2: Enabling Telnet and SSH may compromise secutity goals. You must understand the ramifications if
you enable both Telnet and SSH.

The new UTS Protocol will take effect for all new connections.
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Utility Pack
Utility Pack Configurable | Georgia 3" Party
SoftWorks Client | Client
Change Password Yes Yes Yes
Connection Banner Yes Yes Yes
Execute Command on Client Yes Yes No
File Transfer Yes Yes No
Launch GUI Application Yes Yes Yes
Remote Reboot of Server Yes Yes Yes
Remote Shutdown of Server Yes Yes Yes
Remote Registration Yes Yes Yes
Special Bell Processing Yes Yes Yes
Special Bell Process for SAPConsole | Yes Yes Yes
TTY Name Yes Yes Yes

Table 52 - Utility Pack

The Geotgia SoftWorks SSH2/Telnet server provides utilities for the usets’ convenience. The utilities reside in
the installation directory. The utility names are not case sensitive. Arguments such as Windows passwords are
case sensitive.

Change Password command line utility
Many times, a user wishes to change their password. A convenient method is to use the Georgia SoftWorks
Change Password command line utility.

Command: GS_ChPwd
Description: Command line utility that changes a user’s password
Syntax: Gs ChPwd <user> <\\computer | domain> <newpassword> <oldpassword>

Arguments: There are 4 required arguments.

a. <user 1id> The userid for which to change the password

b. <computer name or domain> -The computer name or domain
C. <new password> - the new password

d. <old password> - the old password.

EXAMPLE - UTILITIES: CHANGE PASSWORD

The user "smith" wants to change his password on the computer "soloman" from "fast" to "superfast”.

Gs ChPwd smith \\soloman superfast fast
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Connection Banner

A custom banner can be displayed to the client upon connection to the host. The connection banner is useful
for displaying security and legal notices and other information that the user should see BEFORE logging on to
the host.
To enable a connection banner, perform the following steps.

1. Create the text of the banner in an ASCII text file.

2. Save the file and name it banner. txt

3. Place the file in the directory <telnet server root path>s

When a user connects, the SSH2/Telnet server looks for the existence of the file banner.txt in the SSH2/Telnet
root directory and displays the text before the LOGIN prompt is issued.

Please make sure that the complete text can be displayed on a single console screen to ensure easy readability.

3 This is the installation directory for the telnet server.
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Execute Application on Client from within a SSH2/Telnet Session

Bridge the Gap between GUI processing and a character-oriented protocol.
An incredibly powertul utility that facilitates client-side processing of server-side files when using the Georgia
SoftWorks SSH2/Telnet Client. The Georgia SoftWorks SSH2/Telnet Setrver provides the capability to

execute commands on the client computer while in the SSH2/Telnet session. This is accomplished
through a utility:

gs_exec client side command line

This capability is fully developed when coupled with the Georgia SoftWorks File Transfer Utilities (gs_put and
gs_get).

Execution of commands on the client can be used to accomplish:
1. Edit server files* using a local GUI editor like MS Word.
2. Run programs on the client that prompts the user for data and transfers the results back to the server.

3. Automate file transfer from the server to the client, run program that uses transferred file for input and
then transfer the output data of the program back to the server.

4. Useful in situations where you want to do part of the processing on the server and part on the client.
5. Initiate program on client and transfer results to server when complete.

6. Periodic initiation of client-side program processing transferred data and/or transferring data when
complete.

7. View graphic images on the client using a program such as Corel Draw or Microsoft Photo Editor
when the image resides on the server.

8. Run file or system level commands on the client synchronously with the server-side script.

9. AND MUCH MUCH MORE!
Command: gs_exec
Description: Command line utility that executes commands on the client from within a SSH2/Telnet session.
Syntax: gs_exec <client side command line>

Arguments: There is 1 required argument.

36 Or any file accessible from the server!
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a. <client side command line> The command to execute on the client
computer.

This command is any valid command on the client computer. It can contain command
arguments just as if entered on the client.

NOTE: Path information as argument data must be from the Clients perspective.

If the program selected to run is a GUI program then a new Window is opened. If the program selected is not
a GUI program and has character output then the output data it is displayed in the SSH2/Telnet Window for
2000 ms (two Seconds) or the time specified by the /scmddelay g dnt.exe command line option (Page
78).

Typically, a script or batch file is created that will transfer the server file to the client; run the client-side
command using the gs_exec command, and then transfer the file back to the server when completed.

EXAMPLE - UTILITIES: EXECUTE PROGRAM ON CLIENT — LOCAL EDIT USING GUI EDITOR

A company brochure that resides in a file that contains graphic images and rich test exists on Server that the
user would like to edit using the client copy of Microsoft Word.

The file can be transferred using the gs_put utility, then MS Word is invoked using the gs_exec utility, and
when the editing is complete, the file is transferred back to the server using the gs_get utility. The following
commands reflect the sequence of commands that detail the steps.

gs_put d:\xfer\cbroch.doc c:\received\cbroch.doc
gs_exec winword c:\received\cbroch.doc
gs_get c:\received\cbroch.doc d:\xfer\cbroch.doc

These commands can be included in a batch file such that the “Local Edit” capability is more “generic”” and
easily invoked.

Create a batch file (let’s call it ledit.bat)
gs_put d:\xfer\%l c:\received\%1l

gs_exec winword c:\received\%l
gs_get c:\received\%1l d:\xfer\%1l

Assumptions:

File on server is always in d: \xfer\ folder

File to be edited on client is always in c:\received folder.

When connected via SSH2/Telnet to the server; when in the d:\xfer folder the user can simply type:

ledit cbroch.doc

to transfer the file to the client and run MS Word. When completed in MS Word the file is automatically
transferred back on the server.
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EXAMPLE - UTILITIES: EXECUTE PROGRAM ON CLIENT -VIEW IMAGE ON CLIENT

A car dealership headquarters has images of motor vehicles in the database. A local dealer can easily display the
images (pictures) to prospective buyers via SSH2/Telnet .

The file can be transferred using the gs_put utility, then the default image view can be invoked allowing the
image to be viewed without required knowledge of the graphics display program. On the Windows OS the file
types” extension will invoke a default executable. In the following two lines, the first line transfers the file to the
client and the second line will invoke the default image display program, which will display the image.

gs_put d:\auto databasel\corvette 1993.jpeg c:\viewcar\corvette 1993.jpeg
gs_exec c:\viewcar\corvette 1993.]jpeg

Again, these commands can be included in a batch file such that the “View Image” capability is more “generic”
and easily invoked.

Create a batch file (let’s call it vimage.bat)

gs_put d:\auto database\%l c:\viewcar\%l
gs_exec c:\viewcar\%l

Assumptions:

Image files on server is always in d: \auto database\ folder
Image file to be viewed on client is always in c:\viewcar folder.
A default image viewer exists for .jpeg extensions

When connected via SSH2/Telnet to the server and positioned in the d:\auto_database folder the user
can simply type:

vimage corvette 1993.]jpeg

to transfer the file to the client and display the image.

37 1n this example, our file type has a .jpeg extension
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EXAMPLE - UTILITIES: EXECUTE PROGRAM ON CLIENT —QUICK DIRECTORY LISTING
The User needs to transfer a file from the client to the server but does not remember the exact filename. To
quickly obtain a directory listing they can simply run:
gs_exec dir
This will display the directory contents without having to open a new window on the client. The contents of the

directory (folder) are quickly displayed in the SSH2/Telnet Window for 2000 ms (two seconds) or the time
specified by the /scmddelay g dntexe command line option
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File Transfer command line Utility

SSH2/Telnet file transfer capabilities are available with Windows when using the Geotgia SoftWorks
SSH2/Telnet Server and GSW Windows Clients.

File transfer via SSH2/Telnet is convenient as there is no need for an FTP server to be installed and you are not
limited by file sizes as with many email attachments.

Secure file transfer with Telnet is possible with the GSW Telnet Server and GSW Windows Clients. When
encryption is enabled file, transfers are encrypted (see page 94)!

Secure file transfer with SSH using very strong encryption is always enabled when using GSW SSH clients.

GS_PUT - Transfer from Server to Client
Efficient file transfers from the server to the client computer are easily accomplished when using the Georgia
SoftWorks SSH2/Telnet Client.

A utility called GS_PUT is included in the SSH2/Telnet setver installation directory.
Command: gs_put
Description: Command line utility that copies a file from the Server to the Client device/computet.
Syntax: gs_put [/s] [/e[<log_file_path]] <source_file path> <destination_file_path>
Arguments: There are 2 required arguments and 2 optional arguments.
Required Arguments
a. <source file path> The file path to the file on the server
(Uses Server computer drive letters and directories)
b. <destination file path> The file path for the destination on the client
(Uses Client computer drive letters and directories)
Optional Arguments
c. /s Silent mode operation for GS_Put

Disables the display of file transfer progress or other non-error information messages
to user

d. /e[log file path] Silent mode for error messages to the user
The /e argument is used to disable the display of error messages to the user

If the optional file path is included then the error messages are sent to the specified file on
the Server. Note: No spaces are allowed between the /e and the log file path.
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EXAMPLE - UTILITIES: FILE TRANSFER SERVER TO CLIENT

gs _put f:\corba\hints\dealers.docx c:\books\dealers.docx

This will copy the file £ : \corba\hints\dealers from the server to the client computer and save it as
c:\books\dealers.docx. You will see the progress and completion messages.

r =

@ GS SSH Client 192.168.1.161 | S

S_UTS»gs_put f:scorbashintssdealers.docx cisbooksndealers.docx

Put Uerszion B.H3.8019.
Copyright {C) Georgia Softllorks 1997 - Z812.

48 completed.

Figure 135: File Transfer GS_Put Progress Status

BN GS SSH Client 192.168.1.161 R=nney X

INGS_UTS>gs_put f:N\corba\hints\dealers.docx c:\bhooks\dealers.docx
3$_Put Uersion 8.03.08019.

opyright (C) Georgia Softlorks 1997 - 2012.

otification from client received <{File closed OK>

Transfer completed.

INGS_UTS>

Figure 136: File Transfer GS_Put - Transfer Complete
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EXAMPLE - UTILITIES: FILE TRANSFER SERVER TO CLIENT - SILENT MODE

gs put /s f:\corba\hints\dealers.docx c:\books\dealers.docx

When the silent mode option is used the user will not see the progress or completed informative messages.
Below is an example.

GS SSH Client 192.168.

INGS_UTS>gs_put /s f:N\corbal\hints\dealers.docx c:\books\dealers.docx

SINGS_UTS>

Figure 137: File Transfer GS_Put - Silent Mode

Even though /s silent mode option is used error messages will still be displayed to the user. For example, the
destination file path was misspelled below and the error message is displayed to the user.

gs put /s f:\corba\hints\dealers.docx c:\nooks\dealers.docx

-

@ GS SSH Client 192.168.1.161 | (] Sy

L _UTS2g=s_put A= hashi dealers.docx ci™noo dealers . .docx

otification from client received <Error creating file on the client m:
such File or directoryi?

S_UTS>

Figure 138: File Transfer - GS_Put - Error Message Displayed
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EXAMPLE - UTILITIES: FILE TRANSFER SERVER TO CLIENT — SILENT MODE ERRORS
In some cases, the administrator may want to suppress displaying error messages to the user.
This can be accomplished using the silent mode for errors /e argument.
gs put /s /e f:\corba\hints\dealers.docx c:\nooks\dealers.docx

Using the previous example with the /e argument results in the display show below.

-

BN GS SSH Client 192.168.1.161 L[ =) j—S—)

2INGS_UTS>gs_put /s /e f:N\corba\hints\dealers.docx c:\nooks\dealers.docx

INGS_UTS>

.

Figure 139: File Transfer - GS_Put - Error Message Suppressed
Even though an error occurred due to the misspelled file name, no error message is displayed to the user.

Taking this example one step further, the administrator can have the error messages sent to a log file by
including a file path to the /e argument. The administrator must provide a log file name and path.

For example

gs_put /s /ef:transferlog\tlog.txt f:\corba\hints\dealers.docx c:\nooks\dealers.docx

This will send any error messages to the server file t 1og. txt at the specified path on the £ : drive. If the file
does not exist it will automatically be created.

.......... Continued on Next Page
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r ~

@l G5 5SH Client 192.168.1.161 o | B Sy

Jefztransferlogstlog.txt f:copr ilntssdealers . docx cznook

Figure 140: File Transfer - GS_Put - Send Error Messages to a File

A screen shot of the error message in the log file is shown below.

thog.bet - Notepad e e

Eile [Edit Fommat Yiew Help
L6352 |19 |Motification from client received <Error creatimg file om the client machine:<Mo such file or directorys»>

Figure 141: File Transfer - GS_Put - Error Message File

NOTE: You must use the Georgia SoftWorks SSH2/Telnet client to use the GS_PUT file transfer utility.

The gs_put errotlevels are described later in this section (page 271).
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GS_GET - Transfer from Client to Server

Efficient file transfers from the Client to the Server computer are easily accomplished when using the Georgia
SoftWorks SSH2/ Telnet Client.

A utlity called GS_GET is included in the SSH2/Telnet setver installation directory.
Command: gs_get
Description: Command line utility that copies a file from the Client to the Server Computer.
Syntax: gs_get <source_file path> <destination_file_path>
Arguments: There are 2 required arguments.
a. <source_file_path> The file path to the file on the client
(Uses Client computer drive letters and directories)
b. <destination_file_path> The file path for the destination on the server
(Uses Server computer drive letters and directories)
Optional Arguments (Please see GS_Put for examples of the optional arguments)
c. /s Silent mode operation for GS_Get

Disables the display of file transfer progress or other non-error information messages

to user
d. /e Disable the display of error messages to the user
e. /e[log file path]

Disable the display of error messages to the user but send them to the specified file.
Use server drive letters.

EXAMPLE - UTILITIES: FILE TRANSFER CLIENT TO SERVER

gs_get c:\books\dealers.doc d:\corba\hints\dealers.doc

This will copy the file ¢ : \books\dealers.doc from the client computer and save it as
d:\corba\hints\dealers.doc on the server.

NOTE: You must use the Georgia SoftWorks SSH2/Telnet Client to use the GS_GET file transfer utility.

The gs_get errotlevels are described later in this section (page 273).
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GS_PUT Error Values
gs_put.exe uses the shell errorlevel variable to report transfer results to the shell. The shell errorlevel variable reports
transfer results to the shell. The errorlevel variable is usually used in batch files in automated processing environments.

Error | ERROR VALUE DESCRIPTION

Level

0 ERROR_SUCCESS Transfer Successful

1 ERROR_SHARED_MEMORY Transfer aborted: Internal shared memory could not be accessed

2 ERROR_USAGE Transfer aborted: Command line invalid.

3 ERROR_SOURCE_FILE Transfer aborted: Source file could not be accessed.

4 ERROR_INFO_SLOT_ENV Transfer aborted: Internal environment variable was not found.

5 ERROR_INVALID_INFO_SLOT Transfer aborted: Internal environment variable had invalid value.

6 ERROR_SYNC_OBJECTS Internal — report to GSW

7 ERROR_GET_MUTEX Internal — report to GSW

8 ERROR_ABANDONED Internal — report to GSW

9 ERROR_SET_EVENT Internal — report to GSW

10 ERROR_OS1 Internal — report to GSW

11 ERROR_0S2 Internal — report to GSW

12 ERROR_WAIT Internal — report to GSW

13 ERROR_UNEXPECETED_NOTIFICATION | Transfer aborted: Unexpected notification from the agent

14 ERROR_SET_CONTROL_HANDLER Transfer aborted: The CTRL-C handler could not be set.

15 UNDEFINED

16 ERROR_INVALID_CLNT Transfer aborted: Client software is not the GSW Windows Client.

17 ERROR_GET_GSCLNT Transfer aborted: Client type could not be determined.

18 ERROR_DISK_FULL Transfer aborted: Disk is full on client.

19 ERROR_STDIO Transfer aborted: Call to the standard C Library failed

20 ERROR_WIN32 Transfer aborted: WIN32 Subsystem Error

21 ERROR_SYNC Transfer aborted: Session encountered unrecoverable
synchronization errors. User needs to establish a new session before
a file transfer can be used again.

22 UNDEFINED

23 ERROR_TCP_SEND Transfer aborted: Connection broken during transfer.

24 ERROR_ABORTED_BY_USER Transfer aborted: User pressed CTRL-C or CTRL-Break

25 ERROR_SESSION_SUSPENDED Transfer aborted: Session became suspended.

Table 53 - GS_PUT Error Levels

The usage of the errorlevel vatiable in an automated file transfer batch file might have the form:

EXAMPLE - UTILITIES: GS_PUT ERRORLEVEL USAGE IN BATCH FILE

@:begin
c:\GS_UTS\gs _put d:\corba\hints\dealers.doc c:\books\dealers.doc

@if
@if
@if
@if
@if
@if
@if

@if
@if
@if
@if

@:ERROR_SESSION

errorlevel
errorlevel
errorlevel
errorlevel
errorlevel
errorlevel
errorlevel

errorlevel
errorlevel
errorlevel
errorlevel

25
24
23
21
20
19
18

O N W

goto
goto
goto
goto
goto
goto
goto

goto
goto
goto
goto

ERROR SESSION SUSPENDED
ERROR_ABORTED BY USER
ERROR_TCP_SEND
ERROR_SYNC

ERROR_WIN32

ERROR_STDTO

ERROR DISK_FULL

ERROR SOURCE FILE
ERROR USAGE
ERROR_SHARED MEMORY
ERROR_SUCCESS

SUSPENDED
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@echo ERROR SESSION SUSPENDED
@goto exit
@:ERROR_ABORTED BY USER

@echo ERROR_ABORTED BY USER
@goto exit

@:ERROR_TCP_SEND
@echo ERROR_TCP SEND
@goto exit

@:ERROR_SYNC
@echo ERROR_SYNC
@goto exit

@:ERROR_WIN32
@echo ERROR_WIN32
@goto exit

@:ERROR_STDIO
@echo ERROR STDIO
@goto exit

@:ERROR DISK FULL
@echo ERROR DISK FULL
@goto exit

@ :ERROR_SOURCE_FILE
@echo ERROR_SOURCE_FILE
@goto exit

@:ERROR_USAGE
@echo ERROR_USAGE
@goto exit

@:ERROR SHARED MEMORY
@echo ERROR_SHARED_MEMORY
@goto exit

@:ERROR SUCCESS
@echo FILE TRANSFER SUCCESSFUL

@:exit

NOTE: An expanded example template of the above example is located in the SSH2/Telnet Server installation folder.
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GS_GET Error Values
gs_get.exe uses the shell errorlevel variable to report transfer results to the shell. The shell errorlevel variable reports
transfer results to the shell. The errorlevel variable is usually used in batch files in automated processing environments.

Error | ERROR VALUE DESCRIPTION

Level

0 ERROR_SUCCESS Transfer Successful

1 ERROR_SHARED_MEMORY Transfer aborted: Internal shared memory could not be accessed

2 ERROR_USAGE Transfer aborted: Command line invalid.

3 ERROR_TARGET_FILE Transfer aborted: Target file could not be accessed.

4 ERROR_INFO_SLOT_ENV Transfer aborted: Internal environment variable was not found.

5 ERROR_INVALID_INFO_SLOT Transfer aborted: Internal environment variable had invalid value.

6 ERROR_SYNC_OBJECTS Internal — report to GSW

7 ERROR_GET_MUTEX Internal — report to GSW

8 ERROR_ABANDONED Internal — report to GSW

9 ERROR_SET_EVENT Internal — report to GSW

10 ERROR_OS1 Internal — report to GSW

11 ERROR_0S2 Internal — report to GSW

12 ERROR_WAIT Internal — report to GSW

13 ERROR_UNEXPECETED_NOTIFICATION | Transfer aborted: Unexpected notification from the agent

14 ERROR_SET_CONTROL_HANDLER Transfer aborted: The CTRL-C handler could not be set.

15 ERROR_INVALID_CLNT Transfer aborted: The transfer software is not the GSW Windows
Client.

16 ERROR_GET_GSCLNT Transfer aborted: Client software type cannot be determined.

17 UNDEFINED

18 ERROR_DISK_FULL Transfer aborted: Disk is full on client.

19 ERROR_STDIO Transfer aborted: Call to the standard C Library failed

20 ERROR_WIN32 Transfer aborted: WIN32 Subsystem Error

21 ERROR_SYNC Transfer aborted: Session encountered unrecoverable
synchronization errors. User needs to establish a new session before
a file transfer can be used again.

22 UNDEFINED

23 ERROR_TCP_SEND Transfer aborted: Connection broken during transfer.

24 ERROR_ABORTED_BY_USER Transfer aborted: User pressed CTRL-C or CTRL-Break

25 ERROR_SESSION_SUSPENDED Transfer aborted: Session became suspended.

Table 54 - GS_GET Error Levels

The usage of the errorlevel vatiable in an automated file transfer batch file might have the form:

An example for GS_GET

@:begin
c:\GS_UTS\gs_get %1 %2

@if
@if
@if
@if
@if
@if
@if
@if
@if

@if

EXAMPLE - UTILITIES: GS_GET ERRORLEVEL USAGE IN BATCH FILE

errorlevel
errorlevel
errorlevel
errorlevel
errorlevel
errorlevel
errorlevel
errorlevel
errorlevel

errorlevel

25
24
23
21
20
19
18
16
15

14

goto
goto
goto
goto
goto
goto
goto
goto
goto

goto

ERROR SESSION SUSPENDED
ERROR_ABORTED BY USER
ERROR TCP SEND
ERROR_SYNC

ERROR WIN32

ERROR_ STDIO

ERROR DISK_ FULL
ERROR GET GSCLNT

ERROR INVALID CLNT

ERROR SET CONTROL HANDLER
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@if errorlevel 13 goto ERROR UNEXPECTED NOTIFICATION
@if errorlevel 12 goto ERROR WAIT

@if errorlevel 11 goto ERROR OS2

@if errorlevel 10 goto ERROR 0OSl1

@if errorlevel 9 goto ERROR SET EVENT

@if errorlevel 8 goto ERROR ABANDONED

@if errorlevel 7 goto ERROR GET MUTEX

@if errorlevel 6 goto ERROR SYNC OBJECTS

@if errorlevel 5 goto ERROR INVALID INFO SLOT
@if errorlevel 4 goto ERROR INFO SLOT ENV

@if errorlevel 3 goto ERROR TARGET FILE

@if errorlevel 2 goto ERROR USAGE

@if errorlevel 1 goto ERROR SHARED MEMORY

@if errorlevel 0 goto ERROR SUCCESS

@:ERROR_SESSION_SUSPENDED
@echo ERROR SESSION SUSPENDED
@goto exit

@:ERROR_ABORTED BY USER
@echo ERROR_ABORTED BY USER
@goto exit

@:ERROR_TCP_SEND
@echo ERROR_TCP_ SEND
@goto exit

@:ERROR_SYNC
@echo ERROR_SYNC
@goto exit

@:ERROR_WIN32
@echo ERROR_WIN32
@goto exit

@:ERROR_STDIO
@echo ERROR STDIO
@goto exit

@:ERROR DISK FULL
@echo ERROR_DISK FULL
@goto exit

@:ERROR_GET_GSCLNT
@echo ERROR_GET GSCLNT
@goto exit

@:ERROR_INVALID_CLNT
@echo ERROR_INVALID_CLNT
@goto exit

@:ERROR_SET_CONTROL_HANDLER
@echo ERROR_SET_CONTROL_HANDLER
@goto exit
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@:ERROR _UNEXPECTED NOTIFICATION
@echo ERROR UNEXPECTED NOTIFICATION
@goto exit

@:ERROR_WAIT
@echo ERROR WAIT
@goto exit

@:ERROR_0S2
@echo ERROR_OSZ
@goto exit

@:ERROR_OS1
@echo ERROR_0OS1
@goto exit

@:ERROR_SET_ EVENT
@echo ERROR_SET EVENT
@goto exit

@:ERROR_ABANDONED
@echo ERROR_ABANDONED
@goto exit

@:ERROR_GET MUTEX
@echo ERROR GET MUTEX
@goto exit

@:ERROR_SYNC OBJECTS
@echo ERROR SYNC OBJECTS
@goto exit

@:ERROR_INVALID INFO_ SLOT
@echo ERROR INVALID INFO SLOT
@goto exit

@:ERROR_INFO SLOT_ENV
@echo ERROR_INFO SLOT ENV
@goto exit

@:ERROR TARGET FILE
@echo ERROR TARGET FILE
@goto exit

@:ERROR_USAGE
@echo ERROR USAGE
@goto exit

@:ERROR SHARED MEMORY
@echo ERROR_SHARED_MEMORY
@goto exit

@:ERRORfSUCCESS
@echo ERROR_SUCCESS
@goto begin

@:exit
@goto begin
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Reboot Windows Server computer command line utility.
The System Administrator may need to reboot a Windows system remotely. The Georgia SoftWorks
SSH2/Telnet Setver provides a command line utility that reboots 2 Windows computer.

Command: GS_Rbt
Description:

Reboot a Windows computer. The computer will reboot about 40 seconds after the command is executed.
GUI users will receive a notification.

Syntax: Gs Rbt [Computer]
Arguments: There is 1 optional argument

[computer name] - the name of the computer to reboot... If the computer name is omitted then
the Windows computer that the command is executed will reboot.

Notes: Administrative privileges are required to run this command.

Warnings: The system administrator must be sure that they want to reboot, as all user sessions will be
disconnected.

EXAMPLE - UTILITIES: REBOOT WINDOWS
Reboot the computer soloman
Gs Rbt soloman
You will then be prompted with:
You have requested to shutdown soloman.

If you continue all applications with unsaved data will be forcibly
closed in 40 seconds.

Do you really want to continue? [Yes/No]
You must type cither Yes or No and press <enter>."Y" or "N" is not valid.

In approximately 40 seconds the Windows computer will reboot.
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Shutdown command line utility for Windows
The System Administrator may need to shut down a Windows system remotely. The Georgia SoftWorks
SSH2/Telnet Setver provides a command line utility that will shut down a Windows computer.

Command: GS_Shutd
Description:

Shutdown a Windows computer. The computer will shut down in about 40 seconds after the command is
executed. GUI users will receive a notification.

Syntax: Gs_Shutd [Computet]
Arguments: There is 1 optional argument

[computer name] - the name of the computer to shut down. If the computer name is omitted
then the Windows computer that the command is executed will be shutdown.

Notes: Administrative privileges are required to run this command.

Warnings: The system administrator must be sure that they want to shut down, as all user sessions will be
disconnected.

EXAMPLE - UTILITIES: SHUTDOWN WINDOWS SYSTEM
Shutdown the computer soloman
Gs_Shutd soloman
You will then be prompted with:
You have requested to shutdown soloman.

If you continue all applications with unsaved data will be forcibly
closed in 40 seconds.

Do you really want to continue? [Yes/No]
You must type cither Yes or No and press <enter>."Y" or "N" is not valid.

In approximately 40 seconds the Windows Computer will shut down.
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Remote Registration Utility
Apply the serial number from a remote location via SSH2/Telnet .

In some instances, you may need to apply the serial number from a remote location. The Georgia SoftWorks
Remote Registration Utllity provides the capability. This can be done when upgrading to a new version or
permanently activating a trial version of the software.

Syntax is:
GS_RR serial number
Where serial number is the serial number is obtained from Georgia SoftWorks.

NOTE: You must have SSH2/Telnet connectivity to the servet, either during the trial period or an already
registered installed copy.

To run the Remote Registration utility:
1. Send the Product ID to Georgia SoftWorks as defined on page 16.

2. Georgia SoftWorks will email or fax the serial number back to you. The serial number will look something
like: D25EEAF8AF1692EBOFSASDE28520FD8407F8632CC5D8

3. Connect to the Server via SSH2/Telnet that you want to registet.

4. Change to the SSH2/Telnet installation root folder. This is the folder whete the SSH2/Telnet setver was
installed.

5. Run the Remote Registration Utility.

EXAMPLE - REMOTE REGISTRATION VIA SSH2/TELNET .
At the command prompt enter:
gs_rr D25EEAF8AF1692EBOF9ASDE28520FD8407F8632CC5D8
and press <ENTER>.

You will receive a Banner String followed by three dots. The text wait is displayed while the serial number is
being validated.

Upon completion the message "Registration Successful" will be displayed.
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Special Bell Processing

& Use the GSW GUI Configuration Tool —=Global Bell Control see page 393
Or use legacy style below

The Georgia SoftWorks SSH2/Telnet Server can intercept a special character written to the application's

screen and send a bell character to the terminal (in the place of the intercepted character). The number of
times that the bell will sound is also configurable. The default count is 1. The Special Character, Location
and Bell Count, are defined using Registry Values.

Usually the application can identify a normally unused position on the screen that can be used for the
placement of the special character.

This location is specified in the registry as described below.

Registry Parameters are located:

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\GS_Tnet\Parameters

BellX - column of the bell charactet, initialized to Oxffffffff, which makes it inactive.
BellY - row of the bell character, initialized to Oxffffffff, which makes it inactive.
BellChar - value of the bell charactet, initialized to 0x87

BellCnt - value for the number of times that the bell will sound, initialized to 0x01

All four parameters work for all types of clients, including the gs_admin. In order to disable the
feature: set BellX or BellY to Oxf££ff£££f.

NOTE 1: The Special Character will be automatically replaced with a space
character on the screen.

NOTE 2: The top left screen position is defined as 1,1.

EXAMPLE - CONFIRM OPERATION OF SPECIAL BELL PROCESSING

Perform these steps for a quick test to verify that the Special Bell Processing is operating. This example is
useful for testing purposes.

Objective: The Bell will sound when the character 5 is entered on the 15% column of the 3" row on the
screen.

As indicated above user the registry editor to set values for the BellX to 15 (0f), BellY to 3 (03) and
BellChar to ‘57 (35).

Next start a SSH2/Telnet session. At the command prompt, clear the screen go to 3 line and start typing
character 5 until you get to column 15. When you get to the 15th column you should hear the bell and the
digit 5 will not be visible because SSH2/Telnet server will replace it with space.
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GSWBELL - Special Bell Processing for SAPConsole

Special Bell processing is available for SAPConsole users.

For expected Bell Operation after Session Saver Reconnects the SAPConsole must be launched via the Gswhbell
utility. Use the appropriate command for your UTS edition (32-bit or 64-bit)

Command: gswbell for x86 (32-bit) UTS edition

Command: gswbell x64 for x64(64-bit)UTS edition

Description:

GSWBell is a command line program that is usually entered in your GSW UTS logon scripts. Please review
Logon Scripting. A command line argument is used to specify the SAPConsole. Gswbell will launch
SAPConsole.

Syntax: Gswbell <sapconsole file path>sapcnsl.exe [Sapconsole arguments]
Arguments: Optional arguments

Any SAPConsole arguments are simply added to the command line in the format required by
the SAPConsole

Notes: Administrative privileges are required to run this command.

EXAMPLE - UTILITIES: GSWBELL FOR SAPCONSOLE
Launch SAPConsole with GSWBell utility

C:\gs_uts\Gswbell c:\sap\sapcnsl.exe
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TTY Name
The Georgia SoftWorks SSH2/Telnet Server creates a tty name on a per session basis. This is available for
viewing or use by customer created programs.

The environment variable created is:
gwtn_tty
And is set to /dev/t t ypmmm, where mmm

represents the socket number (handle) for uset's session.

Client Scroll Bars

You may enable scroll bars on the Windows client window. This is accomplished by changing the buffer size
for the DOS window. You must be careful that the application can handle a modified buffer size.
Unpredictable display results will occur if this is not the case.

For GSW Mobile Client scrollbar options please see page 45.
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Setting a Default Domain

& Use the GSW GUI Configuration Tool —Global Emulations see page 383
Or use legacy style below

In some instances the System administrator may want to eliminate the prompting for a domain when the user is
connecting to the SSH2/Telnet setrver. This can be accomplished by setting the default domain registry vatiable.
This works for 3 party clients only. Use the command line parameters to set the default domain for the
Georgia SoftWorks SSH2/Telnet Client. (See page 76)

This is accomplished as follows.

The key is:

HKEY_LOCAL,_MACHINE\SYSTEM\CutrentControlSet\Services\GS_Tnet\Parameters\Domain
1. Click the Start button at the bottom left corner of your screen.
2. Click RUN
3. Type REGEDIT
4. Click OK
5. Select Registry Key:
HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\services\GS_Tnet\ Parameters\Domain
6. Select the menu item Edit and then click on Modify
7. Enter the new value for the Domain and click OK
The new Domain will take effect for all new sessions.

This registry value is initialized to "UNKNOWN" which disables a default domain. The empty string means the
default domain. This is equivalent to pressing enter when prompted. This will eliminate prompting for users of
all clients.
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3™ Party Client - Default Domain Override

The user may override the default domain when using a 3 party client when connecting via Telnet or SSH.
When a default domain is set the GSW UTS does not prompt for the domain and automatically applies the
domain set in the registry.

If the user needs to override the default domain, then the optional syntax described below can be used when
logging on to the UTS to select a different domain.

The domain can be specified (along with the username) when the user is prompted for the Windows User
Name. The domain override syntax is different depending if you are connecting via Telnet or SSH.

TEINET

When connecting via Telnet the syntax is the domain name followed by the backslash followed by the
username.

domainname\username
SSH
When connecting via SSH the syntax is the username followed by the “AT” sign followed by the domain name.

username@domainname
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Setting the Telnet Port or Multiple Ports

The default port for telnet is port 23 and NO configuration is required unless you want to change or add telnet
ports.

Note: These features are available for the Telnet Server only.

Use an Altemative Telnet Port.

To use a different telnet port (other than the default) for the GSW Telnet Server you need to create an entry
like:

gstnet 55555/tcp

in the Services file on the server and restart the GSW Telnet Server. Replace the 55555 with another port number
if necessary. You will have to explicitly specify the alternate port number when starting the connection from 3rd
party clients and the Georgia SoftWorks Telnet Client (page 77).

On Windows the services file is located in the directory:
<Windows Root>\system32\drivers\etc

The file is named Servzces.

Configure Multiple Telnet Ports
The capability exists to configure up to 100 ports for the Georgia SoftWorks Telnet Server to listen on.
Use the etc/setvices file to configure port names* gstnetl through gstnet100.

The following example will configure 5 Telnet Ports.
Edit the file Services file as described above. Add the following entries. Notice that you may use any of the one
hundred port names and that they do not have to be in order.

gstnetl 23/tcp

gstnet2 14002/tcp
gstnet5 14005/tcp
gstnet6 14006/tcp
gstnetl0 14010/tcp

Telnet will now listen on the above five ports.
To further take advantage of this feature you can use the environment variable:
gwtn server port

to access the port number associated with your current session.

3 For backward compatibility gstnetl isthesameas gstnet, lratnet, and telnet. Ifgstnetl is found then
gstnet, lratnet and telnet are not considered.
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To view the port number associated with your session at the command prompt enter:
echo %gwtn server port%

If you have multiple telnet ports configured you may want to have a different task process the information that
comes in on each port. Here is an example of a logon script which uses the port information to branch to
different tasks based on the port number.

@if %gwtn server port%==23 goto label23

@if %gwtn server port%==14002 goto labell4002
@if %gwtn server port%==14005 goto labell4005
@if %gwtn server port%==14006 goto labell4006
@if %gwtn server port%==14010 goto labell4010
@echo port not found

@pause

@goto labelend

@:label?23

@echo About to run app23

@pause

@rem Put your code to run23 app here
@goto labelend

@:1abell4002

@echo About to run appl4002

@pause

@rem Put your code to runl4002 app here
@goto labelend

@:1abell4005

@echo About to run appl4005

@pause

@rem Put your code to runl4005 app here
@goto labelend

@:1abell14006

@echo About to run appl4006

@pause

@rem Put your code to runl4006 app here
@goto labelend

@:1abell4010

@echo About to run appl4010

@pause

@rem Put your code to runl4010 app here
@goto labelend

@:labelend
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Georgia SoftWorks Java Telnet Applet

Note: This feature applies to the Telnet Server only.

The Georgia SoftWorks Java Client (GSJC) is an applet that allows you to add web-based capabilities to
your MS DOS or Win32 Console application. Leverage platform independence for remote access to the
Georgia SoftWorks Telnet Server by providing access from the most popular browsers such as MS IE
and Netscape.

Allow telnet connectivity from any platform with TCP/IP based connectivity and a Java 1.1 (or higher)
enabled browser. This can include platforms ranging from RF Terminals to mainframe computers.

Many of the powerful features found in the standard Georgia SoftWorks telnet client such as Mouse
support, DOS Character Mode Color Graphics, excellent keyboard support and client-side printing are
now available in the GSJC.

This section contains information which webmasters need to create web pages including the Georgia
SoftWorks Java Telnet Client.
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Required Java support
Java language 1.1 or higher enabled browser.

The above includes Internet Explorer 4.0 and higher, Netscape Communicator 4.7 and higher.

Required Files for the GSJC.

The Georgia SoftWorks Java Client may be distributed as a .jar file, .cab file, or a set of class files.
Required Files
e gsjc.jar - This is the Java archive file for all browsers supporting .jar files. For example:
Netscape Communicator or Internet Explorer with the Java Plug-In (JRE 1.2)
OR
e gsjc.cab - This is the cabinet file used for Internet Explorer Browsers when Java Plug-In is
not used.

Client-Side Printing - All Browsers

Client-side printing requires the Java 1.2 Plug-In (JRE 1.2)
(Unless you are using IE 4.0+)

e Java 1.2 Plug-In - This is required for client-side printing.

Required Files for Client-Side Printing with Internet Explorer 4.0+
If you are using Internet Explorer 4.0 or higher you can simply use the gsjc.cab file INSTEAD of the
gsjc.jar and the Java 1.2 Plug-In is not required.

Client-Side Printing Capabilities:

Client-Side Printing is implemented through the print command applet parameter. This parameter
specifies the print command that is used locally (client machine) to print the spool file®. The print
command specified depends on the printing facilities available to your client machine.

For example:
AIX UNIX will use the "Ipt" command and
Windows 98 will use the "copy" command and
Windows will use the "print" command.

If the print commands parameter is not specified the behavior is as follows.
Windows will print on the default printer using the print command. Other operating systems will

attempt to print using the Java graphics engine (which does not always produce expected results).

The full capabilities that exist with the standard Georgia SoftWorks Telnet Client are available.

3 The spool file is the "data to print" received from the server.
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GSJC Applet parameters

Applet parameters are provided to supply configuration information to the telnet server just as with the
standard Georgia SoftWorks Telnet Client. The parameters include:

NOTE: The syntax provided is an example and is different based on the type of browser
interpreting the commands.

Optional Parameter: port
Description: host’s port to connect to. (see page 296)
Default: Port 23
Syntax : <PARAM NAME-=port VALUE="23">

Optional Parameter: user
Description: N'T/2000/XP User ID
Default: No default. The user will be prompted (see page 78)
Syntax: <PARAM NAME=user value="Smith">

Optional Parameter: password
Desctription: Password for NT/2000/XP User ID
Default: No default. User will be prompted (see page 77)
Syntax: <PARAM NAME=password value="mypassword">
Note: Security may be compromised if this parameter is used.

Optional Parameter: domain
Desctiption: NT/2000/XP Domain for the user (see page 77)
Default: No Default, user will be prompted
Syntax: <PARAM NAME=domain value="mydomain">

nn

uses the default domain.

Optional Parameter: address
Description: Indicates the address of the host computer to connect.
Default: No default. User will be prompted (see page 73)
Syntax: <PARAM NAME=address value="Host IP Address">

Optional Parameter: useTopLeftLocation
Description: Places the work area in the top left corner of the rectangle specified for the applet.
Default: The default value is FALSE indicating that the work area is centered inside the applet’s rectangle.
Syntax: <PARAM NAME=useTopLeftLocation value="True | False">

Optional Parameter: use MSDOSFrame
Description: Specifies if the classic MSDOS frame will be drawn around the work area of the applet.
Default: The default value is TRUE.
Syntax: <PARAM NAME=useMSDOSFrame value="True | False">
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Optional Parameter: useBorders
Description: Specifies if borders will be drawn around the applet. FALSE specifies that no boarders shall be drawn
and all non-work areas of the applet will be eliminated.
Default: The default value is TRUE.
Syntax: <PARAM NAME=useBorders value="True | False">

Optional Parameter: useBoldFont
Description: Tells the applet to use the bold font.
Default: True
Syntax: <PARAM NAME=useBoldFont value="True|False">

Optional Parameter: bkgColor
Description: Background color for the area around the GSJC Window.
Default: 000080 (This is blue)
Syntax: <PARAM NAME=bkgColor value="000080">
The format is RRGGBB in hex.

Optional Parameter: HBTime
Description: Heartbeat Time in seconds. (see page 150)
Default: 20
Syntax: <PARAM NAME=HBTime value="20">

Optional Parameter: useEncryption
Description: Enables Encryption and forces Login Encryption. (see page 95)
Default: FALSE
Syntax: <PARAM NAME=useEnctyption value="true">
Additionally, Complete Date Stream Encryption can be enabled via the logon scripts as per our standard method.
(see page 93).

Optional Parameter: printCommand
Description: Specifies the print command used by the client computer in conjunction with Enhanced printing.
Default: NT Systems will use print.exe
Non-NT systems will use java printing through the graphics engine.
Syntax: <PARAM NAME=printCommand value="command.com /C copy ??? Iptl:">

the ?P? is a wildcard which will be replaced during printing by the actual

print file name. The above example assumes a printer on Iptl. The example

works on Win95/98. Please see the Enhanced printing (Page 226 ) documentation
for further examples and details.

Provisioning of the User, Password and Domain parameters by the applet will eliminate prompting for these values
by the Georgia SoftWorks Telnet Server.
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Sample web page for systems with Java Plug-In installed.

<HTML>

<HEAD>

<META NAME="GENERATOR" Content="Microsoft Visual Studio 6.0">

</HEAD>

<BODY>

<OBJECT classid="clsid:8AD9C840-044E-11D1-B3E9-00805F499D93"
WIDTH=640
HEIGHT=520

codebase="http://java.sun.com/products/plugin/1.2/jinstall-12-
win32.cab#Version=1,2,0,0">

<PARAM NAME=JAVA CODE VALUE=GSJC.class >
<PARAM NAME=CABBASE VALUE=GSJC.CAB >
<PARAM NAME="type" VALUE="application/x-java-applet;version=1.2">

<PARAM NAME=port VALUE="23">

<PARAM NAME=user value="testl">

<PARAM NAME=password value="testl">
<PARAM NAME=domain value="">

<PARAM NAME=bkgColor value="008000">
<PARAM NAME=HBTime value="20">

<PARAM NAME=useEncryption value="false">

<COMMENT>
<EMBED type="application/x-java-applet;version=1.2"
WIDTH=640
HEIGHT=520
CODE=GSJC.class
archive=gsjc.jar

port="23"
user="testl"
password="testl"
domain=""
bkgColor="000080"
HBTime="20"
UseEncryption="false"

pluginspage="http://java.sun.com/products/plugin/1.2/plugin-install.html">

<NOEMBED>
</COMMENT>
No Java support for applet.
</NOEMBED>
</EMBED>
</OBJECT>

</BODY>
</HTML>
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Sample web page for systems with MS IE 4.0 and higher.

<HTML>
<HEAD>
<META NAME="GENERATOR" Content="Microsoft Visual Studio 6.0">
</HEAD>
<BODY>
<!-- Insert HTML here -->
<applet
code=GSJC.class
name=GSJC
width=640
height=520 >
<param name=cabbase value=gsjc.cab>
<param name=port value="23">
<param name=user value="testl">
<param name=password value="testl">
<param name=domain value="">
<param name=bkgColor value="008080">
<param name=HBTime value="20">
<param name=useEncryption value="false">
</applet>
</BODY>
</HTML>
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Sample web page for systems with Netscape Communicator.

<HTML>
<HEAD>
<META NAME="GENERATOR" Content="Microsoft Visual Studio 6.0">
</HEAD>
<BODY>
<!-- Insert HTML here -->
<applet
code=GSJC.class
name=GSJC
archive VALUE=gsjc.jar
width=640
height=520 >
<param name=port value="23">
<param name=user value="testl">
<param name=password value="testl">
<param name=domain value="">
<param name=bkgColor value="008080">
<param name=HBTime value="20">
<param name=useEncryption value="false">
</applet>
</BODY>
</HTML>
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Sample web page for systems with other browsers.

The page below may be needed for browsers, which do not support cab files and jar files.

<HTML>
<HEAD>
<META NAME="GENERATOR" Content="Microsoft Visual Studio 6.0">
</HEAD>
<BODY>
<!-- Insert HTML here -->
<applet
code=GSJC.class
name=GSJC
width=640
height=520 >
<param name=port value="23">
<param name=user value="testl">
<param name=password value="testl">
<param name=domain value="">
<param name=bkgColor value="008080">
<param name=HBTime wvalue="20">
<param name=useEncryption value="false">
</applet>
</BODY>
</HTML>
Applet size

Applet uses size specified through the width and height parameters. The telnet window uses Java's
“courier” font of size, which gives best fit for the applet dimensions, specified. Some experimentation
may be necessary to get desired appearance.
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Georgia SoftWorks Java Telnet Client

Note: This feature applies to the Telnet Server only.

The Georgia SoftWorks Java Telnet Client (GSJC) is a standalone application that allows telnet
connectivity to the Georgia SoftWorks Telnet Server without a browser.

Using the Georgia SoftWorks Java Client provides many of the powerful features such as Complete Data
Stream Encryption, Mouse support, DOS Character Mode Color Graphics, excellent keyboard support
and client-side printing. Additionally, this is accomplished without any web server setup. The client-side
parameters are passed from the command line or menu options at the client computer.

Required Java Support

Java language 1.1 or higher.

Required Files for the GSJC.

The following files should be installed in a directory or folder.

Writer.class

Console.class

GetOpt.class

GS_Crypt.class

GS_NullCrypt.class
GS_CryptixCrypt.class
GS_Print.class

GSJC$1.class

GSJC$2.class
GSJC$dlgConnectCancelHandler.class
GS§JC$dlgConnectOKHandler.class
GSJC$mniConnectHandler.class
GSJC¥mniDisconnectHandler.class
GSJC¥mniExitHandler.class
GSJC¥mniUseEncryptionHandler.class
GSJC.class

Reader.class

SpChars.class

Telnet.class

Console$1.class

buttons.gif

msdos.gif

Additionally, a path must be set to give access to the JavaSoft\Jre\1.2\bin directory or folder.

Invoking the GSJC

For Example: java GSJC -utestl -ptestl -d. -c -h209.86.40.83

Command lines parameters are the same as with the standard Georgia SoftWorks Telnet Client. (See page
77)

Encryption

Encryption requires the use of JRE 1.2 (Java 2) and Cryptix libraries. These are available from Cryptix,
which is an international volunteer effort to produce robust, open-source cryptographic software libraries.
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Cryptix products are free, both for commercial and non-commercial use and are being used by developers
all over the world.

WWW.Cryptix.org

The product required is called Cryptix. JCE was planned for official release in February 2000.
Download the cryptix-jce-20000211.zip from http://www.cryptix.org/products/jce/
After you unzip the cryptix files, copy these two files:

cryptix-jce-api.jar
cryptix—-jce-provider.jar

toyour jre/lib/ext directory.
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Frequently Asked Questions

My MSDOS applications execute very slow, even on a high-performance system. s there anything I can do?
Yes, you can use the Georgia SoftWorks DOSBOSS to boost the performance of your MSDOS application
when running under NT. (Page 109)

Can I use a port other than port 23 for the Telnet Server?
Yes, you can use an alternative port for the Georgia SoftWorks Telnet Server.

Note: This feature applies to the Telnet Server only.
You will need to create an entry like:

gstnet 55555/tcp

in the Services file on the server and restart the GSW Telnet Server. Replace the 55555 with another port number
if necessary. You will have to explicitly specify the alternate port number when starting the connection from 3rd

party clients and the Georgia SoftWorks Telnet Client (page 77).
On Windows the services file is located in the directory:
<Windows Root>\system32\dtivers\etc

The file is named Serwzces.

Can 1 SSH2/ Telnet to the SSH2/ Telnet server and then SSH2/ Telnet to another server?

The short answer is Yes. If you SSH2/Telnet to the GSW SSH2/Telnet Server and you then want to
SSH2/Telnet to another GSW SSH2/Telnet server you simply run the gs_clnt.exe/gs_ssh.exe program at the
DOS command line. However if you want to SSH2/Telnet to a non-Geotgia SoftWorks SSH2/Telnet setver
you will need a 3 party DOS client that can be executed from the command line.

Very interesting opportunities exist with this capability. For example, a user may want secure access to their
corporate network from remote locations such as a customer site or hotel. They can connect to the GSW SSH
Server from the remote site. Once the secure connection has been established to the SSH server, they can now
telnet to a telnet server on the corporate network. There are many possibilities mixing and matching this type of
arrangement. Remember that you can only use a Telnet client to connect to a Telnet Server and only use a SSH
client to connect to a SSH Setrver.

I can't logon fromSSH2/ Telnet, what should I do?

The typical rule is that if you can log in locally to the Windows machine then you can logon from SSH2/Telnet.
Make sure that you can logon locally. Users must have "log on Locally" access permissions. From "User
Manager" or "User Manager for Domains" choose the menu item "Policies" which is a drop down. From the
drop down choose "User Rights". A "User Rights Policy "dialog appears allowing you to add the "Log on
Locally” Right for the group.

However, if the local group G Users exists you must be a member of this group to logon via SSH2/Telnet .
If you continue to have trouble please see the technical support (page 424) section of this User’s Guide to
expedite resolution of the issue.
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I am the Administrator but gs_admin.exe says I do not have permission to run Session Administrator.

To use the GSW Session Administrator a user must belong to the local group Gwm Monitors. The system
administrator must first create the group Guwin Monitors. Next all users allowed to use the Session Administrator
must be added to the group. Windows does not instantaneously update the group membership after the user
manager is closed. Windows will update the group membetships if you logoff/logon the desktop. In the event
that this does not work you may have to restart the Windows server after creating the group and adding users.

I want to set the background color on the client Window and make it distinct from the standard MSDOS Windows.
You need to use the COLOR Command in a logon script. Here is the syntax:

COLOR [attr]
Sets the default console foreground and background colors.
attr Specifies color attribute of console output

Color attributes are specified by TWO hex digits -- the first corresponds to the background; the second the
foreground. Each digit can be any of the following values:

0 = Black 8 = Gray

1 = Blue 9 = Light Blue

2 = Green A = Light Green
3=Aqua B = Light Aqua
4 = Red C = Light Red

5 = Purple D = Light Purple
6 = Yellow E = Light Yellow
7 = White F = Bright White

If no argument is given, this command restores the color to what it was when CMD.EXE started. This value
either comes from the cutrent console window, the /T command line switch ot from the DefaultColor registry
value.

The COLOR command sets ERRORLEVEL to 1 if an attempt is made to execute the COLOR command
with a foreground and background color that are the same.

Example: "COLOR fc" produces light red on bright white
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I want to change the size of the window. The client is set to 8040 but when it connects to the server it reverts back to
80x25.
The mode command will address this issue.

Mode con[:]  [cols=¢] [lines=n]
Try putting

mode con: LINES=40
in your logon script.

How do 1 eliminate prompting for the varions settings when using 3 party clients?

Environment and registry variables exist such that when defined will be used as defaults eliminating the
prompting for those values when connections are established. The environment variables can be set in either
Global or Per User Logon Scripts. For a list of the environment variable please see the section on 3* party
clients (page 166) in the Uset’s Guide and/or the section on Environment (page331) and Registry variables

(page 334).

Can 1 eliminate prompting for the Host, UserD and Password?

When using the Georgia SoftWorks SSH2/Telnet Client the Host, User ID and Password can be specified as a
command line options. You can modify the command line options by editing the file GS_SC1nt .bat. Please
see page 76 for the section in the User’s Guide on
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Georgia SoftWorks Desktop Client Command line options.

Can 1 eliminate prompting for the Domain?

Yes. For all 3" party clients, a registry variable can be set that will contain the default domain for all
connections. This is described on page 282. When using the Georgia SoftWorks SSH2/Telnet client you may
use command line options to set the default domain to eliminate prompting. This is described on page 77.

Can 1 connect from older systems with DOS or Windows 3.12
Yes, however you must have a 16-bit client. The Georgia SoftWorks SSH2/Telnet Client is 32 bit and requites
Windows 95/98 or Windows . Several 16-bit clients can be found on the Internet.

Can 1 have the user deposited into a specific directory upon connection?

& Use the GSW GUI Configuration Tool —User— Login Script see page 406
Or use legacy style below

Yes. You may set the environment variable gwtn _home dir in the logon script on either a global or per
user basis.

set gwtn home dir=d:\users\tom

Can 1 restrict user access to specific directories?

In order to restrict user’s access to specific directories you must first make sure that all of your drives use NTES.
Next use Windows Explorer |File | Properties | Security | Permissions to grant or deny access to specific drives,
directories, or files.

Is there any way to get the bell to sound on the client?
For customers that have control over the development of their own applications the answer is yes. Please see
page 278 for detailed instructions.

Is there any way to get the bell to sound on the client when unsing SAPConsole after a reconnect?
Please see page 280 for special bell processing utility Gswbell.exe when using SAPConsole.

Can 1 start and stop services when connected via SSH2/ Telnet ¢

Yes. The commands “net start”and “net stop” provide this ability. Please execute the “net
start ?”or “netstop?” from a Windows command prompt for the details on the “net” commands and
parameters.

Can 1 configure user information when connected via SSH2/ Telnet ?
Yes. The commands “net user ..”,“net account ..” etc. provide this capability. Please execute the
“net user ?”or‘“net account ?” froma Windows command prompt for the details on the “net”

commands and parameters.

Control-C is not working as expected. What can I do?

Several valid behaviors exist for Control-C. The Georgia SoftWorks SSH2/Telnet Server allows explicit
configuration of the behavior for control-c on either a global or per user basis by using the environment
variable gwtn_ctrl_c_mode (see page 164).

299



GEORGIA SOFTWORKS AUGUST 13, 2020

I changed the IP Address of my Server and SSH2/ Telnet does not work anymore.
After changing the IP address, you should stop and start the SSH2/Telnet Server. This can be done through
the Windows Control Panel. If this does not help you must reboot the server.

I get extra form feeds when printing from certain applications when using the Enbanced Print mode. What can I do?
The client-side printing option -fmay help suppress additional form feeds. Please see page 80.

How can I print to Portable Printers when I am using SAPConsole?
Using the GSW True Client-Side Printing you CAN print to portable printers when in SAPConsole. Please see
page 316.

Why do my print jobs print on somebody else’s printer?

It is required that each user be logged in only once for the Enhanced, Open and Pass-through Print methods to
operate cotrectly. That means that each workstation/RF device must use a different User Id when connecting
to the server. When a print job for one of these print methods is redirected, the redirection is based on the
owner of the print job. The owner is the same as the User 1d, thus if more than one User Id is connected then
the print job is redirect and the destination selected will at best be random.
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I want to modify the polling interval that the gs_agent polls the GwtnPrinerx print quenes. Is this possible?

Use the GSW GUI Configuration Tool —User — Power Features - Printing see page 406
Or use legacy style below

Yes. You may set the environment variable gwtn local print poll interval in the logon script
on a per user basis.

set gwtn local print poll interval = x

Where x specifies the poll interval in seconds with which the gs_agent polls the GwtnPrinterx print queues.
Values range from 1 to 10 seconds where the default is 5 seconds.

I am using FoxPro and my system is running out of memory. Upon inspection of the Task Manager I can see that my
NTVDMs are consuming all available menory. What should I do?

The solution for many customers is to limit the memory which FoxPro can use per instance. This can be done
via the config.fp or config.fpw file. The memory may be limited using the MEMLIMIT command. More
information can be found by view Microsoft Knowledge Base article 123281. There is abundant information on
this topic on the internet using search engines.
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One or more keys are not working properly under 1’1220 Emmulation. Please Advise.
VT220 Terminal Emulators from different vendors may not have standard key mappings.

For each key that does not work please verify that the escape sequence programmed in your terminal emulator matches the
table below. Most of the emulators (the program running on your RF device, client PC or terminal) provide the capability to edit
the escape sequence sent when a specific key is pressed.

The table below shows the escape sequences that the GSW SSH2/Telnet Server expects to receive from the terminal running
the VT220 emulation.

Georgia SoftWorks SSH2/Telnet Server
https://www.georgiasoftworks.com/
Industry Standard VT220 Key Mapping

Key Code Action Key Code Action
ESC [ D Cursor left ESC O P Fl
ESC O D Cursor left ESC O Q F2
ESC [ B Cursor down ESC O R F3
ESC O B Cursor down ESC O S F4
ESC [ A Cursor up ESC [ M F5
ESC O A Cursor up ESC [ 1 5 ~ F5
ESC [ C Cursor right ESC [ 1 7 ~ Fo
ESC O C Cursor right ESC [ 1 8 ~ F7
ESC 0 1 Keypad STAR ESC [ 1 9 ~ F8
ESC O m Keypad MINUS ESC [ 2 0 ~ F9
ESC O M Keypad ENTER ESC [ 2 1 ~ F10
ESC O n Keypad DELETE ESC [ 2 3 ~ F11

ESC [ 2 4 ~ Fl12
ESC O p Keypad 0 INS ESC [ 2 5 ~ SHIFT-F1
ESC O g Keypad 1 END ESC [ 2 6 ~ SHIFT-F2
ESC O r Keypad 2 DOWN ESC [ 2 7 ~ SHIFT-F3
ESC O s Keypad 3 PAGEDOWN ESC [ 2 8 ~ SHIFT-F4
ESC O t Keypad 4 LEFT ESC [ K SHIFT-F5
ESC O u Keypad 5 ESC [ 3 1 ~ SHIFT-F6
ESC O v Keypad 6 RIGHT ESC [ 3 2 ~ SHIFT-F7
ESC O w Keypad 7 HOME ESC [ 3 3 ~ SHIFT-F8
ESC O x Keypad 8 UP ESC [ 3 4 ~ SHIFT-F9
ESC O y Keypad 9 PAGEUP ESC [ 3 5 ~ SHIFT-F10
ESC [ U Page down ESC [ 3 6 ~ SHIFT-F11
ESC [ 6 ~ Page down ESC [ 3 7 ~ SHIFT-F12
ESC [ H Home
ESC [ 1 ~ Home
ESC [ V Page up
ESC [ 5 ~ Page up
ESC [ 2 ~ Insert
ESC [ 3 ~ Delete
ESC [ 4 ~ End
ESC [ Z Tab Backward

Table 55 - VT220 Industry Standard Key Mapping
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Discussion: Orphaned NTVDM's and Windows SSH2/Telnet
Servers

What are NTVDM's and why are they important for Windows SSH2/Telnet
Servers?

NTVDM's are Windows Virtual DOS Machines. For Windows to run DOS programs, Windows creates a
Windows VDM that provides a DOS environment for the DOS program to reside.

When are NTVDM's created?

When DOS applications are executed a NTVDM is created. A normal SSH2/Telnet scenatio is to
connect to a Windows system and run a DOS application. Windows will create a NTVDM. This is all fine
and normal.

What are Orphaned NTVDM's?

Normally during a SSH2/Telnet session running a DOS application, upon completion of the application
the user will exit the application properly. In this situation the NTVDM is properly terminated.
However, problems occur when a SSH2/Telnet session running a DOS application abnormally
terminates.

The SSH2/Telnet session will normally terminate however the NTVDM will not terminate. This leaves
what is called an orphaned NTVDM. Some term this rouge or phantorn NTVDMs or processes.

Why is this a concemn?

These orphaned NTVDM's are a serious problem to the Windows System. They will start consuming all
the processing resources of the Windows system that results in the severe degradation of all other
processes on the system. This is not just a slight slowing down of the system but a slowing down to the
point of the system being useless by most users’ standards. The most common way to clear the NTVDM
is to reboot the Windows system. However, if you are skilled you can kill the orphaned processes.

What types of events cause orphaned NTVDM when using SSH2/Telnet?
Any abnormal termination of a client can cause an orphaned NTVDM. One easy way to create an
NTVDM with SSH2/Telnet simply to power off the Client PC while running a DOS program via
SSH2/Telnet. For example:

1. SSH2/Telnet from a remote Client PC to a Windows System.
2. Run a DOS application. (Such as Edit, Norton Commander etc.).
At this point a NTVDM is created. You can obsetve this on the SSH2/Telnet Server by:
a. Typing Ctrl-Alt-Delete on the server and select the Task List
1. Select processes and observer the NTVDM that was created.
3. Power down the Client PC.
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4. On the SSH2/Telnet Server, obsetve that the NTVDM is still running. In many cases you will
notice that after a few minutes the processing percentage will increase to 90+%.

Having multiple SSH2/Telnet sessions connected running DOS applications when an abnormal
termination occurs can exacerbate this problem.

Frequent scenarios for abnormal terminations

1.

b

Power Failure for Client PC.

1. Power Hit in building

2. Breaker trip, Client PC or Power strip accidentally unplugged
Client PC powered down without properly exiting the DOS application
Client PC OS locks up

Link Failure

What can be done about Orphaned NTVDM's?

The Georgia SoftWorks SSH2/Telnet Server for Windows automatically provides advanced detection
and elimination for orphaned NTVDM's. Unlike others that claim to handle this serious problem, the
Georgia SoftWorks SSH2/Telnet Setver actually detects and eliminates these process consuming
tasks in a remarkably quick time minimizing the impact on other users and tasks on the system. The
Georgia SoftWorks SSH2/Telnet Client accomplishes detection via the configurable heartbeat timer
and third party SSH2/Telnet clients utilize the configurable Server Side Heartbeat Timer. Upon
detection sophisticated algorithms are used to identify orphaned NTVDM and eliminate them.
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Discussion: PIFs and your MS-DOS application’s Performance

Information derived and extracted from the Microsoft Knowledge base.

Windows provides a fully integrated command prompt that enables you to launch both Windows-based
and MS-DOS-based applications. Although the concept of running an MS-DOS-based application in a
Windows-based environment may be familiar to you, Windows handles this somewhat differently than
Windows (16-bit) does.

The essential difference lies in the command prompt itself; under Windows, the command prompt is a
32-bit Windows based application, not the virtual MS-DOS machine you would expect from Windows.
Under Windows, until you start an MS-DOS-based application, no virtual MS-DOS machine is created.
Furthermore, once you start an MS-DOS-based application, its virtual MS-DOS machine is used for all
subsequent MS-DOS-based applications started from the same command prompt.

As in Windows, each MS-DOS-based application can have a program information file (PIF). If there is
no PIF for a particular application, the default PIF, _DEFAULT.PIF, is used. Because Windows only
uses the PIF from the first application started in any given command prompt, you may need to take
special care in the way you start your applications. For example, if you design a PIF that allocates some
EMS memory, it is important that you start the associated application first; otherwise, the EMS memory
may never be allocated. You may start a Windows command prompt and then run the MS-DOS
command, MEM, to see how much memory you have free. Because MEM is another MS-DOS-based
application, Windows creates a virtual MS-DOS machine, probably using  DEFAULT.PIF. After MEM
finishes, you start the application you created the PIF for. Unfortunately, because _DEFAULT.PIF
doesn't instruct Windows to allocate EMS memory, your application reports that it can find no EMS
memory. Rechecking the PIF you created does not solve the problem. You need to start another
command prompt and then make sure to start your EMS-requiring application first, before you start any
other MS-DOS-based applications.

There is one more difference to be aware of: each PIF contains a pointer to AUTOEXEC and CONFIG
files. Usually these default to the Windows versions, AUTOEXEC.NT and CONFIG.NT. If you want to
change environment variables for your MS-DOS-based applications, you need to point their PIFs to
different files or modify the default ones. (To see these files and their locations, run PIF Editor and
choose Windows NT.)

If you are not satisfied with the performance of your MS-DOS-based applications on Windows NT, try
the following:

Windows keeps the same setting in the property (right click) of the MS-DOS-based applications.

¢ If the application is in a window and the video display performance is slow, try full-screen mode.
Windows “screen folder” provides this setting.

* Disable the Compatible Timer Hardware feature in the _DEFAULT.PIF or the application's program
information file (PIF) under the N'T-specific section of PIF Editor. Since this feature causes a decrease in
performance, it should be used only if it is required to make an application to run with Windows NT.
Windows “program folder” under “Windows” section provides this setting.
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*If the application is in a window and seems to pause periodically, try disabling Idle Detection in the
Advance section of that application's PIF. Windows “misc folder” provides this setting in a form of a
slider bar called “idle sensitivity”.

*If the MS-DOS-based application can be configured for printing, choose LPT1, LPT2 over parallel
port. Most of the applications use Int17 to print when configured for LPT<x>. If you select parallel
port mode, these applications print directly to printer ports. Parallel mode is significantly slower in
Windows compared to Windows 3.1.
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Vangard Voice Systems AccuSpeech with the GSW UTS

Note: Vangard Voice AccuSpeech® (Mobile) software must be installed and verified to be operational prior to
any attempt to configure GSW Windows Clients to use it. Additionally, Vangard Voice AccuSpeech® (Mobile)
should be configured to operate in the Half-Duplex mode. Please contact Vangard Voice or authorized party to
ensure proper installation and configuration of AccuSpeech® for the application you intend to voice enable.
Assistance with Vangard Voice AccuSpeech ca® (Mobile) n be found at 949.435.1001.

Configure Voice Vangard AccuSpeech Recording Mode to Half Duplex

'LE Biuetooth Vangard Voice Tools E] @
Letoo
[ Communication 3

5 Sean D Record Key |Recording Mode |7 | >
t I Surnmit L Select the Voice Mode 8 Register

= wavelink ’ () Always - Listening (AL}

8 cormmand Prormpt () Push - Ta - Talk (PTT)

& GsW Telnet and S5H2 Half Duplex

& Internet Explorer Register Mode

(Y Madia Player

a¥ ¥ Microsoft WordPad

K; Remate Desktop Connection
Trarscriber

Y Wy Tools < | *

&7 Windows Explarer .'f_j |l ¥angard Voic... |. ’ |@ |%

Figure 142: Open VVTools Figure 143: VVTools - Select Half Duplex

Vangard Voice Tools E] @ !IEII
Close

Record Key | Recording Mode | T - Record Key | Recarding Mode |7 - 2

Select the Voice Mode & Reagister Select the Voice Mode & Register
(@) abways - Listening (AWwL) PO
() Push - To - Talk (PTT)
Half Duplex

< | > < | ¥

{’ ‘l Vangard Voic... |. L ‘@ |% .E_g |l ¥Yangard ¥oic... |. 4 |@ |%

Figure 144: VVTools - Click Register Mode Figure 145: VVTools - Done, Click Close
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GSW Mobile Client configuration for Vangard Voice AccuSpeech

GSW UTS Mobile clients support Vangard Voice Systems, Inc AccuSpeech® Mobile on Windows CE and
Windows Mobile Operating Systems. Support is enabled by simple GSW Windows Client configuration steps
described below. UTS and GSW Mobile client’s version 8.04 or higher is required for Vangard Voice
AccuSpeech support.

WINDOWS CE CONFIGURATION

When using Windows CE, you will navigate to the correct configuration screen, enable Vangard Voice support
and provide the path to the Vangard Voice AccuSpeech® Mobile XML file.

Step 1: Enable Vangard Voice AccuSpeech® Mobile support in the GSW mobile client for Windows CE
On the Windows CE device open the GSW Mobile Client and using the dropdown

select Session -> Settings.

GSW Mobile Client for Windows CE

File View Session Help File View - Help
Connect  Fb
Disconnect

Settings... F7

BH‘GSW Client ||‘={'= |@|% .‘['5||0~55w Client ||‘=ﬂ= |@|%

Figure 146: Open GSW Mobile Client for Win CE Figure 147: Select Settings to enable Vangard Voice support

Scroll right with arrows and you will see the Vangard Voice Tab. Check enable Vangard Voice
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GSW Mobile Client for Windows CE

Settings

Printing | Font | Wangard oice £

Enable Yangard Vaoice: [

Wangard YWoice XML File Path:

Configure Path...

F5d |°-55w Client |‘ R |@ |%

Figure 148: Vangard Voice tab on GSW Mobile Client for Win CE

Printing | Font | Wangard Woice £

Enable Vangard Voice: [V

YWangard Yoice XML File Path:

Configure Path... ‘

i |°(55w Client |‘ R |@ |%

Figure 149: Click the Checkbox to enable

Step 2: Configure the path to the Vangard Voice AccuSpeech® Mobile XML file

Click on Configure Path button.
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Browse to the folder where the Vangard Voice AccuSpeech® Mobile XML file is located, specified by Vangard

Voice installation. In the example below it is in the Program Files folder and named SamplApp . xml. Select
the file and click OK.

GSW Mobile Client for Windows CE

OK|[X OK|[x

Im e Lot | Wammard Woiro F Im e Coust | Wommard Woiro i
open ¥ 7 oK | x open ¥ oK | x
[3) \Program Files [3) \Program Files

Samplapp, s ml

L4 | ¥ L4 |
barne: | |

Marne: ISEII‘I‘IDLE-.DD.}{I'I'H |

Type: |‘Jangard Woice XML files (% Type: |‘ufar|gard Woice XML files (%

|055w Client |‘_;1.. |@|% i |°GSW Client |‘_u-_ |@|%

Figure 150: Navigate to the Vangard Voice XML file Figure 151: Select the file and click OK

Printing | Font | ‘angard Woice <
Enable Yangard voice [

YWangard Yoice XML File Path:

|HF'r|:|gram Files Sarnplapp, xmil |

. Configure Path... |

i |°GSW Client |‘ R |@ |%

Figure 152: Click OK again
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Be sure to save the GSW Mobile client configuration.

GSW Mobile Client for Windows CE

File View Session Help File View Session Help
=1 Mleny

[]u]= []u]=

Save F2 Save F2
Save As... Save As...

Configuration. .. FS Configuration. .. FS
Security... Security...

1 thomaz32-telnet. gswtc
2 stephen-telnet, gswic
3 stephen-telnet.gsw

4 WinSTest. gswtc

1 thomaz32-telnet. gswtc
2 stephen-telnet.gswic
3 stephen-telnet.gsw

4 WinSTest.gswtc

Exit Exit

Fod ||‘£= |@ |% i |°(55w Client

Figure 153: Be sure to save your GSW Windows Client Figure 154: Select “Save As”
configuration

|°(55w Client

2 ||

|Ei|E View Session ﬂelp|

[
Save As T ¥ 0K | %

(@) \Program F...\GSW_CInt

Marne: Idefault.uswtl: |

Type: |C|:|nr'|ecti|:|r| info (*.0swtc) s

||°GSW Client || gl <L |@ |%

Figure 155: Select GSW configuration file name, Click OK

The configuration is completed. Simply connect to the UTS and start talking!
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WINDOWS MOBILE CONFIGURATION

To enable Vangard Voice when using the GSW Windows Mobile Client is simply modifying a line in the GSW
Windows Mobile configuration file. This is accomplished by first copying the configuration file to a
workstation (PC) where editing is easier than on a device. Next, add the Vangard Voice Enabling configuration
line. This is done by setting the environment variable VVPath to the path of the Vangard Voice XML
configuration file. Then save the file and copy it back to the device.

Step 1: Make sure the GSW mobile client is not running
e (lose the client.

¢  On the Windows Mobile Device — Open Task Manager and stop the GSW Windows Client.

Step 2: Copy the GSW Windows Mobile client configuration file to a workstation.

On the Windows Mobile device open File Explorer and copy the GSW Mobile Client configuration file
(which has a . gswtc extension and identified by the Globe Icon) to a workstation (PC).

Step 3: Edit the file (in this example it is named default.gswtc) using an editor such as notepad.exe to
add the path to the Vangard Voice AccuSpeech Mobile XML file (that is located on the device)

The path to the Vangard Voice AccuSpeech Mobile XML file is added to the configuration file in the
Session Section identified by the word Session enclosed in square brackets is [Session].
Add the line anywhere in the [Session] section. The path is specified by Vangard Voice installation.

Use the syntax as follows:
Syntax :VVPath=<file path>

Example: VVPath=\SamplApp.xml
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GSW Mobile Client for Windows Mobile

;ifl File Explorer B default.gswtc - Notepad

File Edit Format View Help

My Documents - MName -

Session
default 3/13/13 bBZ28B \
efaul J137 Path=\SamplApp.xml

Host=161.134.194.116
Port=22

Copy the file to a workstation | | HBTime=30

for editing. AutoLogon=1
NTLMOverGSSAPI=0
PublickeyLogon=0
UseSSL3=0
UnicodeSession=1

. default 3/13/13 3528

Figure 157: Edit the GSW Mobile Client
configuration file.

Figure 156: Select the GSW Windows Mobile client
configuration file. Note the Globe Icon.

Copy the file back to the device to the appropriate folder on the device.
The configuration is completed.

Simply make a connection with the GSW Mobile client to the UTS and start talking.
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GSW Desktop Client configuration for Vangard Voice AccuSpeech
Configuration of the desktop client is easy and requires the addition of a command line parameter that specifies
the path to the Vangard Voice XML file. (Learn more about desktop client parameters on page 77)

Notes:
e The UTS and Desktop client version must be 8.04 or greater.

e Vangard Voice runtime must be installed and XML file must reside on the client machine.
Step 1: Open the desktop client batch file

Following is an example for specifying client command line parameters. The GS SSH2/ Telnet Client shortcut
invokes the batch file GS SClnt.bat (for Telnet) or GS SSSH.bat (for SSH) which in turn
launches the Geotgia SoftWorks SSH2/Telnet Client. The GS_SClnt.bat and GS_SSSH.bat files reside in the
GS_UTS installation directory. The contents of the batch files look as follows.

@echo off
:start

@if exist oncel.bat do call oncel.bat
@if exist oncel.bat do del oncel.bat

> @gs_clnt.exe

@if errorlevel 2 goto copy
@exit

:copy
@copy gs _clnt.new gs_clnt.exe > gsnull.txt

@if exist once2.bat do call once2.bat
Qif exist once2.bat do del once2.bat

@goto start

The line @gs_clnt.exe is the line that launches the Georgia SoftWorks Telnet Client. For SSH the
client name is gs_ssh.exe.

Step 2: Add the command line parameter and save the file
The Command Line Parameter used is:

Add the parameter —vxml file path

Where
v is the command line parameter to enable Vangard Voice AccuSpeech Mobile support for GSW
desktop clients

xml file path is full path to the Vangard Voice AccuSpeech XML file
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And thus the GS_SClnt.bat file will be modified as shown below adding the command line
parameters.

@echo off
:start

@if exist oncel.bat do call oncel.bat
@if exist oncel.bat do del oncel.bat

@gs_clnt.exe -v'"c:\Program Files\Vangard Voice\grammar\testGrammar.xml"
@if errorlevel 2 goto copy
@exit

:copy
@copy gs clnt.new gs clnt.exe > gsnull.txt

@if exist once2.bat do call once2.bat
@if exist once2.bat do del once2.bat

@goto start

Save the file and desktop client configuration is complete.

315



GEORGIA SOFTWORKS AUGUST 13, 2020

SAPConsole with the Georgia SoftWorks Telnet/SSH Server

SSH2/Telnet Connectivity for SAPConsole is not just a Good solution it is the Best Solution!

The speed and efficient bandwidth utilization for telnet/SSH connectivity to Windows cannot be beat!
If SAPConsole and SSH2/Telnet Connectivity ate important to your business then your only choice is
the Georgia SoftWorks SSH2/Telnet Server.

The Georgia SoftWorks SSH2/Telnet Server IS the Industrial Grade SSH2/Telnet Setver for your
SAPConsole RF Application.

The reliability, consistency, performance and features of the GSW SSH2/Telnet Server are unequaled and
requirements for today’s commercial RF Applications.

Works great out the box with SAPConsole
Use the 3* SSH2/Telnet Client for your hardware
If you have Windows Pocket PC 2003 devices then you can use the GSW SSH2/Telnet Client for
Pocket PC 2003 class machines.
Easy to install
The Georgia SoftWorks Industrial Grade SSH2/Telnet Server for Windows is installed on every

continent on the planet (..except Antarctica©)

You can also obtain the GSW Telnet/SSH Server from SAP/SAPConsole Experts who can assist with
your decision process. See our web site for more information.

This special section contains information on:

Using the GSW SSH2/Telnet client for Pocket PC 2003, Windows Mobile class devices (Page 32).
How to Print Labels on a Portable Printer using SAPConsole (Page 323 )

How to automatically launch SAPConsole from a SSH2/Telnet Session (Page 321 )

SAPConsole and the Georgia SoftWorks Rocket Terminal Engine. (Page 330)

SAP User Name displayed when using gs_admin. (Page 322)

SAP Special Bell Processing when used with SAPConsole (page 280)
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SAPConsole with the GSW Pocket PC 2003 SSH2/Telnet Client
Configuration Steps for the GSW Pocket PC 2003 SSH2/Telnet Client.

If you are using the GSW SSH2/Telnet Client for Pocket PC 2003, Windows Mobile class machines then
the following configuration steps may be helpful. Installation of the GSW SSH2/Telnet Client on Pocket
PC 2003 class is described on page 33 ..

1. On the Pocket PC device select one of the following depending on the class of device.

For Pocket PC 2003: Start |Programs |GSW SSH2/Telnet
This selection will launch the Georgia SoftWorks SSH2/Telnet client.

2. When your run the Georgia SoftWorks SSH2/Telnet client you will be prompted for the
connection info as on the picture left below:

Host: Encryption: [Mo encryption =]

Fort: Use 5oL w3 [

User:

Passwiord:

Heartbeat intervat

Autormatic logor: D

Unicode session:

Darnain:

Options... || Cancel

Figure 158: SAPConsole - PPC 2003 Configuration. Host Prompt Figure 159: SAPConsole - PPC 2003 Configuration - Options Screen

3. Click the Options button to verify the connection options.
4. Press the OK button to leave the Options screen.

5. Press the OK button again to accept the connection info and connect to the server.
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6. Wait for the Georgia SoftWorks SSH2/Telnet Client to connect to the server.

You should see the SAP logon screen similar to one on the picture below left.

Client
Password

Language it i ] Save changes ko
: SAPChz, gswkc?

ift] z[x[c[v|b]n]m],]. ] TR ™
tlai] " (1] e | appUninitApplication() completed (1620 |

ew Yiew Tools Session Ry E|‘ i
0 4 =

Figure 160: SAPConsole - PPC 2003 Configuration. Logon Screen Figure 161: SAPConsole - PPC 2003 Configuration - Save Changes

....Continued on next page
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7. Use SAP.

Below is an example of the GSW SSH2/Telnet Client for Pocket PC 2003/Windows Mobile
class devices. Notice that the function keys are available as well as proper placement of the

text and fields.

Figure 162: SAP - GSW SSH2/Telnet Client for PPC 2003 - Function Keys

8. Quit SAP application.

@ &P i 517 O

SLoc
Inventory Document
Recount Yersion

Count Date
B2-18.28084

[F2-Clr1]
[F4-Mxt]

Session started 16x20
F1F2[F3Fa

[1]2]3]

[,

+ek]alo]

{tshifc] s [0

co [ alk]
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9. The GSW Pocket Windows Mobile SSH2/Telnet Client will prompt you to save your
connection settings so you will not need to reenter them for the next connection. See picture
on the right above.

10. Click the “Yes’ button.

11. You will be prompted to select the file name

@ All Folders ~
SAPCNnx1.gswic

Save As

Marne: |SﬁPCnxﬂ

Folder: |Elusiness v|

Type: |C0nnecti0n infio (*.gswtc) v|

| Location: [Main memoary -|

OK || Cancel |

[6]7[8[9]0].
ty[ulifolp[I]]

MNew message 25480 |
| New Tools b

Figure 163: SAPConsole - PPC 2003 Configuration File Name Prompt Figure 164: SAPConsole - PPC 2003 Select Configuration Prompt

12. Next time you use the GSW Pocket PC 2003/Windows Mobile SSH2/Telnet Client you will
be presented with the screen like the figure on the right above.

13. Simply click on the connection info file and you will get connected.
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How to Automatically Launch SAPConsole from A SSH2/Telnet Session

In most instances you will want SAPConsole to automatically launch when the SSH2/Telnet session is
connected. This is easily done via the GSW Logon Scripts#.

For SAPConsole 64-bit:
c:
cd “\Program Files\SAP\Console”
sapcnsl
For SAPConsole 32-bit:
mode con: lines=16 cols=20
c:
cd “\Program Files (x86)\SAP\Console”

sapcnsl

If your screen size is not 16x20 then adjust the mode statement to correspond to your screen size.

40 Detailed information on logon scripts can be found on page 205
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SAP User Name displayed in GSW Session Administrator.

When using the GSW Rocket Engine (version 1.39.0002 or later), the SAP User Name will be displayed in
addition to the Windows user name when using the GSW Session Administrator.

Windows User Name: 1uke

SAP User Name: 1batko

¢+ Shortcut to 55_Admin.exe
es5510Nn roadcast

User Name Logon Time Pro ID. Monitor ID IP

uke/lbatko 07/17 11:18 3852 [} 192.168.0.2

Georgia Softhorks

Figure 165: SAP User Name displayed in GSW Session Administrator
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Mobile Device Printing with SAPConsole

One of the limitations of using SAPConsole is an ability to utilize local printers attached to an RF
device. Georgia SoftWorks provides a native method of printing to serial (or tethered) printers. Using
SAPConsole and the Georgia SoftWorks SSH2/Telnet Server, printing to tethered printers from R/3
becomes possible.

Some important aspects of this solution include:

e No special software is required on the RF device. Most RF emulation clients already support pass
though printing.

e No special softwate is added to SAPConsole or R/3.
e This solution only works with the Georgia SoftWorks SSH2/Telnet Setver.
e To utilize mobile printing, a user must have the same username for R/3 andSSH2/Telnet .

e The SSH2/Telnet Server can support each user type, mobile printing and non-printing clients. A
different server is not required for RF users that do not require mobile printing.

e Mobile printers are seen by R/3, but are not controlled by R/3 (e.g. offline, paper out, etc.)

e The SAP printing application SAPLPD is required, and should be configured to run as a service
on the SAPConsole machine.

e The capability to design labels and the R/3 business logic to print the labels are not patt of this
particular solution.

e Alllabels are created using sapscript (or 3rd party software that integrates with sapscript).
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SAPConsole Mobile Printing Components

RF Device | RS-232—— Printer
802.11
Windows SAP R/3
NT/XP/2000/3

e SAPScript

* SAPConsole * RI/3 Printing

o GSW SSH/Telnet Server

Access
Point * SAPLPD

@ ‘rEtherum [ ‘}

1. SAPConsole
Standard SAPConsole installed from SAPGUI CD.

2. Georgia SoftWorks SSH2/Telnet Server
e  Configured for local printing.

3. SAPLPD
e A known method of printing to local client printers that is supported by R/3. SAPLPD is installed by default
with SAPGUI on SAPConsole machine.

4. Sapscript
o All labels printed on a tethered printer are in fact, a sapscript form. Newer methods, such using BAR-ONE
for R/3 from Zebra, allow WYSIWYG label designs to be uploaded into a sapscript form. Creating labels
this way does not require learning the printer’s command language.

5. R/3 Printing
e  Utilizes standard R/3 printing capabilities. All setup is completed in transaction SPAD. To R/3, a tethered
printer appears like a local printer attached to the SAPConsole machine.
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Configuration Details

Steps To Configuration

1. Install and Configure Georgia SoftWorks SSH2/Telnet Server
2. Configure SSH2/Telnet Server for Mobile printing
3. Configure each SAPConsole user for local printing
4. Install and configure SAPLDP on SAPConsole machine
5. Configure mobile printers in R/3

6. Modify RF device configuration to allow printing
7. Create sapscript form containing barcode label for mobile printer

8. Determine or create R/3 printing logic. (e.g. an R/3 transaction to print label using the proper sapscript form)
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Install and Configure Georgia SoftWorks SSH2/Telnet Server

1. Install SSH2/Telnet Server as per instructions in the User’s Guide. There are no special installation options for mobile
printing.

2. Create a Windows account for each user that will utilize mobile printing. The username MUST match the user’s SAP
R/3 login name.

3. Create “script” subdirectory (e.g. C:\GS_UTS\script\rfuser for user rfuser) and create the k_start.bat (login script) file
for each user

Configure SSH2/Telnet Server for Mobile printing
1. Create a “virtual printer” on the SAPConsole machine.

In creating a “Virtual Printer” (or local mobile printer) the key information are the Printer Name, the Share Name and the
Port. The following steps are required to setup the printer:

e Click the Start button at the bottom left corner of your screen.

e  Select Settings then printers.

Double click on Add Printer. (The add printer window opens).

Select My Computer and Click on Next

Select the Iptl port. Do NOT enable print pooling. Click Next.

From the Manufactures list select Generic

From the Printers select Generic/Text Only. Click Next

Name your printer GwtnPrinterl. NOTE: This name is required. Click Next

Select Shared and name the printer GwtnPrinterSharel. NOTE: This name is required. Click Next

After the printer is created, double click on the printer icon.

Pause the printer by selecting the menu item Printer and selecting Pause Printer. This printer must remain
paused at all times. This printer cannot be used by any other service except Georgia SoftWorks Telnet/SSH
Server.

Configure each SAPConsole user for local printing

1. Add the following line to each login script (k_start.bat) file for each user requiring mobile printing:
set GWTN_LOCAL_PRINT_METHOD=SAP
Install and configure SAPLDP on SAPConsole machine

5. SAPLPD is installed automatically when SAPGUI is installed. If it is not already on the SAPConsole machine, it must
be installed.

6. Using instsrv.exe and svrany.exe utilities from Windows resource kit configure SAPLPD to run as a service. Two
steps are required to run saplpd as a service.

a. The syntax for using these utilities is as follows:
instsrv saplpd.exe c:\path\srvany.exe

Note: the instsrv.exe and saplpd.exe should be in the current directory.
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7. Add aregistry key. In registry key HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SAPLPD
create a new sub-key named Parameters. In the Parameters key, create a new entry name Application. The value of
this field is the part to the saplpd.exe file (e.g. c:\sappc\saplpd.exe).

saplpd Properties (Local Computer) EE

General | Log Dnl Hecover_l,ll Dependenciesl

Service name: zaplpd

Dizplay name:

Description: SAPLPD Front-end Printing Interface

Path to executable:
o zaplpdharvany. exne

Startup type: Automatic j

Service statuz Started

Start | Stop | Palize Fesume |

You cah specify the start parameters that apply when pou start the service
from here,

Start parameters: I

] I Cancel Apply

Figure 166: SAPLPD service, properties dialog window
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Configure mobile printers in R/3

If all the users use the same printer only one mobile printer needs to be created in R/3. If multiple printers are desired, each
printer should use the same “host spool access method” and “destination host” values specified below.

1. Create the mobile printer in R/3 using transaction SPAD

e The device type should be ASCIIPRI or other device type for the particular printer being used.

e  The “Host spool access method” is set to “Print using SAP protocol” (type S).

e The “Destination host” is set to the machine running the Georgia SoftWorks SSH2/Telnet Server (This can
be network name or IP address). Note: SAPLPD will need to be running on the host, or the SPAD transaction
may not allow creation of the printer.

e  Set the “Host printer” to GwtnPrinterl
e Leave all other fields as the default. Do not select cover page or specify tray information

Output device G5_Tnet Shart hame G5

DeviceAttributes ~ HostSpoolAccMethod | Outputattibutes | Trayinfo |

Host spool access rmethod S: Print using SAP pratocal £l
Host printer GwtnPrinteri
Destination host 19.1.2.33

Status confirmation via polling
Do not query host spooler for output status

Figure 167: Sample SPAD transaction screen

Modify RF device configuration to allow printing
Each RF device and terminal emulation client has its own configuration to allow printing. Some devices allow more
control over printers. For this application, the printer should be “dumb” and the RF device should not intercept or interpret
any control characters. Lastly, the serial port parameters must be configured to match the printer’s settings.

Create sapscript form containing barcode label for mobile printer

Create SAPScript form for label(s). Either manually or with BAR-ONE for R/3, create sapscript form(s) that represent
labels to be printed on mobile printers.
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Determine or create R/3 printing logic

This section varies and is left up to each individual organization. At a basic level, a SAPConsole transaction outputs data
to a mobile printer defined in R/3. This can be accomplished with or without sapscript.
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SAPConsole and the GSW Rocket Terminal Engine.

Maximize your SAPConsole and GSW SSH2/Telnet Server performance while adding important
features by obtaining the Georgia SoftWorks Rocket Terminal Engine.

What is the GSW Rocket Terminal Engine?

Apnswer.  The Rocket Terminal Engine is a HIGH-Performance replacement for the
SAPConsole VTIO Terminal Engine.

Why do I need a replacement?
Apnswer.  Performance, Savings and Features

Sounds like Sales Talk?
Answer. The benefits are truly outstanding!

Performance:
Very Large number of sessions with expected performance.
Reduce the number of systems required for your application
Enable Application where not possible before

Savings:
Save the price of extra computer(s) hardware.
Save the price of extra computer(s) software
Save the continuing maintenance cost of hardware and software

Powerful and Useful Features such as:
Adjusted Logon Screen Size
Adjusted Logoff screen size
Configurable screen size
Capability to adjust the “Off Screen Fields” back on to the screen

Flexible translation of screen attributes with powerful new options not available in the
SAPConsole VTIO Terminal Engine.
Full Support of SAPConsole Profiles

Contact Georgia SoftWorks for more information on the Rocket Terminal
Engine!

Contact GSW Sales

Or call
Tel: 706.265.1018
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Environment Variables Set by the User

Many environment variables exist for the user’s convenience. They are available to use in local and global login
scripts to set defaults to eliminate prompting as well as setting values for special uses. The details are described it
the appropriate section in the User’s Guide however we have included a quick reference list here.

gwtn_backspace_on_delete — Specifies if the delete key performs a backspace action (page 185).
gwtn_color - Sets Color or Monochrome presentation for 3" party clients (page 170).
gwtn_create_profile — Specifies if a user specific registry hive will be created (page 247).
gwtn_clnt_no_x — Specifies if the GSW Desktop clients display the %’ in the top-right corner (page 86 ).
gwtn_ctrl_c_mode - Sets <control-c> behavior (page 164).

gwtn_enable_pseudoconsole—Enables/Disables the “new” Microsoft pseudoconsole.
(Global or Per User) (page 178).

gwtn_enable_send_screen_size_to_3rd_party — Enables/Disables sending screen size to 3 party clients
(Global or Per User) (page 177).

gwtn_enable_session_log — Enables/Disables long format session logging (Global or Per User) (page 216).

gwtn_enable_3rd_party_config strings — FEnables/Disables GSW ConnectBot Device and Client
information strings (Global or Per User) (page 385).

gwtn_enable_3rd_party_mouse — Enables/Disables support for 3rdparty mouse operation (Global or Per
User) (page 388).

gwtn_encrypt_session — Activates Data Stream Encryption for the session (Global or Per User) (page 93).
gwtn_ff in_passthrough — Enables/Disables the trailing form feed in pass-through printing (page 241)
gwtn_graphics - Sets the graphics mode for 3" party clients (page 168).

gwtn_home_dir — Selects the home directory that the User will be deposited into upon connection (page 299).
gwtn_inactivity_timeout — User defined inactivity timeout (page 153).

gwtn_job_control — Specifies to automatically terminate all child processes when a session ends (page 162).
gwtn_log char_xlat — Log International character translation of UTS-8, GB2312, and Big5 (page 217).

gwtn_local_print_poll_interval — Specifies the poll interval with which the gs_agent polls the GwtnPrinterx
print queues. Values range from 1 to 10 seconds where the default is 5 seconds. (page 301 )

gwtn_local print_cmdx - Indicates the printing command/index used by the Open Print Method (page 236).

gwtn_local_print_method - Indicated the True Client-Side Printing method chosen (page 220).
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gwtn_pp_print_buffer_size — Specifies the print data buffer size for passthrough printing. (page 242).
gwtn_reconnect - Enable Session Saver (page 149).

gwtn_reconnect_timeout - Specifies how long a session will exist in minutes before Graceful Termination
will initiate when it is enabled (page 151).

gwtn_serverside_heartbeat — User defined server-side heartbeat for 3* party clients (page 155).

gwtn_show_console_title — Displays application title on the Georgia SoftWorks SSH2/Telnet Client
Window (page 85).

gwtn_term - Sets terminal emulation for 3 party clients (page 166).
gwtn_tcpwindowsize - Sets the TCP Receive Window Size (page 240).
gwtn_ts_enable_recovery - Sets Team Service Recovery override (page 138).
gwtn_ts_enable_share - Sets the Team Service Share override (page 141).
gwtn_ts_enable_swap - Sets the Team Service Swap override (page 140).
gwtn_ts_enable_transfer - Sets the Team Service Transfer override (page 139).
gwtn_ts_hotkey - Sets the HotKey to enter Team Services (page 143).

gwtn_two_cells_per_uc — Specifies if characters that occupy two-character cells in MS Windows command
prompt will occupy two-character cells in 3 party clients (page 1806).

Ira_termination - Define the termination string that is sent to an application upon detected failures (page 158).
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Environment Variables Set by the Telnet/'SSH Server

Many environment vatiables ate set by the SSH2/Telnet server and ate available to the User or Programmer.
gwtn_agntpid - Process id of the Agent Process handling the user session.

gwtn_answerback — Answerback text passed from the GSW Client (page 87).

gwtn_client_ip - IP address of the client computer/device.

gwtncl_clnt_side_ip — Client’s IP address as seen by the client’s device.

gwtncl_var_name — Where var_name is the name of the variable. GSW ConnectBot for Android Device and
Client information strings (pages 175, 385).

gwtncl_hal_uuid — Hardware Abstraction Layer Universally Unique identifier. No two devices will have the
same gwtncl_hal_uuid.

gwtn_client_mac — MAC (Media Access Control) address of the client computer/device.

gwtn_gsclnt — Set to 1 or 0 depending if a GSW or 3" Party client is connected. If GSW then the value is 1
otherwise the value is 0

gwtn_hsocket - Socket handle of client session
gwtn_server_port —SSH2/Telnet Port associated with the session (page 284 )
gwtn_tty - The Georgia SoftWorks SSH2/Telnet Server creates a tty name on a per session basis (page 281).

gsw_uts_root - The installation path for the GSW UTS.
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Registry Variables

Many registry variables exist for provisioning the system. Registry variables are an excellent method for the
system administrator to configure software as to utilize already learned skills by the system administrator. There
is no need to learn yet another interface to provision the software. Here is a list of the registry variables and a
brief description of their use. Please see the appropriate section in the User’s Guide for complete descriptions.

Almost all Registry values used by the Georgia SoftWorks SSH2/Telnet Setver for Windows ate stored in the
following Registry path. If the registry path is different it will be noted. For SSH Specific Registry settings please
see the GSW SSH Server User’s Guide.

. HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters

ActivityLogFileLength - Set the Session Activity Log File Size — For use by GSW Tech Support (page 214).
AgentLogFileLength - Set the Event Log File Size (page 215).

AllowTelnetWithSSH — UTS Protocol selection (page 258)

AltPrefix - Configure a different Alt Prefix (page 172)

BellX - column of the bell character, initialized to Oxftfftttf, which makes it inactive (page 279).

BellY - row of the bell character, initialized to Oxf £ £ £ £ £ £ £, which makes it inactive .

BellChar - value of the bell character, initialized to 0x87 (page 279)
BellCnt — number of times the bell will sound, initialized to 0x01 (page 279 ).

CIntChkTimeout - Server-Side Heartbeat. Set the frequency in seconds which to poll the 3 party client for
presence (page 154).

Domain - Set the default Domain for 3* Party Clients. This is used to eliminate the prompting for the domain
(page 282).

dwLogonTimeout — The maximum time a client is allowed to complete authentication.
Enable3rdPartyCursotSize— Allows applications to control Windows Cursor Size for 3" party clients.
EnableEncryption — Enables the ability to activate Data Stream Encryption (page 94).
EnableRFC854Clients - Allows/Disallows connection from 3" Party Clients. (page 100)
EnableNAWS — Enables Negotiate about Windows Size telnet option (page 175).

EnablePseudoconsole — For Windows systems with Windows Terminal installed. Enables Pseudoconsole.
Data: 0 is disabled, 1 is enabled. Defaultis disabled. (page 178)

EnableSendScreenSize To3rdParty— Allows applications to send the screen size to 3 party clients. Data: 0 is
disabled, 1 is enabled. Default is Enabled. (page 177)
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ESCDelay - Determine how long to wait for the next character after an escape is received to consider is part of
the escape sequence (page 174).

InactivityTimout - Server-Side Inactivity Timer. Set the time in seconds that defines the maximum allowed
inactivity period (page 153).

LogonInactivityTimeout — Specifies how long a telnet session will wait for a user to provide credentials
before the session is disconnected. The value is in seconds and the default is 150.

LsnOnLoopbackOnly — UTS Protocol selection (page 258)

Max3rdPartyLogonAttempts — Specifies the maximum number of Telnet logon attempts before the session
is disconnected. The default is 3.

MaxHeartBeatDelay — Adjusts time interval that the server will wait for the GSW client heartbeat (page 157).
MaxSessions — Limit the total number of sessions for the SSH2/Telnet setver (page 101)

Path — Contains the installation path of the UTS. Please note the registry path below.

. HKEY LOCAL MACHINE\SOFTWARE\Georgia SoftWorks\Georgia SoftWorks UTS

Protocol — Defines the Telnet IP protocol (page 256)
RefreshChar - Defines a character that refreshes the screen. The default is Ox12 (page 250)

RequireEncryptedSession - Restricts connection to only encrypted sessions (page 107)

szProtocol — Defines the SSH IP protocol (page 257)

TSEnableRecovery - Enables/disables Team Services Recovery (page 138)

TSEnableShare - Enables/disables Team Setvices Share (page 141)

TSEnableSwap - Enables/disables Team Services Swap (page 140)

TSEnableTransfer - Enables/disables Team Services Transfer (page 139)

TSLeftJustify - Enables/disables Left Justification for Team Services dialogs / text (page 142)
TSHotKeyCitrl - Enables/disables requirement for CTRL KEY Team Setrvices Menu (page 143)
TSHotKeyVK - Defines the virtual key code for the Team Services Menu (page 143)

UseGSW_SSHD — UTS Protocol selection (page 258)

Version — Contains the version of the UTS. Please note the registry path below.

. HKEY LOCAL MACHINE\SOFTWARE\Georgia SoftWorks\Georgia SoftWorks UTS
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Configuration Text Files used by the SSH2/Telnet Server
The Geotgia SoftWorks SSH2/Telnet server utilizes several ASCII text files for configuration.

banner.txt — Contains text to display to client before the logon prompt (page 260).
colormap.txt — Defines color to monochrome mappings (page 171).

gs_auto.txt — Automatic logon Pre-configuration file for GSW Client (page 111).
gs_ip_rt.txt — IP Based Login Scripting file (page 220).

gs_ipenc.txt — Encryption based of IP address scripting file (page 96).

GS_SCInt.bat — Batch file that launches the GSW SSH2/Telnet Client (page 80).
gs_sssh.bat — Batch file that launches the GSW SSH Client (page 80).

gs_color.txt — Specifies colors to re-map (page 181).

gs_lIb.txt — Specifies the IP Addresses of your load balancers. See text file for more detail.
gsw_ldef.txt - Specifies events that maintained in the log file (page 212).

gs_logon.txt — Automatic logon Pre-configuration file for 3 party clients (page 183).
gs_tinit.txt — Initialization characters to send to 3" party client. (page 184).

gs_xchar.txt — Character translations definitions when sent to terminal/display (page 183).
thosts — Restrict Access based on IP address (page 98).

gs_1_usr.txt — Limit the number of connections by specific User ID (page 102).
gs_l_ip.txt — Limit the number of Connections from specific IP Addresses (page 104).

tsgroups.txt — Configure Strict Teams for Team Services (page 134).
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GSW UTS Configuration Tool

Georgia SoftWorks is pleased to introduce the GSW UTS Configuration Tool. The GSW Configuration Tool
provides the user with a Graphical User Interface that is:

Intuitive

Windows Explorer style tree view allowing you to navigate to the object of interest

Familiar to use operations such as copy/paste/rename/delete/export/import are applied to
configurations on user or system basis

Easy to identify icons, color and shape coordinated to easy identification

Time Saving

Powerful

Create new user configurations by copy/paste

Create default configurations for objects

Quickly view the configuration summary data

Minimizes configuration errors

Flexible and enhances organization

Incredible granularity for configuration settings

Provides templates for storing configurations (Global System and Per User)
Import/Export of configurations

Visualize Domain, Domain user, Local User

Administrators have the ability to create multiple configuration templates, providing quick
configuration implementation as well as consistency.
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Overview

Configuration of the UTS is primarily composed of scripts, registry variables, environment variables, text files
and operating system configuration.

The GSW Configuration Tool allows the use of a graphical user interface to set configuration parameters that
reside in the registry in addition to creation of folders, scripts and the modification of UTS environment
variables. Additionally, the GSW Configuration Tool provides access to text file configurations via notepad.exe.

The UTS Configuration Tool is organized based on either Global or Per Session configuration items.

Global — per system configuration modifies the registry variables or allows editing of text files used for
provisioning the UTS. These text files and registry variables are configuration items that are UTS wide
in nature and apply to all UTS Users.

User — per session configuration sets environment variables or allows editing of text files used for
provision the UTS on a per session basis.

Both Global and User configurations provide the capability to create templates. Templates allow the
administrator to create configurations and store with names of their choosing. The administrator may want
certain configurations for specific locations, departments, users or circumstances. Templates allow the
administrator to create and save the various configurations. The saved configuration can simply be copied to
the Global Active Configuration (in the per system case) or to the specific User configuration (in the Per User
case) when needed. There is no need to reconfigure from scratch or remember all the details each time.

Default configurations can be applied to
e All Users (All Domains, Domain Names, Local Users)
e All Domains
e All Users in a Domain Name

e All Local Users

The administrator can define a default configuration at none, some or all of the objects listed above. If a
configuration does not exist for a specific user then the “configuration tree” is traversed to determine if a
default configuration exists. The administrator can set a few default configurations for most users and then have
specific configurations for specific cases. This minimizes the configuration required and ensures that the proper
configuration is used.
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Launch the GSW Configuration Tool

From the Start Button, select the Georgia SoftWorks UTS and then select the GSW Configuration Tool.

The initial display will be similar to the figure below.

GUIVersion Number

/

© W UTS Comguantion Ve 1000040

o L4 UTS Configurwtion s UTS Contigurstion

GSW GUI Configuration -
The GSW GUT Configuration toed perrvinbes & st sl sty 19 sow inderfnce fox (he consguration of the

Click to Expand

Global and\ 1|~ ¢ Uxmr
Per User b
Configurations ‘

are Displayed i i Basomseira s

TiPs

Figure 168: Initial Configuration Screen

Navigating is intuitive and similar to Windows Explorer. Use the mouse and click on the “+’ to expand items
and the -’ to collapse them.

Global or User objects are displayed on the left pane and context appropriate configuration, status or
description is displayed on the right pane.

As you expand items you will notice a variety of icons that are associated with configurable objects from either
an organizational or directly configurable viewpoint.
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UTS Configuration Tool ICONS
The following table lists each icon and a brief description.

ICON DCA* | DESCRIPTION
ST . :
1 %«: 3 Georgia SoftWorks UTS Configuration Tool — tree root.
2 @ Global — per system UTS Configuration Settings.
‘ This icon represents the Active System Configuration for the UTS. Expand to see
3 -0 configurations (property pages®?) for the Active Configuration.
This icon represents all the UTS System Templates. Expand to see all the individual
4 -, System Templates.
This icon represents a specific UTS System Template. The template name is displayed
5 [.® ] to the right of the icon and the template configuration items (property pages) are
available by expanding the object.
6 Configuration Page — (property pages). A configuration object may have several
property pages. Property pages may have property pages too.
7 £e " User — per ion configuration
‘ m er — per session configuration.
8 A A Represents ALL users in all domains.
g ‘ Represents ALL users in the specific domain name. Domain name is displayed to right
‘ of the icon.
10 m A specific User within a specific domain. Expand to see property pages.
- - This icon represents ALL Local Users. Expand to see configurations for each specific
1 . n local user.
This icon represents a specific local user. The user name is displayed to the right of the
12 m icon and the specific user configuration is available by expanding the object.
13 & This icon represents the default configuration associated with the parent object.
14 P Eilrllsﬁ icon represents ALL IP Address/Range based User Configurations. Expand to see
gurations for each specific IP Address/Range.
The dark IP icon represents a specific IP address/Range based User Configuration. The
: name of the IP Address/Range configuration is displayed to the right of the icon and the
1 1P specific IP Address user configuration property pages are available by expanding the
object.
This icon represents ALL Grandfathered Users. Expand to see configurations for each
16 ‘ specific local user.
This icon represents a specific Grandfathered User. The user name is displayed to the
o [V ] right of the icon. Expand to see property pages.
- This icon represents User Templates. Expand to see configurations for each specific
18 i user template.
This icon represents a specific User Template. The template name is displayed to the
19 (" right of the icon and the template configuration is available by expanding the object.

41 DCA — Default Configuration Allowed. Items in this column may have a default configuration that applies to all child objects. If a default
configuration is defined, the then black circle with the white check is overlaid in the right corner of the icon.

42 A Property Page is a screen that allows the administrator to view/edit the configuration (propetties) of an item.
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GSW UTS Configuration Tool Right Click Operations

Navigation within the UTS Configuration Tool offers time saving right-click operations. Different objects have
different operations available. Some operations are only available at appropriate times. For example, if an object
has a paste operation, it will only be available if a copy has first been performed.

The table below lists the Right Click operations available for Global — per system configuration.

ICON

Copy

Paste

Rename

Delete

Export Import

New

Add
Domain

Add
User

Create Default
Configuration

Contain
Property
Pages

S
1 e%_d’

GSW GUI
Root

2 Global
Configuration
Root

®

Active

Global
Configuration

All Global
Templates

N

Global
Template

&

N

£k

Property
Page

&

RIS || %

Table 56: UTS Configuration Tool — Global Configuration Right Click Operations
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User - per session - Right Click Operations

ICON

Copy

Paste

Rename

Delete

Export

Import

New

Add
Domain

Add
User

Create Default
Configuration

Contain
Property
Pages

T

User - per
session

&

All Domains

&

S
A

Specific
Domain

10

Domain
User

N

11

All Local
Users

12

(v

Local User

N

N

N

13

Default
Configuration

N

14

iP

All IP
Address
/Ranges

15

iP
IP Address
/Range

R Q| %]« [¢% (%

R IR €%

16

All
Grandfathered

Users

17

Grandfathered
User

N

18

All User
Templates

N

19

¥ : W h
User
Template

&

£

Property
Page

&

R ]¢% %

Table 57 - UTS Configuration Tool — User Configuration Right Click Operations
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Configuration Tool Tree View Hierarchy

The root of the UTS Configuration tool is identified below in Figure 169

=-£_4 UTS Configuration
@ Global — per system

- -
H-igh User — per session

Figure 169: UTS Configuration Tool - Root Figure 170: Root Expanded

When expanded the configuration objects for Global and User — per session are displayed as show in Figure

170

UTS Configuration Tool - Root

ST
{i—:{;& Georgia SoftWorks UTS Configuration T'ool —root.
GSW GUI

Root

This is the GSW UTS Configuration Tool root.

Click ‘4’ to expand to see the Global per system and User — per session objects.
Click > to collapse

Right Click Operation: None

Property Pages: None
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Global - per system

Global Global — per system UTS Configuration Settings.

Configuration
Root

This is the root of the Global — per system UTS configuration object.

Click ‘4’ to expand to see the Active Configuration and the UTS System Templates objects as shown in Figure
171.

El--f;:i UTS Configuration

El@ Global — per system

[#1-4 % Active Configuration
_ UTS System Templates (1)
E U=zer  — per session

Figure 171: Global - per system expanded
Click * to collapse
Right Click Operation: None

Property Pages: None
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ACTIVE CONFIGURATION

L®]
o This icon represents the Active System Configuration for the UTS. Expand to see
éft'g’el configurations (property pages) for the Active Configuration.
oba
Configuration

This is the Active (live) configuration being used for the UTS.

Click ‘4’ to expand to see the configuration (property pages) for the Active Configuration as shown in Figure
172.

SR UTS Configuration

E@l Global — per system
4= Active Configuration

..... % Automatic Logen

G- % Security

----- % Failure Detection/Recovery
G- % Power Features

- % Emulations

..... & Bell Control
----- & Protocols
- UTS System Templates (1)
EEI--% OUser  — per session

Figure 172: Active Configuration Expanded
Click -’ to collapse

Right Click Operation:

Add Add Create Default | Contain Property

Copy Paste | Rename Delete | Export | Import | New Domain User | Configuration Pages

Ac{i\)e Qip Qﬁ? Q;? Qy
Global
Configuration

Copy:  The Active configuration can be copied and pasted to a UTS System Template.

Paste: A copied UTS System Template can be pasted over the Active Configuration. All contents of the
Active Configuration are replaced.

Export: The Active configuration can be exported to XML format file. This is useful for backing up the
Active configuration or deployment to additional servers.

Import: The Active configuration can be imported from a saved XML file. This is useful for restoring the
Active configuration or for deploying additional servers.
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UTS System Templates Configuration Root

This icon represents all the UTS System Templates. Expand to see all the individual

All Global System Templates.
Templates

This is the root for the UTS System Templates

Click ‘4’ to expand to see each system template defined. In the example below (Figure 173) there are two
templates defined. One named atlanta master and the otheris london master.

=-£_% UTS Configuration

E@I Global - per system

42 Active Configuration
= UTS Systern Templates (2)

» - atlanta_master
{ - = london_master
g OUser - per =session

Figure 173: UTS System Templates - Expanded

Click -’ to collapse

Right Click Operation:
Contain
Add Add | Create Default
Copy | Paste | Rename | Delete | Export | Import | New Domain | User | Configuration g;(;[égrty

;iféi;bal L 4 &

Templates

Paste: A copied UTS System Template or Active Configuration can be pasted creating a new UTS System
Template.

Import: A xml format file containing a Global — per system configuration can be imported creating a new
UTS System Template.
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UTS System Template

Global

Template

This icon represents a UTS System Template. The template name is displayed to the
right of the icon.

This is the root for a specific UTS System Template.

Click ‘4’ to expand to see the property pages for the UTS System Template as show in Figure 174.

iy

H

Eg..g O=er

=-£_% UTS Configuration

E@I Global - per systemn

= Active Configuration

UTS System Templates (2)

Automatic Logon

Security

atlanta_master

Failure Detection/Recovery

Power Features

Emulations
Bell Control

Protoco

ls

london_master

— pETr =ession

Figure 174: Specific System Template Expanded

Click “* to collapse

Right Click Operation:

Copy

Paste

Rename

Delete

Export

Import

New

Add
Domain

Add
User

Create Default
Configuration

Contain Property
Pages

Global
Template

&

&

&

&

&

&

&

Copy:

Configuration.

Paste:

Template. All contents of the System Template are replaced.

Rename: Change the name of a UTS System Template.

Delete: Remove the UTS System Template.

The UTS System Template can be copied and pasted to a UTS System Template or Active

A copied UTS System Template or Active Configuration can be pasted over the UTS System
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Export: The UTS System Template can be exported to XML format file. This is useful for backing up the
UTS System Template configuration or deployment to additional servers.

Import: The UTS System Template can be imported from a saved XML file. This is useful for restoring the
UTS System Template configuration or for deploying additional servers.
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User - per session
User — Per Session configurations are configurations that can apply to a session. The logon script is the
fundamental requirement for a User — per session configuration.

"

- User — per session configuration
User Per

Session

-~
-t User — per session configuration with a default configuration defined.

This is the root of the User — per session configuration object.

Folder: [UTS Installation Folder]\scripts

Click ‘4’ to expand to see the Domains, Local Users, IP Address/Range, Grandfathered Users, User Template
objects and default User configuration (if it exists).

=45 UTS Configuration
G-@ Global — per system
E‘E O=er - per session

(-t Domains (1/3)

a Local Users (2)

w- P IP Address/Range (2)

gy Grandfathered Users (1]

T User Templates (5]
,&, *default config

Figure 175: User - per session object expanded
Click -’ to collapse

Right Click Operation: Create Default Configuration

Add Add | Create Default | Contain Property

Copy Paste | Rename | Delete | Export | Import | New Domain User Configuration Pages

e
L &

per
session

Create Default Configuration:

A default User — per session configuration is created that will apply to any session if that session does
not have a specific configuration or one of its parent objects does not have a default configuration.
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Domains

ﬁ Represents ALL users in all domains

Domains

A Represents ALL users in all domain with a default configuration defined.

This is the root of the User — per session All Domains configuration object.
Folder: [UTS Installation Folder]\scripts\DomainUsers

Click ‘4’ to expand to see the specific Domain Names and the default domains configuration (if it exists). The
example below (Figure 176) shows one domain name GSWATLANTA and a default configuration defined.

=-£_4 UTS Configuration
@ Global — per systenm

Lt ] -
Em “SEI‘I — PETr SEes3310n

- A Domains (1/3)

. - GSWATLANTA (3)
-4y *default config

a Local Users (2]

-1 P Address/Range (2)

- gy Grandfathered Users (1)

£ User Templates (5]
,&, *default config

Figure 176: Domains Expanded
Click -’ to collapse

Right Click Operation: Add Domain and Create Default Configuration

Add Add | Create Default | Contain Property
Copy | Paste | Rename | Delete | Export | Import | New Domain User Configuration Pages
All 3 x
Domains
Add Domain Name:

Add a Domain Name to the UTS Per-session configuration. This creates a folder with the name
specified for the domain®.

43 This creates a domain name for the UTS configuration tool only and not for the operating system.
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Create Default Configuration:

A default User — per session configuration is created that will apply to any session if that session does
not have a specific Domain User configuration or specific Domain Name default configuration.
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DOM

AIN NAME

a
Specific
Domain

Represents ALL users in the specific domains

i Represents ALL users in the specific domain with a default configuration defined.

This is the root of the User — per session All Domains configuration object.

Folder: [UTS Installation Folder]\scripts\DomainUsers\ [Domain Name]

Click “+’ to

expand to see the specific Domain Name Users and the specific Domain Name default

configuration (if it exists).

Click -’ to collapse

Right Click Operation: Paste, Rename, Delete, Add User and Create Default Configuration

Add Add | Create Default | Contain Property

Copy Paste | Rename | Delete | Export | Import | New Domain User Configuration Pages

,
e AR AR & &
Domain
Add User: Add a User to the UTS Domain Name Per-session configuration. This creates a folder with the
name specified for the User.
Paste: Paste a copied User (User name or Template) to this specific Domain Name. This creates a folder
with the name specified for the User.
Rename: Rename a Domain Name.
Note: If you rename a Domain Name then all associated Domain Users that are connected will get
an error. This is because the path to the folder is changed and the running logon script will try to
path to the original location. Please make sure that all users are logged off or can safely be
disconnected when renaming a domain name. If the Domain Name folder contains User Folders
then they are moved to the path associated with the new name.
Delete:  Delete a Domain Name.

Note: If you Delete a Domain Name then all associated Domain Users that are connected will get
an error. This is because the folder that contains the Domain Name and Domain Users is deleted
thus altering the path. The running logon script will try to path to the original location. Please make
sure that all users are logged off or can safely be disconnected deleting a domain name.

352



GEORGIA SOFTWORKS AUGUST 13, 2020

DOMAIN USER - SPECIFIC

D@ A specific User within a specific domain. Expand to see property pages
omain

User

This is the User Name for the specific Domain.

Folder: [UTS Installation Folder]\scripts\DomainUsers\ [Domain Name]\ [User Name]
Click ‘4’ to expand to see the property pages for the specific user.

Click -’ to collapse

Right Click Operation: Paste, Rename, Delete, Add User and Create Default Configuration

Add Add | Create Default | Contain Property
Copy Paste | Rename | Delete | Export | Import | New Domain User Configuration Pages
Domain ~ v v v " v
User

Copy: Copy the User configuration to an UTS copy buffer. This configuration can then be pasted either
creating a new User Configuration object or overwriting and existing object.

Paste: Paste a copied User (User name or Template) to this specific Domain Name. This creates a folder
with the name specified for the User.

Rename: Rename a Domain User#,
Delete:  Delete a Domain User (see footnote 44)
Export: Export the Domain User configuration to a XML formatted file.

Import:  Import the Domain User configuration from a XML formatted file.

# Make sure that the Domain User is logged off or can safely be disconnected when Deleting or Renaming the
User configuration
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Local Users

r 3
This icon represents ALL Local Users. Expand to see configurations for each specific
All Local local user
Users

This is the root of all Local Users.

Folder: [UTS Installation Folder]\scripts\LocalUsers
Click ‘4’ to expand to see the list of Local User Names.

Click * to collapse

Right Click Operation: Paste, Add User and Create Default Configuration

Add Add Create Default | Contain Propert
Copy | Paste | Rename | Delete | Export | Import | New Domain | User Configuration Pages perty
[
All Local v v v
Users
Paste: Paste a copied User (User name or Template) configuration to the Local Users object. This

creates a folder with the name specified for the User.

Add User: Add a User to the UTS Local User — per session configuration. This creates a folder with the
name specified for the User.

Create Default Configuration:

A default Local User — per session configuration is created that will apply to any session if that
session does not have a specific Local User configuration.
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LOCAL USER - SPECIFIC

@ A specific Local User

Local User

This is the User Name for a specific Local User.

Folder: [UTS Installation Folder]\scripts\LocalUsers]\ [User Name]
Click ‘4’ to expand to see the property pages for the specific user.

Click -’ to collapse

Right Click Operation: Paste, Rename, Delete, Add User and Create Default Configuration

Add Add | Create Default Contain
Domain | User | Configuration | Property Pages

AR AR A AR A, 4

Local User

Copy Paste | Rename | Delete | Export | Import | New

Copy: Copy the User configuration to an UTS copy buffer. This configuration can then be pasted either
creating a new User Configuration object or overwriting and existing object.

Paste: Paste a copied User (User name or Template) to this specific Name. This creates a folder with the
name specified for the User.

Rename: Rename a Users.
Delete:  Delete a Local User (see footnote 45)
Export:  Export the Local User configuration to an XML formatted file.

Import:  Import the Local User configuration from an XML formatted file.

5 Make sure that the Local User is logged off or can safely be disconnected when Deleting or Renaming the
User configuration
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IP Address/Ranges
1P . .
AP This icon represents ALL IP Address/Range based User Configurations
Address /Ranges

Folder: [UTS Installation Folder]\scripts\
Click ‘4’ to expand to see the specific IP Address/Range logon scripts.
Click -’ to collapse

Right Click Operation: Paste, Rename, Delete, Add User and Create Default Configuration

Add Add Create Default | Contain Propert
Copy | Paste | Rename | Delete | Export | Import | New Domain User Configuration Pagesp Y
P
AllIP w M qf
Address
/Ranges

Paste:  Paste a copied User (User name or Template) to this specific IP Address/Range Logon Sctipt. This
creates a folder with the name specified for the IP Address/Range logon script.

Export: Export the configuration to an XML formatted file.

Import: Export the User configuration to an XML formatted file
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Specific IP Address/Range

P

P
Address /Range

This icon represents a User Configurations that is associated with an IP Address/Range

Folder: [UTS Installation Folder]\scripts\

Click ‘4 to expand to see the property pages for the specific user configuration.

Click -’ to collapse

Right Click Operation: Paste, Rename, Delete, Add User and Create Default Configuration

Add Add | Create Default Contain

Copy Paste | Rename | Delete | Export | Import | New Domain | User | Configuration | Property Pages

P

AR IRV ARARVARY. v

Local User

Copy: Copy the User configuration to an UTS copy buffer. This configuration can then be pasted either
creating a new User Configuration object or overwriting and existing object.

Paste: Paste a copied Logon Script User (User name or Template) to this specific Name. This creates a
folder with the name specified for the L.ogon Script.

Rename: Rename a IP Address/Range Logon Scripte.

Delete:  Delete IP Address/Range Logon Script (see footnote 406)

Export:  Export the Logon Script User configuration to an XML formatted file.

Import:  Import the Logon Script User configuration from an XML formatted file.

4 Make sure that the Users associated with this IP Address Range are logged off or can safely be disconnected
when Deleting or Renaming the IP Address/Range based User configuration
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Grandfathered Users

Al This icon represents ALL Grandfathered Users.

Grandfathered
Users

This is the root for all Grandfathered Users. Grandfathered users are users defined in a previously installed
version (8.02 or earlier) of the UTS. Folders with the name of a user in the scripts folder that contain logon

script are considered Grandfathered Users.

Their logon scripts remain in the scripts folder until the administrator moves them to either a Domain User or
Local User. Additionally, if the administrator manually creates+ folder is and logon script in the scripts folder

then they will show up as Grandfathered users.

Folder: [UTS Installation Folder]\scripts\
Click ‘4’ to expand to see the list of Grandfathered Users.
Click -’ to collapse

Right Click Operation:

Add

Delete Domain

Copy Paste | Rename Export | Import | New

Add
User

Create Default
Configuration

Contain
Property Pages

All
Grandfathered
Users

47 Using tools such as Notepad.exe and Windows Explorer
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GRANDFATHERED USER -

SPECIFIC

User

Grandfathered

A specific Local User

This is the User Name for a specific Grandfathered User.

Folder: [UTS Installation Folder]\scripts\LocalUsers]\[User Name]

Click ‘4’ to expand to see the property pages for the specific user.

Click * to collapse

Right Click Operation: Paste, Rename, Delete, Add User and Create Default Configuration

Copy

Paste

Rename

Delete

Export

Import

New

Add
Domain

Add
User

Create Default
Configuration

Contain
Property Pages

B |0\ @@ v

Copy: Copy the user configuration to an UTS copy buffer. This configuration can then be pasted either
creating a new User Configuration object or overwriting and existing object.

Paste: Paste a copied User (User name or Template) to this specific Name. This creates a folder with the
name specified for the User.

Rename: Rename a Users.

Delete:  Delete a User (see footnote 48 )

Export:  Export the Local User configuration to an XML formatted file.

Import:  Import the Local User configuration from an XML formatted file.

4 Make sure that the Grandfathered User is logged off or can safely be disconnected when Deleting or
Renaming the Grandfathered User configuration
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User Templates
[

This is all user templates. Expand to see list of User Templates
All User

Templates

This is the root for all User Templates.

Folder: [UTS Installation Folder]\scripts\Templates\User\
Click ‘4’ to expand to see the user templates.

Click -’ to collapse

Right Click Operation: Paste, Import and New

Add Add | Create Default | Contain Proper
Copy Paste | Rename | Delete | Export | Import | New Domain User Configuration Pages perty
L
All User v v v
Templates
Paste: Paste a copied User (User name or Template) to this specific User Template. This creates a folder

with the name specified for the User Template.
Import:  Import the User configuration from an XML formatted file.

New:  Create a new User Template. This creates a folder with the name specified for the Template.
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USER TEMPLATE - SPECIFIC

(I A specific Local User
User

Template

This is the User Template Name for a specific User.

Folder: [UTS Installation Folder]\scripts\Templates\User\ [Template Name]
Click ‘4’ to expand to see the property pages for the specific user template.

Click -’ to collapse

Right Click Operation: Paste, Rename, Delete, Add User and Create Default Configuration

Add Add | Create Default | Contain Property

Copy Paste | Rename | Delete | Export | Import | New Domain User Configuration Pages

= Y|V V| V& v

User
Template

Copy: Copy the User configuration to an UTS copy buffer. This configuration can then be pasted either
creating a new User Configuration object or overwriting and existing object.

Paste: Paste a copied User (User name or Template) to this specific Name. This creates a folder with the
name specified for the User.

Rename: Rename a User Template.
Delete: Delete a User Template.
Export: Export the User Template configuration to an XML formatted file.

Import:  Import the User configuration from an XML formatted file.
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GUI Migration for Existing Users
For those customers that are used to the pre-GUI method of configuration the UTS you have two options

Continue to use the legacy UTS configuration

The advantage to using the legacy configuration is that you do not have to change your methods or
procedures for configuring the UTS.

Additionally, most items the UTS can be configured via SSH and Telnet.

There are new features that include Domain Names, Grandfathered Users, etc. that can still be fully
utilized with the legacy configuration techniques.

Migrate to the GUI

The advantage to migrating to the GUI is that you gain all the benefits of the Graphical User
Interface including minimal training of new administrators on editing the registry, adding
environment variables to scripts etc.

Common Questions about Migrating to the UTS GUI Configuration

1.

How much effort is it going to require migrating to the GUI?

Not much at all. The GUI will come up and run out of the box with no changes. All your existing
users will show up as Grandfathered Users. It is recommended that you move the users to either the
Local Users or Domain Name Users categories.

Can I still configure items the old way after I convert?
Yes. You can switch back and forth as you desire.

Do I have to restart the services after making a change?
Yes. If it is a Global — per system configuration item

No. Ifitis a User — per session configuration item
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Logon Script Migration
Logon scripts (user configurations) created in pre-GUI versions® of the UTS will appear under Grandfathered
Users in the GUI version. It is recommended to move Grandfathered User configurations to either a Domain
User or Local User configuration location.

Example: Move the Grandfathered configuration to a LLocal User

Right click  Grandfathered  User | Right Click on Local Users and select paste After pasting the result will show Copy (1)
configuration “tom” and select copy of tom
5 & Grandiathered Users (1) BN o Ui 1) - gy Local Users (2)
R e o [ "defauite  Add User : .
5" User Copy 5 Ba cabe Defauk Configurat -ty “default config
& c Pacte %P IP Address B Pasin .
- ) 2 3 Gesndtathared gy Bill
S 5 4 tom W4k Copy (1) of tom
Rename = ® User Ternplates (L) ik Py
Copy (1) of Bll ﬂ Teon ) B P IP Address/Range (1)
&7 [—]- Grandfathered Users (1)
- . gy Tom
LT -
Figure 177: Grandfathered User - Copy B - User Templates (1)
Figure 178: Grandfathered User - Paste O Copy (1) of Bill
Figure 179: Grandfathered User - after copy
Right click on “Copy (1) of tom” and | Type in the new name “tom” Don’t forget to delete the Grandfathered
select Rename User Tom.
L i : [ [ ¥
=) g Local Users {7) i =) gy Local Users ()
B et : E| ® Local Users (2) . &3 “defost conti
5 Bill \ [#-dety “default config 5 Bl
Sl Copy (1) of toery ! Bill =g Copy {l) of tom
=P 1P AddresyPangs Copy u I £ P 1P AddreiRangs (1)
& Grandfsthersd Used Faste | H + tom =i g Grandfathered Users (1)
= % User Termglates (1) [a ; ik 7 as o
Copy (1) of Bi —= b Liser Ter (2
Export ¥ Figure 181: Local User - After Rename Cor: Fikas
Feport | Renarmia
Figure 180: Local User - Rename
Figure 182: Grandfathered User - Delete

The same process is used to move a Grandfathered User to a Domain Name User.

Registry Setting Migration
Registry settings apply to the Global — per system configuration and as such there is no required migration.

Environment Variable Migration
Environment variable settings apply to the User — per session configuration and show up in as part of the
Grandfathered Users configuration. They are migrated as described in the Logon Script Migration (see page
363)

4 Logon scripts created manually in post-gui versions will also show up in the Grandfathered Users
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Scripts Folders
The UTS installation folder contains a folder named scripts. This folder and its subfolders contain batch
files (scripts) for user sessions. Pre-GUI versions of the UTS used subfolders with the User Name to associate
the script with the user. Post-GUI versions have three subfolders in the script folder.

e DomainUsers

e [.ocalUsers

e Templates
DOMAIN USERS

The DomainUsers folder may contain a default configuration (if configured) for all domains. Additionally,
subfolders will exist with the name of any domain names configured.

Each Domain Name folder may contain a default configuration (if configured) for all users within that domain
name. Additionally, subfolders will exist with the name of each user configured for that domain.

Each user name folder will contain scripts associated with that domain user name.

LOCAL USERS

The LocalUsers folder may contain a default configuration (if configured) for all Local Users. Additionally,
subfolders will exist with the name of any local User Names configured.

Each user name folder will contain scripts associated with that local user name.

TEMPLATES
The Templates folder contains two subfolders
e System — contains templates for Global — per system configurations

Each system template contains an XML file with the name of the template. This can be copied
to the active configuration or another system template.

e User — contains templates for User — per session configurations

Each template will be a logon script (batch file). This script can be copied to any User — per
session configuration.
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Logon Scripts (Batch Files)
Logon scripts are automatically created with the configuration GUI. A logon script is created each time a User —
Per Session property page is created. This includes:

> B8  Domain User

> B8  Local User

> iP IP Address/Range Users!
> B8  Grandfathered User>

» [ User Template

> & Default Configuration

For legacy Logon Script description see page 218

Registry Settings
Registry settings apply to the Global — per system configuration.

The GSW Configuration Tool eliminates the manual configuration of registry through the GUIL One or more
registry settings can be accomplished through a single GUI setting,.

Environment Variables
Environment variable settings apply to the User — per session configuration.

The GSW Configuration Tool eliminates the manual configuration of environment variables through the GUL
One or more environment vatiables can be accomplished through a single GUI setting.

Text Files
Text files associated with the Global or User configurations can be accessed through the GUIL The GUI will
launch notepad.exe as the editor that allows you to edit and save the text file configurations.

50 A Property page is a screen that allows the administrator to view /edit the configuration (propetties) of an item.
51 TP Address/Ranges are specified by the text file gs_ip_rt.txt that references an existing Logon Script.

52 Grandfathered Users cannot be created with the GUI. They are automatically created when migrating from a pre-GUI version of the UTS.
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Global - Active Configuration

The Global — per system Active Configuration Summary provides the administrator with a quick view of most
of the Global — per system configuration settings on the right side of the display. Some configuration values are
stored in text files and they can be viewed by clicking on a button to open the text file.

On the left side of the display are categories that organize the Active configuration settings into similar groups.

= .3 UTS Configuration <+ Active Configurat
2@ Global ~ per systea
5@ ; . -
@ Astonitic Logon Active Configuration — Summary View
2 @ Security A taow .
:;mn Rest:«iom (O | Esosmtone  Atomanc Logontor GSW clerts UTS Pratocols Akowed Teet
© Connection Limits Open. Edtgs jogonte  Automatic Logon for 3d Paty chents Telnet P Version Suppot 1Py

© FIPS Restrictions

Secusty
Faidure Detection/Recovery
=] : P:w:&uuﬂ Telnet Encoyption Diabied
Connection Restrctona Stow Jrd Pady chenta t connect
© Team Services
© Eventl FIPS Restactors . oY L5 - cooted Wi Mg FP Cets O
& @ Emulaticas Telnet Encryption by IP. I Restactona By P I & connections by User 1D I Foonnections by IP Address
© Character Emulation Falure Detection/Recovery
@ Defavk Domain Server Sde nactvity Tmeout  Digabled Server Side Heatbet Tmer:  Enghied
© Negotiste Window Sze Time Beconds). 1 Tme seconds). X

© 3rd Paety Configuration St

© Send Screen Sie to 3ed Party Pomer Foshire - Toom Services

@ Prewdoconsole Tander  Enabled Share Ensbied Left Justy Disabied ot Key Vitood Koy (u58
& Mouse Swap Enabied Recover:  Enabied Het Key Cortrol Eoabied Snct Teams Duzabiad
@ Coler Mappings Power Feature - Event Logong Bedl Control
© Character Translation Max Session Actvity Log Sze. 90 Open View Event Log Fle Bedl Control Disabied
© Terminal Intiazation Max Evert Log Sze: " " Open. | Edt Event Defintions Bed-X Bl
© Bell Control _— Bed-Y 4
® Protocols Bel Character Qg7
UTS System Templates (0) Bed Court 1
s 8 Ozer por sossi0n
& Domans (0/0)
& Local Users (0) s chavactur. S ity Open Edt Coomapte  Coke Magping for Merochrome. 3nd Pady clerts
1P P Address/Range (0) R MM ﬁm' Open Edt gs_color bt Color Re-Mapping. ALL cllerts
5' Grandfathered Users (0) D Name LN Open Edtgs_xcharbt  Oharacter Display Translation. 3 Pary chents.
User Tamplates €) NAWS Enstied Open. | Edtgatrtt  Temnnal ntakaation for 3d Pary clerts
Mouse Enabled

3d party configuration ®angs Enabled

Serdt Scwen Sze.  Enadied

Figure 183: Global - per system Active Configuration Summaty View
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From the Active Configuration Summary view it is easy to determine which property page to use to edit the
configuration setting. Each configuration setting resides within a frame with a label. For example: Automatic
Logon is a label on the frame around the configuration settings associated with Automatic Logon. On the left
side of the display is the property page icon with Automatic Logon as the name. Clicking on the property page
Automatic Logon will display the properties associated with Automatic Logon on the right side of the display.

Similatly, the Failure Detection/Recovery frame on the display on the right contains the configuration settings
associated with Failure Detection/Recovery and on the left side of the display is the property page icon with
Failure Detection/Recovery as the name. Click on the property page Failure Detection/Recovery will display
the properties associated with Failure Detection/Recovety on the tight side of the display.

There are a few exceptions to this direct association due to screen space but will still be easy to find.

= GSW UTS Configuration  Ver, 1.03.0018

& s UTS Configuration + Active Configuration
= @ Global - per systes
T e — Active Configuration — Summary View

=@ Secu Protocols
© Teinet Encryption 1 Asomatic Logon erts —@UTS Pretocols Mowed Toost
© Connection Restrictions & S a st o Telnet P Verson Suppodt Pyd
© Connection Limats SR CHMLTEIN | i DAt SRR iy S ki $SH 1P Version Suppert 1Pyd
© FIPS Restrictions =
© Failure Detection/Recovery e :
= @ Power Features Lysins : Quiticd
© Ponting
@ Tean Services 5
© Event Logging R T a0 b T
LD Bk Telnet Encryptiontby [P | Restnctions By P Address.. | % commeftions by User 1D | Bocemections by IP Address . |
© Character Emulation shure Detecton/Recovery
© Default Domain Server Sde nactrty Tmeout:  Dizabled Server Sde Hatbest Tmer:  Engbled
® Negotiste Window Size Teme pecends) -1 Teve (seconds). X
© 3ed Party Configuration St =~ o
© Send Screen Size to 3¢d Party Power Feature - Team Services
© Psevdoconsole Trandfer.  Enabied Share Enabled Left Justfy Duaatind Hot Key Vidual Key.  (x3§
& Moies Swap Enatied Recover  Enabied Hot Key Cortrol Enabled Sict Teams Quaabied
© Color Mappangs Power Festure - Evert Loggng Bed Cortrol
© Character Transistion Max Session Actrty Log Sze: M Open View Evert LoglFle Bed Cortol Disabied
© Temina Inttialeation Max Evert Log Sze e Open £t Evert Bed-X 4
© Bell Control S — | Beb-Y d
@ Protocols -l Bell Character 087
[} UTS System Templates (2) Bell Court 1
& 8 User -~ per sossion
N Emulations
Refresh character: ity Open Edt Colomaptt  Color Mapping for Monochrome. Jrd Paty clerts
i““' Delay ;&; Open Edtgs cokett  Color Re-Mapping. ALL cherts
Domain Name UNKNOWN Open Edit g3 _xchar 2t Character Display Transiation. 3d Party cherts
NAWS Enabled Open Edt ge_tint 2 Teemnal Intishzation for rd Paty clents.
Mouse Enatied
Ird paty configurstion ®angs Enabled
Send Screen Sze:  Enabled
< >
ok | cCace | Help

Figure 184: Active Configuration Summary View - Propetty Page and Frame Relationship
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Automatic Logon

GSW UTS Configuration  Ver 10018

& €3 UTS Configuration ‘@ Automatic Logon
g@ﬁloba.l ~ per systea
A Automatic Logon
@ @ Security Pre-configure a list of IP addresses that will be able to connect and logon without any User ID, Password or

Domain prompting when using the Georgia SoftWorks SSH2/Telnet Clients or grd Party Clients.
Autologon is useful in many situations. However the real power of this feature is realized when coupled with the
Session Saver for fast and easy connection establishment. For example, when a connection is broken duetoa

© Failure Detection/Recovery
B © Power Features

® @ Emulstions
© Bell Control link faflure you can rec ot without the time consuming UserID, Password and Domain prompts and resume
@ Protocols work exactly where you left off before the link failure.
UTS System Templates (0) The configuration procedure for Automatic Logon is different for GSW Clients and Third Party Clients. A

client’s IP address CANNOT be represented in BOTH files. IP addresses using a GSW client will be listed in
gs_auto.txt, IP addresses using a 3rd party client will be listed in gs_logon.txt. Read more in the UTS

Documentation...

@ @8 Usor - por sossion

Autologon with GSW clients

Open Open gs_auto it fe for edting

Autologon with 3 Party clients

QOpen I Open gs_logon tat fle for edting

Figure 185: GSW UTS GUI - Automatic Logon

Please see page 111 for details about Automatic Logon.
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Security Summary

= GO UTS Conliguistian  Wer. 1.03.0012

= L4 UTS Configuration @ Security
=@ Global - per systes
Ehigy Active Configueation Security Summary View
@ dwtomatic Logon L ry
=
® Failure Detection/Recovery Tkt Erscrypition Arers Cortrd
® & Power Festures =
. Tginet Encreption: Diasbled Mogmom Sespony Mlowed io Connect mited gnky by vour
= & Emulstions EgEen o
& Bell Confrol
& Profocols
UTS Sysbemn Templates (20
B g L ch POr SOEs10n e B EIPE B
Sove Ji Party cherip o Corvect
Tidrast Encryplion Cormacticn Reslacors Acsaas Control
View File Teinet Encrypticn by IP By IP Address & connectons by User I | & connections by 1P Address

Figure 186: GSW UTS GUI - Active Configuration - Security Summary

The Security Summary View provides a quick view of the:
e Telnet Encryption (See page 93)
e Access Control (98)
e Connection Restrictions (See page 98 )
e TIIPS Restrictions (See page 97)
and allows viewing of the relevant text files
e Telnet Encryption by IP Address (See page 906)
e Connection Restrictions by IP Address (See page 104)
e Access control for the number of connections by a User ID (See page 102)

e Access control for the number of connections by an IP Address (See page 104)
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= <2 Active Configuration
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= @ Security
°
© Connection Restrictions
© Connection Limits
© FIPS Restrictions
© Fadure Detection/Recovery
5 @ Power Festures
5@ Emulaticns
© Bell Control
@ Protecols
UTS System Templates (0)

& @8 User | - per session

systen
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ecurity - Telnet Encryption

‘@ Telnet Encryption

Enable Telnet Encryption on the UTS

™ Enable Teinet Encryption

Enable or Disable the ability to activate Telnet Encryption. Ifitis
disabled then all telnet session encryption settings are ignored.
When enabled the GSW Clients must use the encryption parameter
to activate encryption from the client. The default value is
DISABLED, allowing all GSW Telnet clients to connect.

Note: This setting does not control the 3™ party client’s ability to
connect.

Note: This is relevant only for Telnet. By the nature of SSH2 all
connections are encrypted.

Only Allow Connections from GSW Encrypted Clients

™ Only GSW Encrypted Teinet Clerts

This feature allows connections only from the encrypted Georgia
SoftWorks Telnet Client. This is another level of security that the
system administrator can configure. Many times the system
administrator wants to ensure that ALL connections to the GSW
UTS are encrypted.

Note: This feature is only relevant for Telnet. By the nature of
SSH2 all connections are encrypted

Open Telnet Encryption for viewing/editing

et fle
oo | B

In certain si it may be desirable to have encryption enabled
or disabled based on the IP Address of the connecting telnet
session. Complete Encryption (both Logon and Data Stream) can be
enabled/disabled based on the IP address using the configuration
text file gs_ipenc.txt.

Figure 187: GSW UTS GUI - Active Configuration - Secutity - Telnet Encryption

The Telnet Encryption configuration screen provides configuration of:

e Enable Telnet Encryption — (See page 94)

e  Only GSW Encrypted Telnet Clients — (See page 107)

And

Opening and editing the text file to enable or disable telnet encryption based on IP Address.

e os_ipenc.txt — (See page 96)
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— GSW UTS Configuration

= .5 UTS Configuration
3@(;101).1‘] - per systea
= <2 Active Configuration
9@ Automatic Logon

‘@ Connection Restrictions

Access Control — Client Type

= @ Security
© Telnet Encryption
° Charts alowed 1o coneet 15 UTS Yes
© Connection Limits
¥4 Paty Qerts ~

@ FIPS Restrictions
© Faiure Detection/Recovery
® @ Power Festures
# @ Emulaticas
© Bell Control
© Pretecols
UTS System Templates (0)

S ae User, ~ per seossion

Access Control — IP Address

Open Open thosts fie for edeing

Restrict connections to GSW clients or allow 37
Party clients to connect also,

Note: GSW clients are always enabled.

Restrictions based on IP address are enforced
when the file thosts exists. The IP addresses of
interest are fisted in the thosts file. In short,
only IP addresses listed in the thosts file
are allowed to connect via telnet/SSHz2.
The provision also exists to exclude specific
1P addresses from connecting via SSH2/Telnet.
A keyword [Exclude] is used that indicates all
IP Addresses listed in the file should be
excluded from logon via SSH2/Telnet.

Note: You need to create this file if it does not
oxist.

Figure 188: GSW UTS GUI - Active Configuration - Secutity - Connection Restrictions

The Connection Restrictions configuration screen provides configuration of:

e Allow 3" Party clients to connect to the UTS — (See page 100)

e Opening and editing the text file to enable or disable telnet encryption based on an IP Address.

gs_ipenc.txt — (See page 90)
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= GSW UTS Configuration  Ver, 1.03.001

= .5 UTS Configuration ‘@ Connection Limits
2@ Global - per systes
£ {27 Active Configuration Access Control — Maximum Sessions
9 Automatic Logon - : ' ) )
2 @ Security

In certain cases the system administrator may
© Telnet Encryption Mamun Seswors: W Maxmun alowed want to limit the number of sessions allowed.
° °""'“‘°“ ’°“‘ 3 300 Move the slider to change the number of

° . sessions allowed to connect to the UTS.

FIPS Restrichon - e —— % -
° ‘.. e Dk R:“vw You can also restrict the number of connections

@ Power Festuees on a per L‘w'rbui..s_ou per IP Address basis.
© Emulaticas Learn more in UTS Documentation,.

© Bell Control

© Pretecols

UTS System Templates ()

3 m User - por sossion

Access Control — Number of Connections by USER ID

Restrictions based on the number of USER ID
Sessions are enforced with the file gs_1_usr.txt.
Open. | Open gs_|_uar a2 file for editing

Access Control — Number of Connections by IP Address/Range

Restrictions based on the number of
connections from an 1P Address are enforced

Open | Open gs__ip bt fe fior edting with the file gs_1_ip.txt.

Figure 189: GSW UTS GUI - Active Configuration - Secutity - Connection Limits

The Connection Limits screen provides configuration of the:

e Maximum Sessions allowed (See page 101)

and allows viewing of the relevant text files
e Access control for the number of connections by a User ID (See page 102)

e Access control for the number of connections by an IP Address (See page 104)
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Figure 190: GSW UTS GUI - Active Configuration - Secutity - FIPS Restrictions

The FIPS 140-2 Restrictions screen provides configuration for access control of FIPS clients.

RESTRICT ACCESS TO GSW FIPS 140-2 CLIENTS

This feature allows connections only from the Georgia SoftWorks FIPS 140-2 SSH Clients. This is a high level
of security that the system administrator can configure. Many times, the system administrator will insist that
END to END FIPS 140-2 compliance is the only allowable option.

The variables GSW_FIPSOnly, EnableRFC854Clients, AllowTelnetWithSSH and LenOnloopbackOnly are
registry key values. Used in conjunction, with specific values, these Registry keys enable or disable the ability to
restrict connection only by GSW FIPS 140-2 compliant clients. The keys are:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\AllowTelnetWithSSH
HKEY_ TLOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\EnableRFC854Clients
HKEY TLOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\GSW_FIPSOnly

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\LsnOnLoopBackOnly

Set each registry key value to the following:
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AllowTelnetWithSSH=0
EnableRFC854Clients=0
GSW_FIPSOnly=1

LsnOnloopBack=1

RESTRICT ACCESS TO GSW SSH CLIENTS
(both FIPS 140-2 compliant clients and non FIPS 140-2 compliant)

The variables GSWFIPSOnly, EnableRFC854Clients and AllowTelnetWithSSH are registry key values. Used in
conjunction, with specific values, these Registry keys enable or disable the ability to restrict connection only by
GSW SSH clients. The keys are:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\AllowTelnetWithSSH
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\EnableRFC854Clients
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\GSW FIPSOnly

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\LsnOnLoopBackOnly
Set each registry key value to the following:

AllowTelnetWithSSH=0

EnableRFC854Clients=0

GSW_FIPSOnly=0

LsnOnlLoopBack=1

RESTRICT ACCESS TO SSH CLIENTS
(both FIPS 140-2 compliant clients and non FIPS 140-2 compliant)

The variables GSWFIPSOnly, EnableRFC854Clients and AllowTelnetWithSSH are registry key values. Used in
conjunction, with specific values, these Registry keys enable or disable the ability to restrict connection only by
GSW SSH clients. The keys are:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\AllowTelnetWithSSH
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\EnableRFC854Clients
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\GSW FIPSOnly

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\LsnOnLoopBackOnly

Set each registry key value to the following:
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AllowTelnetWithSSH=0
EnableRFC854Clients=1
GSW_FIPSOnly=0

LsnOnloopBack=1
ALLOW ALL CLIENTS TO CONNECT

(Telnet, SSH, both FIPS 140-2 compliant clients and non FIPS 140-2 compliant)

The variables GSWFIPSOnly, EnableRFC854Clients and AllowTelnetWithSSH are registry key values. Used in
conjunction, with specific values, these Registry keys enable or disable the ability to restrict connection only by
GSW SSH clients. The keys are:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\AllowTelnetWithSSH
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\EnableRFC854Clients
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS_Tnet\Parameters\GSW_FIPSOnly

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\GS Tnet\Parameters\LsnOnLoopBackOnly
Set each registry key value to the following:

AllowTelnetWithSSH=0

EnableRFC854Clients=1

GSW_FIPSOnly=0

LsnOnLoopBack=1
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=]

= .5 UTS Configuration
g@(;loba.l ~ per systea

2 Active Configuration

9 Automatic Logon
@ @ Security

°
B © Powes Features
® @ Emulstions

© Bell Control

© Protocols

UTS System Templates (0)

@ @8 Usor - por sossion

‘@ Fallure DetectionfRecovery

Server Side Inactivity Timeout
Server Side Inactivity Timer
1f data (keyboard or mouse events) is not received froma
- client within the specified time then the client session is
Tee econds) [ terminated.
NOTE: This setting does not apply to GSW clients where
Client Side Heartbeat is enabled (default setting).

I Enable Server Sde hactvty Tmecut

Server Side Heartbeat Timer
P ey - Server Side Heartbeat Timer
-~ Sets the frequency in seconds which to poll the 3™ party client
for If the client is not present then Graceful
Tme fseconds) (10 Termination, if configured, is initiated.

Client Side Heartbeat Timer for GSW Clients
GSW Clients support a “Client Side Heartbeat Timer” to aid in the detection of failed links or failed
remote devices. The client will send a heartbeat to the server at specified time intervals. If the UTS
server does not receive data in the specified time, the connection is terminated.
Note: This is a client side parameter and is set on the client.

Graceful Termination of DOS Applications
‘The Georgia SoftWorks Windows Universal Terminal Server is outstanding in the case of a link or remote
computer failure. We attempt to gracefully terminate the executing DOS application, therefore saving
important data that may otherwise be lost.

Many applications are terminated by sending a sequence of characters to the application such as ESC-
ENTER. Applications may have specific sequences.
We allow a termination string to be defined as an environment variable in the k_start.bat or ¢_start.bat
file. When a session is to be torminated due the client heartbeat timer expiring or the server side v
inactivity timer expiring then the defined termination string will be sent to the associated application.

ok | cace | | He

|

v

Figure 191: GSW UTS GUI - Active Configuration - Failure Detection and Recovery

The Failure Detection/Recovety screen provides configuration of the:

Server-Side Inactivity Timeout (See page 153)

Server-Side Heartbeat Timer (See page 155)
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Figure 192: GSW UTS GUI - Active Configuration - Power Features Summary

The Power Features Summary View provides a quick view of the

e Team Services configuration (See page 117)

e Log Files configuration
e Max Session Activity Log File Size (See page 215)
e Event Log File Size (214)

and allows viewing of the relevant system printer configuration
e Virtual Printers (See page 227)

and allows viewing of the relevant text files
e Event Log File (See page 213)

e Event Definitions File (See page 212)
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g@Globa.l - per systea
£ 2 Active Configuration
9 Automatic Logon
® @ Security
© Failure Detection/Recovery
= © Powes Features
°
© Team Services
© Event Logging
& @ Emulations
@ Bell Control
@ Protocols
UTS System Templates ()

@@ Usor | - per session

= .3 UTS Configuration ‘@ Printing

True Client Side Printing Overview

mnmuptommsxepsinsemngupmawmsdchmmg
+ Defining Virtual Printer(s) on the Server - This is the same for all printing methods. Important
note: This is the only Global UTS Configuration requirement for True Client Side Printing.
. Addmgt}nGeorpaSofmorkspnnlef mhmuoncommndstoalogonmpt.ﬁxsuwﬁctotbe
printing method chosen. This is done in the User ~per session Logon Scripting configuration.
. Pm')dmg command line parameters when invoking the Georgia Soft Works SSH2/Telnet Client when
using the Enhanced Printing method.(optional)

A Virtual Printer(s) is defined that redirects the output from your application. The Geoma SoftWorks
SSH2/Telnet Server queries the Virtual Printer queue for new print jobs. When a print job enters the Virtual
Printer queue the originating user of the job is identified. Once the user is known the associated printer is
referenced and the print job is redirected to the proper printer.

_Create a virtual printer on the server. L e el

In creating a Virtual Printer the key mformnonulhe?nma\m the Share Name and the Port. Up to
nine (9) Virtual Printers may be defined on the server. (This will allow up to nine (9) printers to bo used for

each client.). A Printer Index is used to identify and correlate the various printer setups. The printer indexes

are 1, 2 through 9. For the Virtual Printer Setup the Printer Name and Share Name require printer indexes.
The following setup is for a single printer (Printer Index 1).

Click the Start button at the bottom left corner of your screea.

Select Settings then printers.

Double click on Add Printer. (The add printer window opens),

Select My Computer and Click on Next

Select one of the unused Ipt or com ports. Do NOT enable print pooling. Click Next

From the Manufactures list select Generic

. From the Printers select Generic/Text Only, Click Neoxt

Name your printer GwtnPrinter1. NOTE: This name is required. Click Next

Select Shared and name the printer GwtnPrinterShare:. NOTE: This name is required. Click Next
. After the printer is created, double click on the printer icon.

. Pause the printer by selecting the menu item Printer and selecting Pause Printer. This printer must
remain paused at all times. This printer cannot be used by any other service except Georgia
SoftWorks.

Seomipunbepe

-
-

Now your virtual printer is created and is ready for use bySSH2/Telnet . However you must besuretoset v

the redirection commands in logon seripts.

oK | cwmcd | won | He |

Figure 193: GSW UTS GUI - Active Configuration - Power Features - Printing

The True Client-Side Printing Overview briefly describes the steps to set up client-side printing. For a full
description please see page 220.

378



GEORGIA SOFTWORKS AUGUST 13, 2020
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& (a7 Active Configuration Fassi Sanichs s Sot Team Services default values for ALL users.
9 Automatic Logon Note: These default values can be overridden.
®- @ Security ) Transfer v For example you may want to have Team Services disabled except
» © Failure Detection/Recovery for certain users. This could be accomplished by setting the
=0 Powp(f Festures Swap 4 default to disabled but for those certain users in their User
© Printing Configurations.
Share ~ 4
° Default Hot Key is 0x58, x
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Figure 194: GSW UTS GUI - Active Configuration - Power Features - Team Services

The Team Services configuration screen provides configuration for the Team Services default values. Note that
default values can be overridden on a per user basis.

e Team Services General Operation (See page 117)

e Team Services Transfer (See page 139)

e Team Services Swap (See page 140)

e Team Services Share (See page 141)

e Team Services Recover (See page 138)

e Team Services Left Justify (See page 142)

e Team Services Hot Key Control (See page 143)

e Team Services Hot Key Virtual Key (See page 143)

e Strict Teams (See page 134)
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= GSW UTS Configuration  Ver, 1.03.001

= C‘. UTS Configuration ‘@ Event Logging
2@ Global - per systes
= <2 Active Configuration y
9 Automatic Logon Logglng
® @ Security
© Failure Detection/Recovery Sesson Acovty Log AgwtLog
2 @ Power Features en
TS S ize in g
© Printing Max Log Size — ﬂ '1'1:: UTS Agent Log file size in MB, defaultis 1
© Team Services > mb.
°
& @ Emulations
© Bell Control
® Pretoccs UTS Event Log
UTS System Templates (0)
@ @8 Usor , - per session UTS Evert Log Fle Ste
UTS Event Log
Max Log Sze — ﬁ 3: UTS Event Log file size in MB, defaultis 1

UTS Evert Log Defirtion Flo
The configuration file gsw_ldef.txt specifies the

events that are maintained in the log file.
Open I Open ga_idef et file in Netepad

UTS Evert Log Fie
The log file is a comma-delimited text file where

the activity events are actually stored. By

Open l View grw_slog 1 fle in Notepad default the maximum size of log file
gsw_elog.txt is 1 megabyte. Once the file has
reached the maximum size the file is renamed to
gsw_elog.bak and starts logging in a new
gsw_elog.txt,

Figure 195: GSW UTS GUI - Active Configuration - Power Features - Event Logging

The Event Logging configuration screen provides configuration for:
e Session Activity Log - Max Log Size (215)
e UTS Event Log File Size — Max Log Size (See page 214)
and allows viewing of the relevant text files
e UTS Event Log Definition File (See page 213)

e UTS Event Log File (See page 212)
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Figure 196: GSW UTS GUI - Active Configuration - Emulations Summary
The Emulations Summary View provides a quick view of the configuration for:

Refresh Character (See page 250)

Escape Delay (See page 174)

Alt-Prefix (See page 172)

Domain Name (See page 282)

NAWS (Negotiate Windows Size Telnet Option) (See page 175)

3" Party Configuration Strings (See page 175)

Send Screen Size to 3" Party clients. (See page 177 , for Logon Script override)
Enable Pseudoconsole (See page 178, for Logon Script override)

3 Party Mouse Support — (See page 163 )

Device and client configuration strings (See page 175)

and allows viewing of the relevant text files

Color Mapping (See page 170)

Color Re-Mapping (See page 181)
Character Translation (See page 183)
Terminal Initialization (See page 184)
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Figure 197: GSW UTS GUI - Active Configuration - Emulations - Character Emulation

The Character Emulation screen provides the configuration for:
e Refresh Character (See page 250)
e Hscape Delay (See page 174)

e Alt-Prefix (See page 172)
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the prompting for a domain when the user is connecting to the
Emulstions SSH2/Telnet server.
& Character Emulation Domain Name IUNKNOWN The domain can be configured with the Domain Name and
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Figure 198: GSW UTS GUI - Active Configuration - Emulations - Default Domain

The Emulations Default Domain screen provides configuration for:

e Domain Name (See page 282)
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Figure 199: GSW UTS GUI - Active Configuration - Emulations - NAWS (Negotiate About Windows Size)

The Emulations Negotiate Windows Size screen provides configuration for:

e NAWS (Negotiate Windows Size Telnet Option) (See page 175)
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& Defsult Domain

& Megotiste Window Size

°
& Send Screen Size bo Jed Party
& Preudoconsale

& Moute

& Coled Mappangs

& Character Teanslation

& Termunil lmalzstssn

& Bell Contral
& Protocol
UTS Symtern Temgplates (0)
& g User per session

Figure 200: GSW UTS GUI - Active Configuration - Emulations — Device and Client Information (Strings)
Currently this feature is available to work with GSW ConnectBot — SSH/Telnet client for Android.

When enabled, a number of environment variables can be accessed by the application to obtain device and
client information. This setting is configurable on a Global or User basis. The device and client information
can be used by the application in any manner deemed useful. The uses range from reports to application logic
decisions based on device specific specifications such as display density etc.

When enabled a variable will be added to the users Logon Script as follows:
set gwtn enable 3rd party config strings=y
The number and list of variables available is device dependent.

To view the list of available variables you can use the command line “set gswncl_“command from within a
SSH or Telnet session. See the example below.
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M Session Administrator - CAGS_UTS\GS_Admin.exe -... — O x

Figure 201: Device and Client Information Set gwtncl_ cmd

To manually configure Device and Client information strings see page (See page 175 )
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£ .5 UTS Configuration ‘@ Send Sereen Size 1o 3rd Party

Send Screen Size to 3™ Party Clients.

Send Sereen Size to 5™ Party Clients.

Default is enabled.

Note: Supported by modern emulation clients, for example GEW
ConnectBot or PuTTY. Older clients will silently ignore this option
The number of rows and columns used 'b_-.' the server and the chient
must be the same or a severe misoperation may occur. This
parameter ensures the number of rows and columns used in the
server-side session is passed to the 3™ party client software
antomatically. This incledes changes to the sumber of rows and

A

Figure 202: Send screen size to 3rd party client

Default is Enabled.

The GSW UTS will send screen size information to 3 party clients. The number of rows and columns
used by the server and the client must be the same or a severe misoperation may occur. This GLOBAL
parameter ensures that the number of rows and columns used in the server-side session is passed to the
3" party client software automatically.

Sometimes, certain client features may require this parameter is disabled. The logon scripts can override
the global setting. For example, if you are using any of the GSW ConnectBot features that require the
client screen size parameters to be 0,0, then you will want to disable this parameter using the Logon

script.

See page 177, to see how to use a LLogon Script override.

If the GSW ConnectBot (or any other) client is setting the screen size to non-zero values, then the Send
Screen Size to 3" Party client value should stay Enabled.
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TS Configuration  Vei.

= L4 UTS Configuration
=@ Global - per systes
= Active Configuration
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@ Failure Detection/Recovery
o @ Power Festures
= & Emulstions
& Character Emulation
& Defsult Domain
& Megotiste Window Size
& 3rd Party Configuration Strn
& Send Screen Size bo ed Party
°
& Moute
& Coled Mappangs
& Character Teanslation
& Termunil lmalzstssn
& Ball Contral
& Protocol
UTS Sysbern Templates (2)
& g User PET Senslon

'@ Paevdoconsole

Pseudoconsole

Peeudozonscle

Peeadoconsole.

Default is disabled.

Enables méw comsole features that are available in Windows 10 and
Windows Server 2019 also known as Conhost V2. These new
capabilities inclode support for 24-bit color, reverse video, bold
text, underscored text and applications sending (unix style) escape
sequences to directly manipulate the screen., Please see Microsoft

]

Figure 203: Enable Pseudoconsole

Defaultis disabled

Enables new console features that are available in Windows 10 and Windows Server 2019 also known as
Conhost V2 (ConPty). These new capabilities include support for 24-bit color, reverse video, bold text,
underscored text and applications sending (Unix style) escape sequences to directly manipulate the screen.
Please see Microsoft Windows Terminal documentation for more details. Please make sure that this option is
disabled on Windows machines that do not support Pseudoconsole.

This GLOBAL parameter can be overridden using a logon script.

Please see page 178 to see how to use a logon script for this purpose.
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Emulations - 3™ Party Mouse Support

SW UTS Configuration  Ver. 1.03.001¢
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=45 UTS Configuration

lobal - per system

o Active Configuration

Automatic Logen

Security

Failure Detection/Recovery
Power Features

Emulations

Character Emulation

Default Domain

Megotiate Window 5ize

3rd Party Configuration Strin
Send Screen Size to 3rd Party
Pseudoconsole

- % Color Mappings
. %k Character Translation
. 4% Terminal Initialization
- &% Bell Control
- &% Protocols

UTS System Templates (0)
ser - per session

% Mouse

Mouse support — 37 Party Clients

Mouse support

Enable
I~

Mouse/touch support for 37 party clients.
Default is disabled.
Note: This feature works great with GSW ConnectBot.

OK I Cancel | Apply

[ Hep

Figure 204: GSW UTS GUI - Active Configuration - Emulations — Enable 3« Party Mouse

This feature works with GSW ConnectBot SSH/ Telnet client for Android and other 3" party clients
supporting mouse, e.g. PuTTY.

When enabled, users using a touchscreen/mouse capable device will be able to select and use the features of the
mouse enabled application as expected. In the case of touch screens, touch events will be translated to mouse
events. This setting can be configured on a Global or per User basis.

The per User basis can be used to easily handle a mix of clients where some of them support mouse and others

do not.

To manually configure Mouse Support for 3" party clients, see page (See page 163 )
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GSW UTS Configuration  Ver 30018

= .3 UTS Configuration ‘@ Coler Mappings
g@ﬁloba.l ~ per systea

9 Automatic Logon
© Security

© Power Features

0®

@ Failure Detection/Recovery Coice Magoing for Morochvome - 3rd Paty Clerts

4

& {27 Active Configuration Color Mapping for Monochrome — 3 Party Clients

Certain color combinations displayed by the application

do not display in a satisfactory way when converted to

monochrome. This may be especially true when using
hrome RF devices. The Georgia SoftWorks

© 31d Party Configuration Strn
© Send Screen Size to 3ed Party
@ Psevdoconscle

© Mouse
[ 3 Color Mappings

© Character Translation
© Terminal Intialcatson
© Bel Control

UTS System Templates (0)
“ @8 User - per session

Color Re-Magping -~ ALL Clerts

© Emulstions I £t ook
© Character Emulation e

2 e in N

® Protoccls Color Remapping — ALL Clients

Open. I Edit gs_color 1t e o1 Notepad

SSH2/Telnet Server provides a mechanism to allow
custom color mapping to monochrome displays.

The SSH2/Telnet Server upon startup reads the file
"colormap.txt”. This file defines the color to
monochrome mappings. The text file contains 256 rows
that represent all foreground and background color
combinations and associated default monochrome
mappings.

Modify your application colors so they are easy to read
on a gray scale device without any source code changes.
Also remap your application colors to fit a customer’s
look and feel without source changes.

Atext file is used for specifying the colors to re-map.
The name of the file is gs_color.txt and is installed in
the GSW UTS root directory. If you want different
color mappings on a “per user” basis then place the
gs_color.txt file in the user’s directory in the Scripts
folder. The first column lists the original attribute bytes
and the second column lists translated attributes,
Attributes not included in this file are left un-trandated.
The "#' character in the first col designates a
comment line.

[ ok ] cme | | heo

Figure 205: GSW UTS GUI - Active Configuration - Emulations - Color Remapping

The Emulations Color Mappings screen allows viewing/editing of the relevant text files:

e Color Mapping (See page 170)

e Color Re-Mapping (See page 181)
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= c UTS Configuration
Se(ﬂoba.l ~ per systea
= <2 Active Configuration

© Failure Detection/Recovery
O Power Features
2 @ Emulstions
© Character Emulation
© Default Domain
© Negotiste Window Size
© 31d Party Configuration Stnn
© Send Screen Size to 3ed Party
@ Psevdoconsole
© Mouse
8 Ceice Magpings
°
© Terminal Intialcatson
© Bell Control
@ Protocels
UTS System Templates ()

“ @8 User - per session

‘@ Character Transiation

Character Display Translations — 3" Party Clients

Character Disglay Teanslatiors ~ 3d Pasty Olerts

Open I Ecit g8 _xchar 12 Ne In Notepad

You may have a special situation or advanced
application where it would be useful to translate
characters sent to the terminal to a different character
or string of characters. Normally you do not need to get
familiar with this section, however the capability is
preseat for advanced requirements.

This feature allows you to translate (or replace) the
characters the user will see on 3™ Party Clients and RF
Terminals when using the Georgia SoftWorks Universal
Terminal Server. You may translate a single character
to one or more (up to 10) other characters.

[ ]

Cancel | | Heo

Figure 206: GSW UTS GUI - Active Configuration - Emulations - Character Translation

The Emulations Character Translation screen allows viewing/editing of the relevant text files:

e Character Translation (See page 183)

391



GEORGIA SOFTWORKS AUGUST 13, 2020

Emulations - Terminal Initialization

& €3 UTS Configuration ‘@ Terminal Initialization
2@ Global - per systea
=) s Active Configuration - S D) < _ ard 3
& Aot Ligod Terminal Initialization — 3™ Party Clients
& @ Security : =
© Failure Detection/Recovery Terminal babzaion - 3d Pty lerts You may have a special situation or advanced

application where you need to send a specific terminal
initialization sequence to a 3% party client. Normally

& @ Power Features

2 © Emulstions e . 2 3
Open I Ecit g9 _tirst 0 flo i Netepad vou do not need to get familiar with this section,
e gh"m" h"'f“"’" however the capability is present for advanced
© Default Domain requirements.

§:% s o This feature allows you to send an additional sequence

: :':»:;y cm:u'guzm;:: w of characters to the 3™ party client at the start of each
headada i session. You may send one or more (up to 10 per row)
: Pseudoconsole initialization characters to the 3™ party client.
A text file is used for specifying the initialization

: E:T.::,‘:mg i characters to send. The name of the global file is

o [ gs_tinit.txt and is installed in the GSW UTS root
[ Termenal inialzaton directory. Each row in the file specifies up to ten
© 8ell Control characters to send to the 3™ party client. The
@ Protocels specifications of the characters are byte values in
UTS System Templates () hexadecimal each separated by a single space. The '#”
“ @8 User - per session character in the first column designates a comment line.
< >
[ ok ] cwxe | | He |

Figure 207: GSW UTS GUI - Active Configuration - Emulations - Terminal Initialization

The Emulations Terminal Initialization screen allows viewing/editing of the relevant text files:

e Terminal Initialization (See page 184)
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Bell Control

— GSW UTS Configuration

& €3 UTS Configuration @ Bell Control
2 @ Global - per systes
B-{g7 Active Configuration Bell Control
9 Automatic Logon - -
@ @& Security Bell Coordinates, Character and Count. Read more in the UTS Documentation.,

© Failure Detection/Recovery
& @ Power Features
® @ Emulaticns

*

Bell-X is the column of the bell character. Default is oxffffffff

© Bell Control ™ Enable bel control which makes it inactive,
© Protocols Bell-Y is the row of the bell character. Default is oxffffffff which
UTS System Temgplates () makes it inactive.
& &3 Usor por session Bebx , Bell Character — Value of the bell character, default is 0x87.
BelY ,7 Bell Count - The number of times that the bell will sound. Default
is 1.
et Gt B

Figure 208: GSW UTS GUI - Active Configuration - Bell Control

The Bell Control screen provides configuration of the:
e Enable Bell Control (See page 279)
e Bell-X (See page 279)
e Bell-Y (See page 279)
e Bell Character (See page 279)

e Bell Count (See page 279)
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Protocols
Wi, 1.03.0012
= .5 UTS Configuration '@ Protocols
=@ Global - per systes
= Active Configuration
@ dwtomatic Logon TEIRE-!
@ Security Internet Frotocol Version Support. Read more in the UTS Documentation...
@ Failure Detection/Recovery
o @ Power Festures & IPvd
= & Emulstions
@ Bell Controd  IPvE
°
UTS Systemn Templates () ™ 1Pl and IPwE
:{HI':{H:_ POr SOEs10n
SSH2
Internat Frotocol Version Support
fod
'
©
UTS Protocols
Allowed protocels
s
r
r

Figure 209: GSW UTS GUI - Active Configuration - Protocols

The Protocols screen provides configuration of:
e Telnet Internet Protocol Version Support (See page 256)
e SSH Internet Protocol Version Support (See page 257)

e UTS Protocols — Allowed Protocols (See page 258)

Note: The UTS Service needs to be restarted before any of the protocol changes will occur.
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UTS S§

ystem Templates

F1Quration ver. 1.0

= .3 UTS Configuration  UTS System Templates (0)
=) O Global -~ per systea
@ <2 Actve Configuration
GOVKEHD, Syt Lenipiate: S

) User per sess1o0n

© @ .
UTS System Templates are templates where you can store variations of your Active
Configuration for fast and easy access. Keep different configurations based on shifts, departments,
teams, locations, etc.
System Templates allow you to copy, paste, delete, rename, import and export configurations so they
are available when needed. You can edit configuration values in UTS System Templates exactly as
done with the Active Configuration.
Copy from your Active Configuration to UTS System Templates, from UTS System Templates to
UTS System Templates and from UTS System Templates to your Active Configuration. You can also
Import and Export configuration data.
Intuitive, time saving operations have been included at every step.
Quickly create a Template configuration by copying the Active Configuration and then pasting on the

UTS System Templates.
= €. UTS Configuration = .5 UTS Configuration
= ~1oba o yutes = Global por ystlon
o\ thwl + (2 Active Conliguration

= f 2o Temolate

UTS § oo wmmmtobng () - - (1)
% g - ke Paste b ioa . Cogry (1) of AreContipur stion
Inport o @8 Vsor por sossion

fig. 3t Automatically creates 8 new System Template
configuration.

Tig. 12 Paste oo the UTS Systems Template.

= . UTS System Templstes (1)
Overwrite a System Template Configurationby e s o0 = = o»
copying a configuration and then pasting on the &8 Vnor S ,
Template Configuration.

ig. 3 Overwrite Template Configuration by pasting.

Lon

o Icon Meaning

« | This icon represents the Active System Configuration for the UTS. Expand to see Vv
configurations (Property pages) for the Active Configuration.
[k | cae | | e |

Figure 210: Global - System Templates

UTS System allows you to create and store variations of your active configuration for fast and easy access.
NOTE: Text files used for configuration are not available in Templates.

If you want to ensure configuration text files are associated with a specific template, then you should
manually backup the text file(s) with a corresponding name.
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Figure 211: Global - System Template - Individual

Each Template is of the same format as the Active Configuration. Please see the Active Configuration for

details.

NOTE: Text files used for configuration are not available in Templates.

If you want to ensure configuration text files are associated with a specific template, then you should

manually backup the text file(s) with a corresponding name.
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User - per session Configuration - Features
Overview

Each session has an associated configuration. This is true of sessions initiated by Domain Users, Local Users,
Grandfathered Users, and IP Address/Range connections.
Each of the session configurations is termed “User — per session” or “User” configuration.

The GSW Configuration GUI Tool allows the administrator to organize the configurations based on Domains, Domain
Names, Domain Name Users, Local Users, IP Address Ranges, Grandfathered Users and User Templates. Additionally, a
default configuration may be specified for different objects.

This provides a powerful user configuration hierarchy that can be traversed and the UTS will apply the appropriate
configuration. It is important to understand the configuration hierarchy.

Figure 212: Cascading Configuration Selection

As pointed out above, when a connection is initiated the UTS checks for an existing configuration is in the IP
Address/Range objects. If a matching configurations is not found then the UTS determines if the connection
is either a Domain User or Local User.

If it is a domain user, then the UTS determines if there is a matching Domain User within the matching
Domain Name. If not, then the UTS determines if a Default configuration exists for the specific Domain
Name. If not, then the UTS determines if there is a Default configuration for All Domain Users. If not then the
UTS checks to see if there is a configuration match with Grandfathered Users. If there is no match then the

53 A matching IP configuration means that the IP address has a matching entry in GS_IP_Rt.txt file.

54 A configuration match means that there is a folder in the scripts folder named with the same name as the user name.
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UTS checks if there is a Default configuration for All Users, and if there is still no match then the UTS system
defaults are used.

Continuing from above if the connection being initiated is not a domain user then the UTS but a local user then
the UTS determines if there is a matching Local User configuration. If no match exists, then the UTS
determines if a Default configuration exists for all Local Users. If not then the UTS checks for a configuration
matchs with Grandfathered User. If there is no match then the UTS checks if there is a Default configuration
for All Users, and if there is still no match then the UTS system defaults are used.

% A configuration match means that there is a folder in the scripts folder named with the same name as the user name.
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Figure 213: GUI Tool - User Default Configuration

Default configurations may be created for the objects listed in Table 58. You can quickly determine if a default
configuration exists for an object by viewing if it has the black circle with a white check in the bottom right of

the icon as shown below.

Create Default
ICON Configuration
L If a session for a user (domain or local) is initiated and there no specific
; m W configuration for that user and there is not a default configuration for in the
User - per Specific Domain or All Domains (for domain user) or All Local Users (for a
session local user) then use the User - per session default configuration.
, If a session for a domain user is initiated and there is not a specific
8 A q{? configuration for that domain user and there is not a default configuration for
All Domains that domain name, then use the ALL Domains Default configuration.
If session for a specific domain name is initiated and there is not a specific
9 A @9 configuration for that domain user, then use the Specific Domain Name
Specific Default Configuration
Domain
If a local user session is initiated and there is not a specific configuration for
1 %p the user, then use the All Local Users Default Configuration
All Local
Users

Table 58- Objects that may have a Default Configuration
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A default configuration is a user configuration. It is configured in the same way as a user configuration. A
default configuration is created by right clicking and selecting “Create Default Configuration”.
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Domains

GSW UTS Configuration

= £ UTS Configuration W Domains [24)
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If a configuration is not found for a specific domain user or a specific
domain then the configuration for ALL DOMAIN USERS is used.

Figure 214: GUI Tool - Domains

The Domains screen allows you to view quick status information such as how many domains configurations
are defined, how many users are defined for each domain. Additionally, the administrator may perform right
click operations at the Domain level such as adding, deleting domains, creating default configurations etc.
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If a configuration is not found for a specific domain user
then the configuration for ALL DOMAIN NAME USERS is used.

Figure 215: GUI Tool - Domain Names

The Domain Name screen allows you to view quick status information such as how many user configurations
are defined for this domain name. The administrator may also perform right click operations at the Domain

Name level such as adding, deleting users for this Domain Name, creating default configurations, etc.
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Domain Name - User and Summary
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Figure 216: Domain Name User

The configuration summary description for a Domain Name User, Local User, Grandfathered User and User
Template are the same. Differences are noted in the overview section of each object.

Please see the Local User Configuration for details on the property pages for Users on page 405.
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Local Users

= .3 UTS Configuration & Local Users (3)
@ 6 Global -~ per systea
(=] g User -~ per sesaion -
B0 i g Local Users Summary View
@ : Domains (2/4) 0 How many GSW UTS Local User configurations are defined?
=] 3
B & “defaut conflg & Local Users(3)
:-9:: There are configurations defined for 3 local users.
B
& &4 tom Note: The black circle with a white check indicates that a default configuration exists for
 |P P Address/Range (1) local users.
& Grandfathered Users (0)

® Uses Templates (0) ODaermineexuﬂywhichoonﬁgunlionisused.
Once the UTS determines that the connection being initiated is not associated with an IP address
or a domain then the Local Users are checked for a configuration. If a configuration is not found
for a specific Local User then the default configuration for ALL Local Users is used (if it exists).
Otherwise, the Grandfathered Users are checked for a matching configuration.

LOCAL USERS

o Icon Meaning
‘ This icon represents ALL Local Users. Expand to see configurations for each specific local
user.

Q This icon represeats the default configuration associated with the parent object. In this case
the default configuration is for All local users.

& This icon represents a specific local user, The user name is displayed to the right of the icon
and the specific user configuration is available by expanding the object.

[ o ] came | mon | H-b]L

Figure 217: GUI Tool - Local Users

When expanded the Local Users Summary View provides the administrator with the number of Local Users
that have a configuration defined, the Local User names and if a default configuration exists for the Local Users
object.

Expand each Local User to access their configuration property pages.
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GSW UTS Configuration  Ver, 1.0

Local User - Summary

= .5 UTS Configuration
@ ‘ Global -~ per systea
= @8 User per sesasion
) b "defauit config
@ & Domains (2/4)
£ @ Local Users (3)
# &a “default config
S
Logon Scrpt
Windows
GSW Client Control
Emulations
Legacy
Power Features
Faduee Detection/Recovery

&8 tom

1P ¥ AddressRange (1)
& Grancathered Users (7)
® User Templates (0)

s bill

& User Configuration Local User: bill
User Per Session Configuration - Summary View

Logon Sospt GSW Chert Cortel

Home Folder | Displary Apphcaton Tt in Window Tile Bar [}
Automaticaly Terminate Session when User Exts Mo Diaplay X fcose bution) n Windows Caption Bar: Yoo
Wedons Enceypt the UTS Teinet Session )
Croate User Profie Yea o

TCP Recerve Window Size Mode avent
Custom Shet. |

Emuations

Teming Emcdason:  Promgt Backspace on Delete %)
Graghica Mode Promet Twe Colls per Unicade Chanacter: I
Presertaten Promet Mouse o
Paeudoconscle 1 3d Panty Configuration Stngs 1
Send Screen Sze: Mo

Power Fostures

Team Services Evert Logong Parting

Teandfer. Lz Sestom Defad Sesson Activey Log Yoz Print Method Nore

Swap Use Sctem Oefad | Lop Oharacter Translate:  No Pt Queve Poll intervad  S3ec00nds

Share Use Svitem Defad Pass Theouph Prrtrg

Recover:  LUne Svtem Defad Tralrg FormFeeds Eneble Prict Buffer Sze D trees

Use Systern Defa P
Lokt dumefy Open Partng Pt Command
|GenPortert ~

Fabuse Detection and Recovery

Session Saver Process Cortred

Enable Sesscn Saver  No Termnate Ohild Processes when User Exty:  You

Recoonect Based on Gracehd Termnation Sorgt

Recornect Wat Tmer:  minutes [

ok | cace | | hee |

Figure 218: GUI Tool - Local User Summary

The Local User Summary provides the administrator with a quick view (on the right side of the display) of most
of the Local Users configuration settings. From the User Summary view it is easy to determine which property
page to use to edit the configuration setting. Each configuration setting resides within a frame with a label. For
example: Logon Script is a label on the frame around the “Home Folder” configuration setting. On the left side
of the display is the property page icon with Logon Script as the name. The Home Folder property is available
in the Logon Script property page. Simply click on the Logon Script property page to display its properties for
editing. There are a few exceptions to this direct association due to screen space but will still be easy to find.

| [ 15 UTS Configuration
;_._'@Gluhn_l - por systes
Eg Usr_'rl - per Sens1ion

b "default config
-4y Dormnains (2/4)
- i Local Users (3)

s bill

& User Configuration
User Per Session Configuration - Summary View

=4 G5W Chert Control

Display Applcation Tide in Window Title Bar:

Enscryei the LTS Telnet Session:

[T

Figure 219: User Configuration Summary Labels and Property Page association.

— Automaticaly Teminate Session when Lser Exts: Ha
o B
Windows
o me.\-'s Creabe Lisar Profie Yoz
8 GEW |:|_.m:|:unm| =] = - o
B Emulaticns
o Legeey -l Cuatees Shal :

Displary X iicdos buttion)in Windows Caption Bar:

Local User: bill

Ha
Yes
Ha
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= .5 UTS Configuration ® Logen Script
@ @ Global - per systea
= 8 User per session P User Configuration Local User: bill
= i “default config Logon Script Configuration Opfions
@ 4 Domains (2/4) : ’
=} z Local Users (3) Uiser Home Foider Upon connection you can specify the folder
& & *default config in which the user is deposited.
S & ba Hose Foder | _;_”""__] Example: d:\users\tom
° This will deposit user tom into the folder v
© Windows Alvieovel tam whan rmnastad
@ GSW Client Control ' This can be used to restrict ausertoa
© Emulstions Asomaticaly Teminste Sessicn when User Exts Appication specific application. When the user cxits the
© Legacy Yes application the session is terminated. If not
% @ Power Features Terminate Sessicn When User Exts Asphcation r terminated the user is left at a command
© Fadure Detection/Recovery prompt.
©- Pt Power Users: This determines the nameof Y
:;‘“!m P ounnm Pudun Ve stuvt but wul wonne Loar
m1P P Address/Range (1) BarLins Sovs The Logon Script is important for correct
& Granciathered Users (3) £50 I operation. Please view your script below
® User Templates (0) until you need to edit. Click button to the left
Location F \GS.UTS sompts\LocalUsers D' _start bat to edit in Notepad.
[ ok ] cwxe | |

Figure 220: GUI Tool - Local User Logon Script

The Logon Script provides configuration for:

e Home Folder (See page 299 )

e Automatically Terminate Session when User Exits Application (See page 218 and page 100)
and allows editing of the batch text file

e Logon Script Batch File (See page 218)
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Local User - Windows

= €. UTS Configuration
@ @ Global - per systes
= 8 User -~ per session
= ik "default config
= & Domaeins (2/4)
£l g Local Users (3)
® &4 *default config
£ 4 bid
@ Logon Scrpt
o 2
@ GSW Client Control
© Emulstions
© Legacy
% © Power Features
© Falure Detection/Recovery
& a8 Pt
#-ga tom
1P P Addeess/Range (1)
& Grandiathered Users ()
“ User Templates (0)

@ Windows

& User Configuration
Window:s Configuration Options

Local User: bill

User Profie
Cowate User Profile

TCP Recerve Window Sze
Use Windows deloct

Custom Shel
Custom Shel Path

Create User Profile in the Registry if it is missing (this is the
Registry Hive where user specific registry settings are kept).

This parameter provisions the maximum TCP receive windows
size on a per session basis. The TCP Receive Window specifies the
number of bytes a sender may transmit without receiving an
acknowledgment, In general, larger receive windows will improve
performance over high delay, high bandwidth networks. For
greatest efficiency, the receive windows should be an even
multiple of the TCP Maximum Segment Size (MSS).

Some RF Terminals may experience connectivity problems
because they time out before data transmission reaches them. In
this scenario you may want to reduce the value of the TCP
Windows Size parameter, Reducing the value of TCP Windows
Size an acknowledgr for data received to be sent to the
RF Terminal . A quicker acknowledgment lowers the
possibility that the RF Terminal will time out while waiting for an
acknowledgment, However, it also increases the amount of
retwork traffic and causes slower throughput.

The UTS uses the Microsoft command-line interperter

“cmd.exe” (often called the "Command Prompt”) as the defauit
shell. You can override this behavior and specify a pathtoa
custom shell executable. For example you may want to use
Windows PowerShell as the default shell. You would enter the path
such as:

C:| Windows\ systems2| WindowsPowerShell\vi.o
\powershell.exe

For those migrating from cmd.exe to another shell please
remember that each shell has its own commands to interace with
the operating system. Commands used to make directories, change
directories, launch applications in the cmd.exe shell will not work
when using the PowerShell or another shell. You need to use new
cmdlets or scripts that can be processed by your selected shell.
When you use a shell other than the cmd.exe, the UTS logon seript
files (k_start,bat and c_start,bat) are still used but only act as
configuration place holders by the GSW UTS GUI All other
entries are ignored.

Power users can also automatically launch an application instead
of a shell with the Custom Shell Path such as SAPConsole, QAD or
HighJump by specifying the path to the executable.

[ ox | came | o0 | He

Figure 221: GUI Tool - Local User Windows

The Windows Configuration options provides configuration for:

e Create User Profile (See page 247)

e TCP Receive Window Size (See page 246)

e Custom Shell Path (See page 249)
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Local User - GSW Client Control

Ver, 1.03.0018

— GSW UTS Configuration

@ GSW Client Control

& User Configuration
GSW Client Control Configuration Opfions

= €. UTS Configuration
Global - per
= poer sassion
) i "defauit config
= & Domaeins (2/4)
£ g Local Users (3)
) &4 “default config
@ Logon Scrpt
© Windows
°
© Emulations
© Legcy
% @ Power Features
© Falure Detection/Recovery
* s Pt
# &b tom
1P 1P Addeess/Range (1)
& Grandisthered Users ()
© User Templates (0)

systen

Yer

Deglay Appication Ttle n Window Tie Bar r

Yea

Dusplay X (cose button) in Windows Cagtion By

Yes

Encryst the UTS Tenet Session r

Local User: bill

You may want the Application Title to display in the title
bar of the GSW Client Windows Title area.The Default is
No

You may not want to display the X (close button) in the
title bar (top tight torner). The Default is Yes

Enable to encrypt the UTS Telnet session data stream,
Note: Be sure the GSW client is configured to encrypt also.
‘This requires that the UTS Telnet Encryption system
parameter is set.

Figure 222: GUI Tool - Local User GSW Client Control

The GSW Client Control provides configuration for:

e Display Application Title in Window Title Bar (See page 85)

e Display X (close button) in Windows Caption Bar (See page 80)

e Encrypt the UTS Telnet Session (See page 93)
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Local User - Emulations

= GSW UTS Configuration

& €3 UTS Configuration © Emulations
@ @ Global - per system
= @8 User per session P User Configuration Local User- bill
= gk "defauit config Emulafion Configuration Options
) & Domairs (2/4)
£ g Local Users (3)
© &4 *default config Teeminal Enation [Fromee ~]
2 gp b
@ Logon Script Graphics Mode [Promet -l
© Windows
@ GSW Client Control A
L@ Emlations) " Coker
© Legcy
% @ Power Features " Monocheome
© Falure Detection/Recovery &
© 4 pat .
# &b tom
1P 1P Addeess/Range (1)
e St 2 5} Backspace on Deiete I~ Specify that Delete performs a Backspace.
User Templates (0)
Two cells per Uricode character & Two cells per Unicode character,
MNoxse/Touch r~ Mouse/touch support for 3° party clients.
Certiguration strings r~ 3™ Party Configuration Strings.
Paeudoconsole r~ Pseudoconsole.
Send Screen Se 1o 3 party Clerts = Send screea size to 3rd party clients.
[ ok ]| caxe | Hee |

Figure 223: GUI Tool - Local Usets - Emulations

The Emulation page provides configuration for:
e Terminal Emulation (See page 166)
e  Graphics Mode (See page 168)
e Presentation (Color, Monochrome or Prompt) (See page 170)
e Backspace on Delete (See page 185)

e Two cells per Unicode character (See page 180)
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Local User - Legacy

= €. UTS Configuration
@ @ Global - per systea
= g User -~ per session
5 i "defauit config
= & Domaeins (2/4)
£l g Local Users (3)
® &4 *default config
2 g b
9 Logon Scrpt
© Windows
@ GSW Client Control
© Emulstions
o
& @ Power Festures
© Falure Detection/Recovery
© a8 Pt
# -&a tom
1P P Addeess/Range (1)
& Grandiathered Users ()
“ User Templates (0)

@ Legacy
& User Configuration Local User: bill
Legacy Configuration Options
Contrd C Configue
otk There are different expectations as to the function of the behavior for
Mode evert - <control=cd>.
Alternate behaviors are configured by selecting the Control-C mode.
Key - <control-o>will be sent to the application asa
character value of decimal 3.
Event - <control-c>will be sent to the application asa
signal/event which can be trapped
Auto - The UTS will attempt to get the applications
<control-c> settings and send either event or
key, whichever appears to be appropriate.
Sometimes the UTS will make the wrong choice
and you will have to override with an explicit
setting.
Screen Sizes other than 25x80

You may place the Mode command (as described on page 259)

in a logon script to set screen sizes. Please

note that most UNIX Telnet/SSHz clieats default to 24 rows while Windows and DOS applications default to
25 rows. Thus you may have to adjust your UNIX SSH2/Telnet client row count settings to see all the rows
of your Windows or DOS application. Alternatively you may need to issue the mode con: lines=24
command. Note: if you issue this command you will not see the 25™ row of your application.

Note: The Mode Con command is configured in your logon scripts.

Figure 224: GUI Tool - Local Usets - Emulations

The Legacy page provides configuration for:

e Control-C (See page 164)
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Local User - Power Features - Summary

— GSW UTS Configuration

= €. UTS Configuration © Power Features
@ @ Global -~ per systea
= @8 User per session P User Configuration Local User: bill
 ah "default config _Power Features Summary View
&) & Domans (2/4) Toan Services Evert Logpeg
£ g Local Users (3) =
© & *defauit config araler Lse Sratees Defasl Sessicn Actvity Log Enable
S 4 b Swap Lipe Systers Dot Log Craracter Transate Dagtie
@ Logon Script
© Windows Share Lise Svsteen Defond
@ GSW Client Control Partirg
@ Enwulations Recover.  Lise Sisters Defalt >
oL Prrt Method loce
R J Power Festures| Lok Justfy  Lige Systers Defandt Prrt Queve Pol Interval 5 seconds
© Prnting
© Teamn Services PassThrough Prring
© Event Logging Y
@ Falure Detecticn/Recovery Traling FomFeeds:  Engbie Prrt Buffer Sze S0 butes
® o pn
& tom Open Partng Prre Command
#1-1P WP Address/Range (1) -
& Granciathered Users (0) S : I
“ User Templates (0) GwinParter2 [
GwinParterd I
GwnParterd I
GwinPrarterS l
GwinPeartert I
GwanParter? I
GwanParter I
GwinPrrterd I
Cancel | Help

Figure 225: GUI Tool - Local Usets — Power Features Summary

The Power Features Summary View provides a quick view of the

e Team Services configuration (See page 117)
e Log Files configuration

e Session Activity Log (See page 215)

e Log Characters Translate (See page 217)
e Printing Configuration

e Print Method (See page 226 )
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e Print Queue Poll Interval (see page 331)
e Pass Through Printing — Trailing Form Feeds and Print Buffer Size (See page 241)

e  Open Printing Print Command (See page 236 )
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Local User - Power Features - Printing

= €5 UTS Configuration
“ @Globn‘l -~ per
= @8 User per session
) i "defauit config
= & Domaeins (2/4)
£ g Local Users (3)
# & “default config
£ g b
@ Logon Scrpt
© Windows
@ GSW Client Control
© Emulastions
© Legacy
B v Festures
© Prnting
© Teamn Services
© Event Logging
© Falure Detection/Recovery
® o pn
& tom
#1-1P WP Address/Range (1)
& Grancdiathered Users (0)
“ User Templates (0)

systen

@ Power Features
& User Configuration

_Power Featwres Summary View

Toan Services
Tearaler

PasaTheough Prting
Traling FomFeeds Enatie

Open Parting Prre Command

Local User: bill
Evert Logory
Sessicn Actwity Log Enable
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Figure 226: GUI Tool - Local Usets — Power Features - Printing

The Power Features Printing provides configuration of:

e Print Method (See page 226 )

e Print Queue Poll Interval (See page 331)

e Pass Through Printing — Trailing Form Feeds and Print Buffer Size (See page 241)

e  Open Printing Print Command (See page 236 )
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Local User - Power Features - Team Services

= .5 UTS Configuration
@@ Global - per systes
Egl.lsm:r_ PET SeS510n
[ ik, “dhefalt comfig
=iy Domairs (204
-y Local Users (3}
B Job “default config
= an bill
& Logon Scrpt
& Windows
& GSW Client Comtrol
& Emwulstions
@ Legery
= & Poever Features
o Pristting
[ B Tesm
& Event Logging
& Fuhee DetectionRecovery
B oan P
+ [ em
FHIP P AddrersRangs (1)
& Grandsthered Users (0
T User Temgplates (0)

Services

@ Team Services

& UserCoafiguration

Power Fratures: Team Servioes Comfiguration Options

Toarn Sanaoers

Enabie
Toder [ SpmemOdon =]
S [BeSmenodea o]
Swe  [Gesmemodex <]
Recover  [Use Gystem Dot =]

Enabie
P T

Local User: kil

You can override the System Team Services default settings here.

Figure 227: GUI Tool - Local Usets — Power Features — Team Services

The Power Features — Team Services provides configuration of:

e Team Services Override Overview (See page 137)

e Opverride Transfer (See page 139)

e Opverride Swap (See page 140)

e Override Share (See page 141)

e Opverride Recover (See page 138)

e Opverride Left Justify (See page 142)
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Local User - Power Features - Event Logging

= .3 UTS Configuration
8 @ Global - per systea
[ORCE ve Configuration
[« UTS System Templates (2)
2 @8 User per session
B b “default config
= & Domains (2/4)
¥ b “default config
® 4 GSWATLANTA (1)
= A GSWLONDON (3)
Y
3 &b RFUser Oliver
& 4 RFUser Bucidey
& Local Users (0)
1P P Address/Range (0)
& Grandfathered Users (0)
“ User Templates (0)

‘ws RFUser_Nigel
& User Configuration

User Per Session Configuration - Summary View

Domain=GSWLONDON, User:RFUser_Nigel

Logon Sospt GSW Cect Contel
Home Folder | Displary Apphcation Tike in Window Tele Bar: [}
Automatically Terminate Session when User Exts No Deaplay X fclose bution) n Windows Caption Bar: Yoo
“'_ Enceypt the UTS Teinet Session
Croate User Profie: Yoa Legacy
TCP Recerve Window Size Mode avert
Custon Shet. |
Emuations
Teminal Emudation:  Promgt Backspace on Delete 5
Graphica Mode Promet Twe Cadls per Unicode Character: I
Presentaton Bromet Mouse ]
Pseudoconsole 1) 3d Pany Configuration Snge M
Send Screen Sze: Mo
Power Fostures
Team Services Evert Logong Porting
Trander  Use Sestem Defalt Seasion Activety Log Yoz Pt None
Swap Use Satem Defal Log Oharacter Trandlate:  No Prrt Queve Pol intervdd 5 20c0nds
Share: Use Svitem Defad Pass Theouph Prntrg
Recover:  Use Sestem Defad Tradrg FormFeeds Enable Prirt Buffer Size D0 tes
Use Svtemn Default

Lett Jumtfy Open Partrg Pt Command

|GenPortert ~l
Fabuse Detection and Recovery
- Session Saver Process Cortred
Enable Sesscn Saver  No Termnate Ohild Processes when User Exty:  You
Recennect Based on Gracehd Termnation Sorpt
Recornect Wat Trmer:  minutes |

[ ok ] cwe | | Hee

Figure 228: GUI Tool - Local Usets — Power

Features — Event Logging

The Power Features — Event Logging provides configuration of:

e Session Log Enable (See page 215)

e Log Character Translate (See page 217 )
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Local User - Failure Detection/Recovery

= €5 UTS Configuration
@ @ Global -~ per systea
= 8 User -~ per session

5 i "defauit config

@ Failure DetectionfRecovery

& User Configuration
Faflure Detection Recovery ~ Session Saver

= & Domaeins (2/4)

£ g Local Users (3) Ebla . -

Local User: bill

Reconnect based on User AND IP Address specifies
that if session is suspended for a particular user
from a particular IP address, when that user logs
on again from that IP Address, they will be
automatically reconnected to the suspended

session and resume exactly where they left off.

The Reconnect Wait Timer specifics how long the
UTS will maintain a suspended session before
initiating Graceful Termination, if configured.

# & “default config
£ ga b Recornect based
©® Logon Scrpt o
© Windows C User i € User 4 (shways)
@ GSW Client Control  Userldand IP € User id and IP (shwarys)
© Emulations
© Legacy
=@ Power Features l'—
© Prnting Recornect Wt Temer fmentes)
© Team Services
@ Event Logging
© Falure Detection/Recovery
© & pu Graceful Termination Script
® & tom o ’ -
= 1P P AddeessRange (1)
& Grandiathered Users (0) Terminagton
© User Templates (0) mi - I
Process Control
Jb Cortrdd
Enable
Terminate Chid Processes ~

You kave the capability to specify that all child
proesses started in the session will be terminated
when the session ends.

All processes associated with the session will be
assigned to a windows job object. Each session
will have a separate job object.

Terminating child processes upon a session ending
is the desired behavior. However scenarios do
exists where you want the session to terminate but
you would like the spawned child process to
continue,

In cither case Graceful Termination is attempted
first, Note: This feature is not available in
Windows NT, but is available in Windows 2000
thru Window 2008 R2.

Default: Enable

ok ]

Cood | %o | b |

Figure 229: GUI Tool - Local Users — Failure Detection/Recovery

The Failure Detection and Recovery configuration of:
e Enable Session Saver (See page 149 )
e Reconnect Based on.... (See page 151)
e  Graceful Termination Script (See page 158)

e Process Control (See page 162)
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IP Address Range

— GSW UTS Configuration

& €3 UTS Configuration | IP AddressiRange [2)
“ @Globn‘l -~ per systea
= @8 User per session >
S s IP Address/Range Summary View
@ & Domains (2/4) o How many GSW UTS IP Address/Ranges configurations are defined?
@ g Local Users (3)
R fddress/Range (2] | P IP Address/Range(2)

24P ip_edemal There are configurations defined for = 1P Addresses/Ranges.
® JP p_intemal
& Grandfathered Users (0)
® Uses Templates (0)
Edst the OS_IP_Rutxt file to nasolate the IP

Open GS_IP_Rt.txt in Notepad. Address | Range with the user’s logon seript,

@ Determine exactly which configuration is used.

IP Address/Range based configurations are another category of User Configuration.
When a connection is initiated the GSW UTS determines if there is a configuration associated
with the IP Address. If so then that configuration is used.

The GS_IP_Rt.txt file is where the association between the IP Address/Range and the
configuration files is set.

Please see the User Manual for details about the IP Address based logon scripts.
0 Icon Meaning

1P This icon represents ALL 1P Address/Range based User Configurations. Expand to see
configurations for each specific IP Address/Range.

P The dark IP icon represents a specific 1P Address/Range based User Configuration. The
name of the IP Address/Range configuration is displayed to the right of the icon and the

[k ] e | %o |

specific IP Address user configuration property pages are available by expanding the object.

Help

|

Figure 230: GUI Tool - IP Address / Range

The IP Address/Range Summary View and Specific IP Address/Range provides configuration of:
e IP Address Range Logon Scripts (See page 220)

e  User Configuration for IP Address

The association between the logon script and the IP address is specified in the GS_IP_Rt.txt file.

Note: IP Address/Ranges user configurations contain the same property pages as all session usets.
Each page 1s described in the Local Users section (For details on each property page please see page
405)

417



GEORGIA SOFTWORKS AUGUST 13, 2020

Grandfathered Users

= €3 UTS Configuration ‘& Grandiathered Users (4]
@ @ Global - per systea
it 7" GSWUTS Grandfathered Users (Backward Compatibility Feature)
& & Domains (2/4) 0 How many GSW UTS Grandfathered User configurations are defined?
) g Local Users (3)
BP 1P Addeest/Range 2) & Grandfathered Users(4)
28 G""""“ SHESS There are configurations defined for 4 grandfathered users.
& g dssem|
# &4 recening UTS Grandfathered Users are user configurations that existed in the pre-GUI configuration
© & thipping version of the GSW UTS. Instead of forcing users of previous installs to re-configure due to the
© 4 Stockicom implementation of a new configuration interface, GSW provided a compatibility path to migrate
@- % User Templates (5) configurations when convenient. For those familiar with the non-GUI version, Grandfathered

Users configurations (logon scripts) are defined in the scripts folder.

It is recommended that the Grandfathered Users be moved to either the Local Users
configuration or a Domain User configuration for better clarity, distinction and organization.
However, it is not required and the user configurations will operate in the Grandfathered Users
configuration as expected.

o Determine exactly which configuration is used.

When a connection is initiated the GSW UTS checks for IP Address based configurations, Local
User and Domain User configurations before checking for Grandfathered User configurations.
1f a User Name in either the Local User or Domain User configuration is the same name asa
Grandfathered User Name, then the Local User or Domain User configuration will be used.

Grandfathered users are configured just like Local and Domain Users. Grandfathered
configuration can be copied to Local Users, Domain Users and Templates.
Local User and Domain User configurations can not be copied to Grandfathered Users. All new

user configurations should be either a Local or Domain User or IP Address based and thus no
provision is made for creating new Grandfathered Users,

o Icon Meaning

o

P This icon represents ALL Grandfathered Users, Expand to see configurations for each
specific local user.

“ This icon represents a specific Grandfathered User. The user name is displayed to the right
of the icon and the specific user configuration is available by expanding the object.

[ ok ] s | s | we |

Figure 231: GUI Tool - Grandfathered Users
The Grandfathered Summary View and Specific Grandfathered User configuration provides:
e User Configuration for the Grandfathered User

Note: Grandfathered Users contain the same property pages as all session users. Fach page is described
in the Local Users section (For details on each property page please see page 405)
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User Templates

= €5 UTS Configuration
@ @ Global -~ per systea
= g User -~ per session
= bk "defauit config
= & Domaeins (2/4)
@ g Local Users (3)
& JP P Address/Range (2)
§ Grandfathered Users (4)

hl User Termplates (5)

O]

m

®- 9, ieventory

@ 9 receing

" User Templates (5)

GSW Universal Terminal Server (UTS) User Templates

UTS System Templates are templates where you can store variations of your User Configuration
for fast and easy access. You may have different configurations based on shifts, departments, teams,
locations, etc.

User Templates allow you to copy, paste, delete, rename, import and export configurations so they
are available when needed.

User Templates can be used for all user configurations.
& Domain User

Pey Local User
Default User

Note: Users, Domains, Domain Names, Local Users can all have Default User
configurations.,

P 1P Address based User

You can edit configuration values in UTS User Templates exactly as you do with User Configurations.
Quickly create a UTS User Template by copying a User Configuration and paste it on the UTS User
Templates. Besuretor the template appropriately. Overwrite a User Template configuration
by pasting a user configuration on the specific user template configuration.

@ 1c0n Meaning

® “This icon represents User Templates. Expand to see configurations for each specific user
template.

This icon represents a specific User Template. The template name is displayed to the right
= of the icon and the template configuration is available by expanding the object.

Figure 232: GUI Tool - User Templates

The User Templates View and Specific User Templates configuration provides:

e User Configuration for the User Templates

e Note: User Templates contain the same property pages as all session users. Each page is described
in the Local Users section (For details on each property page please see page 405)
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System Signature - IMPORTANT PLEASE READ

The registration software obtains a system signature that is unique to your system. This signature is an added
security measure to inhibit unauthorized personal to obtain working copies of the Georgia SoftWorks
SSH2/Telnet Server for Windows.

The signature is comprised of hardware and software identifiers that exist on your system that make the target
system unique. These identifies are hashed into a Product ID and a Serial Number can be generated from this
Product id.

If major hardware components of your system are removed, replaced or modified your Serial Number may
discontinue to work and you may need a new Serial Number to obtain access to the Georgia SoftWorks
SSH2/Telnet Server for Windows. If this occurs, please re-register the product (See page 16). Please contact
Georgia SoftWorks Technical Support if needed.
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Specifications

GSW SSH2/Telnet Server Operating System Platforms

The Georgia SoftWorks SSH2/Telnet Server operates on:

Windows Versions: Windows 7/8/10/VISTA /Server 2008/Server 2008 R2/Server 2012, Server 2016,
Server 2019, N'T/XP/2000/Server 2003

The Georgia SoftWorks Telnet Server operates with 3™ Party RFC 854 Telnet clients and GSW Telnet
Clients.

The Georgia SoftWorks SSH Server operates with 3™ Party SSH compliant clients and GSW SSH Clients.
GSW Telnet Client Operating System Platforms

Desktop Clients
The Geotgia SoftWorks Desktop SSH2/Telnet Client operates on Windows 95/98/MEs, Windows N'T,
Windows 2000, Windows 2003, Windows Vista, Windows 7/8/10, 2008, 2008 R2, 2012, 2016, 2019 and

Windows operating System Versions.

Desktop Client Device
Including but not limited to

e MobileDemand xTablet T7000 (Windows 7)

Mobile Windows Clients
Georgia SoftWorks Telnet Clients for Windows CE are available for
e Pocket PC 2003 class devices
e Windows CE .NET 4.2/5/6
e Windows Mobile 5+

Georgia SoftWorks SSH Clients for Windows CE are available for
e Many Windows CE Version 4.2/5/6 class devices
Including but not limited to:
e Datalogic EIf, Falcon X3
Honeywell LXE MX3X, LXE Thor, Dolphin 6500
Intermec CK30
Janam XG100
Psion-Teklogix 7535, Psion-Teklogix 8525, Omni XT10
Motorola MC9190, Symbol MC 9060G,
PSC Falcon 4410

e Many Windows Mobile versions class devices
Including but not limited to:
e Bluebird Pideon BIP-6000

56 Unicode is not supported
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e Intermec CK71
e Honeywell Dolphin 9950
e Pocket PC 2003 class devices

Mobile Android Client
Georgia SoftWorks also offers the GSW ConnectBot for Android. In addition to being full featured industrial
grade Telnet/SSH client, it has the strongest SSH security of any SSH client commercially available. Also
available is a license server that makes licensing and upgrades smooth and easy. Learn more about the GSW
ConnectBot.

Please see the GSW SSH User’s Guide for FIPS 140-2 client requirements

Java Clients/Applets
Georgia SoftWorks Java Client and the Georgia SoftWorks Java applet — Telnet Only

Please read the section on the GSW Telnet Java Client (page 294 ) and the section on the GSW Telnet Java
Client applet (page 2806 ) to see the requirements for correct operation.
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GSW SSH2/Telnet Server System Requirements

Memory:

GSW recommends 16 MB of RAM per session in order to utilize all the features offered in the GSW
SSH2/Telnet Server. If you are using SAPConsole the recommendation is an additional 16 MB of RAM per
session for a total 32+ MB RAM per session. It is recommended to use the Windows Task Manager to
determine the SAPConsole memory requirements for your system.

Processor

Processor requirements vary based on the primary or main application running on the host system. In general,
the processor requirements for running the number of instances of the primary application will be sufficient for
most customers. However, the type of application will ultimately determine the SSH2/Telnet processor
requirements. The usage patterns including the number of users who actively input text and the frequency of
screen updates should be taken into consideration. If minimal and exact sizing is required the best course of
action is to download the Free trial copy of the GSW SSH2/Telnet Setrver and empirically determine the
requirements using the actual application.

Disk Requirements
Atleast 60 MB of Disk space are recommended for the program, User’s Guide and log files.
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Technical Support Contact Information

In order to keep basic Technical Support Free please help us to keep our cost down.
1. Gather all relevant system information.
2. Write your question down. This not only helps us but also helps you in articulating the question.

Please open a support ticket at GSW Support and include all relevant information described below in the
Technical Support Tips below.

Or Call 706.265.1018 EST, M-F 9:00 a.m. to 5:00 p.m. and have your Product ID ready. Tech Support tickets
and phones are monitored after hours at various times.

If it is an emergency please call after submitting a ticket. If no one immediately answers please leave a message
and you will be contacted.

Technical Support Tips:

To expedite support for suspected problems please perform the following test steps below to help us diagnose
the issue.

1. Disconnect all users. Make sure that no other user connects at the time of the test.
2. Wait 5 minutes

3. Delete all log files from the GSW SSH2/Telnet Server installation Log’ subdirectoty on the computer
running the GSW SSH2/Telnet Server. (Usually ¢:\GS_UTS\Log)

4. To expedite resolution, reboot the server if possible.
5. Duplicate the problem.
6. Open a ticket at GSW Support and include:
a. A description of the problem, including User ID’s, Domain and IP Addresses.

b. Attach all files in the Georgia SoftWorks log folder. Itis usually located at c:\gs_uts\log but
may be different depending on the installation folder selected.

c. 'The logon script associated with the user experiencing the problem. (That is the
c_start.bat orthe k start.bat file that resides in the scripts folder in the GSW
SSH2/Telnet Installation directory.

d. And of course, your contact information.
Open or check status of a support ticket: at GSW Support

Call 706.265.1018 EST, M-F 9:00 a.m. to 5:00 p.m. and have your Product ID ready
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